Network Working Group R. Fielding
Request for Comments: 2616 UC Irvine
Obsoletes: 2068 J. Gettys
Category: Standards Track Compag/W3C
J. C. Mogul
Compaq
H. Frystyk
W3C/MIT
L. Masinter
Xerox
P. Leach
Microsoft
T. Berners-Lee
W3C/MIT
June, 1999

Hypertext Transfer Protocol -- HTTP/1.1

Status of this Memo

This documert specifes aninterret stalards trackprotocol br the Internet community, ard reqests discssionard
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Abstract

The Hyperext Trarsfer Probcol (HTTP) is anappication-level protocol for distributed, colaboraive, hypermedia
information systens. It is a gneric, stateless, protocolhich canbe sed for many tasks beynd its use for
hypertext, suct as name savers and distributed object management systems, through extension o its request
methods error codesird headerd47]. A feaure of HTTP is the typing ard negotiation of dat repreertation,
allowing systens tobe built independently of the dita being transérred

HTTP has beenin use bythe World-Wide Web gobal irformationinitiative snce 1990. Tis specificationdefnes
the probcolreferred b as“HTTP/1.1”, ard is anupdak to RFC 2068 [33].
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1 Introduction

1.1 Purpose

The Hyperext Trarsfer Probcol (HTTP) is anappication-level protocol for distributed, colaboraive, hypermedia
information systermms. HTTP has beenin use bythe World-Wide Web dobal irformationinitiative snce 1990. Te
first version of HTTP, referredto as HTTP/0.9, was a sinple protocol for raw data transér acres the Internet.
HTTP/1.0, asdefined by RFC 1945 [6], mproved te probcol by allowing messages to be in the format of MIME-
like messages, attaining netainformation atout the dita transérredandmodifiers m the regest/respnse
senantics. Havever, HTTP/1.0 does nd sufficiently take intoconsideration the efects d hierarchical poxies,
caching, the reedfor persistert connections, or virtual hosts. Inaddition, the grolif eratian of incompletely-
implementedapplications calling therselves HTTP/1.0” has necessitateal protocol version change in aler for two
communicating applications to deternine eachother’s true capabhilities.

This specificaion defnes the probcol referred b as“HTTP/1.1". This protocol includesmore gringent
requirements than HTP/1.0 in order to ensure reliale implementation of its features.

Practical inbrmation systens reqiire more functionality than sinple retrieval, incluthg search,rbnt-endupdate,
ard amotation HTTP allows anopenerded set oimethods ad headers tht indicate tke pupose ofa reqest [47].
It builds an the dscifine o reference povided by the Unibrm Resairce Icentifier (URI) [3], as a leation (URL)
[4] or nane (URN) [20], for indicating the resarce towhich a nethod is to be applied. Messages areapsedin a
format similar to that usedy Internet nail [9] as definedby the Multipurpose Internet Mail Extensits (MIME) [7].

HTTP is also sed as a eneric protocol br conmunicationbetweenuser agerits ard proxes/gateways to other
Internet systerrs, including those supporied bythe SMTP [16], NNTP [13], FTP [18], Gopler [2], ard WAIS [10]
protocols. Inthis way, HTTP allows basic lypernmedia access to resmes ailable fom diverse applicatioa

1.2 Requirements

The key words “MUST’, “MUST NOT”, “REQUIRED”, “SHALL", “SHALL NOT", “SHOULD”, “SHOULD
NOT”, “RECOMMENDED", “MAY”, and “OPTIONAL" in this docunert are to be iterpreted as described in
RFC 2119 [34].

An implementatian is nd compliant if it fails to satisf one a more o the MUSTor REQUIRED level regirements
for the potocols it implements. A implementation that satisés all the MUSTor REQUIRED level andill the
SHOULD level requiremerts for its protocols is saido be “unconditionally compliant”; one that satisifes all te
MUST level requiremerts but not all the SHOULD level requiremerts for its protocols is saido be “conditionally
compliant.”
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1.3 Terminology

This specification uses a nuber of terns torefer to the rdes gayed by participants in, andbjects d, the HTTP
communication.

comection
A transprt layer virtual circuit estalishedbetween tvo prograns for the purpose d communicatian.

message
The basic uit of HTTP communication corsisting of a strictured seqence ofoctets matching the syntax
definedin sectim 4 andtransnitted via the canectia.

regeg
An HTTP reqles message, asdefined in secion 5.

regporse
An HTTP reporse message, asdefned in secion 6.

resource
A network dat objector srvice hat canbe dentified bya UR, asdefined in secion 3.2. Resourcesmay be
available in multiple representations .g. multiple languayes, data formats, size, and resdutions) or vary in
other ways.

entity
The information transérredas the pyload of a reaqiest @ resnse. An entity consists @& metainformation in the
form of ertity-header feldsard cortert in the form of anertity-body, asderibed insection?.

representatia
An entityincluded with a respnse that is sylect tocontent negtiation, as @scribed in sectian 12. There nay
exist miltiple regesentatias assoiatedwith a particular respnse status.

content negtation
The nmecharism for selectimgy the appropriate represttionwhen senicing a reqest, as described gectionl12.
The repesentatia of entities in anyesmnse can b negdiated(includng erro respnses).

variant
A resouice nay have one, or nore thanone, represetion(s) associated ith it at ary given instart. Eachof
these repesentatias is terneda ‘variant.’ Use d the term'variant’ does nd necessarilymply that the resarce
is subect tocontent negtation.

client
A programthat estalishes cmnectios for the purpose d sending requests.

user agert
The cliert which initiatesa reqeg. These are ofenbrowsers, editors spiders(web+trawversing robotg, or otter
end user ools.

sewer
An applicationprogamthat accepts corectiors in order to serce reqests byserding backresposes. Ay
given progammay be capable dbeirg botha cliert ard a serer; ou use ofthese terra rekrs orly to the role
being performed by the pogramfor a particular cannectian, rather than tthe pogramis ca@hlities in general.
Likewise any sever may act as an origin sever, proxy, gaeway, or tunnd, switching behavior based on the
nature of eachrequest.

origin server
The serer onwhich a gven resotuce resides or is to be created.
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proxy
An intermediaryprogamwhich acts as both serer ard a cliert for the pupose ofmaking reqiests orbetalf
of other clients. Regpsts are servicedternallyor by passing thenon, with possile translatia, to other
seners. Aproxy MUST implenent boththe cliert ard sener requremerts ofthis specifcation A “trarsparen
proxy” isa proy that doesnot modify the reqeeg or reporse beyond whatis requred for proxy auherticaion
ard idertificaion. A “non-transparert proxy” is a proy that modifiesthe reqed or reporse in order b provide
sone added selige to the wser agmn, swch as goup amotationsenices, nedia type trarsformation, protocol
reduction, o anaymity filtering. Excep where either trangyent @ non-transgarent lghavia is exgicitly
stated, he HTTP proxy requremerts apply to both typesof proxes.

gaeway
A sener which acts as amtermediaryfor sone other sener. Urike a proy, a gateway receives reqeests as ift
were the aigin server ér the regiestedresairce; the regesting client ray na be aware that it is
communicating with a gaeway.

tunnd
An intermediary program which is ating as a blind relay between two connections. Once active, atunné is na
considered a party to the HTTP communication, though thetunné may have been initiated by an HTTP request.
The tunnel ceases xist when oth ends of the elayed connectins ae clesed

cacle
A program’s local stae o response nessages anthe sulsystemthat cantrols its message st@age,retrieval, and
deletion A cacte stores ca@able respaes inorder to redoe the respoge tine ard network bardwidth
consunption on future, equivalent equests. Ay client a sever may include a cache, thah a cache canhbe
usal by asever tha is acting as atunné.

cacleable
A respose is cacbkable ifa cack is alloved to store a copgf the respore nessa@ for use inarswering
subsequent requests. he rues for determining the cacleablity of HTTP respnses are éined in sectio 13.
Evenif a resaorce is cachable, there may be additional constraints an whether a cacle canuse the cacled copy
for a particliar reqest.

first-hand
A resmnse is frst-handif it comes drectly andwithout unnecessargielay from the aigin server, prhags via
one a more proxies. Aresmnse is alsdirst-handif its validty has pst keen checkedirectly with the aigin
sewer.

expicit expiration time
The time at vhich the aigin sener interds that anertity should no longer be retuned by a cacle without further
validation.

heuristic expration time
An expirationtime assiged by a cacle whenno explicit expirationtime is awailable.

ae
The ag ofa respose is tle time sirce it was sem by, or siccesstilly validated with, the orign sener.

freshness ldtime
The length & time ketween the generatiodf a respnse andts expration time.

fresh
A respose is feshif its age has rot yet exceeded itsresess lifetime.

stale
A resmnse is stale ifts age hasassedits freshness ldtime.

Fielding, et al Stardards Tack [Pace 9]



RFC 2616 HTTP/1.1 June, 1999

senantically trarsparet
A cacte belaves ina “semartically trarspareti’ manner, with respect to a partitar respose, wenits use
affects mither the reqestirg client nor the orign sener, exept to inprove perbrmance. Whena cack is
senantically trarsparen, the cliert receives exactly the sane respose (exept br hop-by-hop headers) tat it
would have received hed its reqeest beerhandled directlyby the orign sener.

validator
A protocol elenent (e.g, anertity tagor a Last-Modifiedtime) that is wsedto find out whether a cacle eriry is
an equivalent cy of an entity

upstreanfdownstream
Updreamard downstreamdegribe he flow of a message: all messages flow from upstreamto downstream

inboundoutbound
Inbound and outbound refer to the reqees ard reporse pahs for messages. “inbound” mears “traveling toward
the orign sener”, ard “outbound” mears “traveling toward the wser agrnt”

1.4 Overall Operation

The HTTP protocolis a reqed/reponrse protocol. A client sends a reqed to the srver in the form of a reqed
method, UR, and probcol version, followed by a MIME-like message cortaining reques modifiers client
information, ard posible bodycortert over a comecion with a ®rver. The srver repordswith a gatus line,
including the messa@' s protocol \ersionard a secess or error codeglfowed by a MIME-like messag cortaining
server information, ertity metainformation, and posible erity-body cortert. The relatiorship betweenHTTP ard
MIME is desribed n appenlix 19.4.

Most HTTP communicatia is initiatedby a user agent anmbnsists é a regest tobe applied to a resarce o same
origin sener. Inthe sinplest case, il may be accomlished via a siigle comection(v) betweenthe wer agrnt (UA)
andthe aigin server (O).

request chain >
UA v (0]

< response chain
A more conplicated sitation occus whenone or nore intermediaries are preseim the reqest/respose clain.
There ae thiee canmon forms o intermedary: proxy, gatevay, andtunnel. Aproxy is a brwarding agent, @ceiving
requests br a URI in its abdute form, rewriting all or part of the nmessage, anfbrwardng the rebrmattedrequest
toward the serer idernified bythe UR. A gateway is a receiing ager, actirg as a lagr abowe sone other sener(s)
and, if necessay, translating therequests tothe underlying sever’s protocol. A tunné acts & arelay point between
two connections without changing themessayes; tunnéds are usel when the communication needs topass though an
intermediary(sich as a ffrewall) evenwhenthe intermediarycamot understaml the corerts ofthe messags.

request chain >
UA ----- V----- A ----- V----- B ----- V----- C----- V----- @]

< response chain
The figure aboe stows three itermediaries (A B, ard C) betweenthe wser agert ard orign sener. Arequest or
responsemessaye tha travels thewhole chain will pass though faur segparate connections. This distindion is
importart becase som HTTP communicationoptiors may applyonly to the comectionwith the rearest, an-
tunné neighbor, only to the end-points d thechain, or to dl connections dong thechain. Although thediagram is
linear, eachparticipart may be ergaged in multiple, simultaneous canmunications. Far exanple, B may be receinng
requests fom many clients other than A, ard/or forwarding requests to semrs otter than C, at the sane time that it
is handling A’s request.

Any party to the canmunicatian which is nd acting as a tunnelay enploy an intenal cache ér handing requests.
The efect ofa cacle is that the reqeest/respose clainis stortered if one ofthe participats alorg the chain has a
cactedresmnse aplicable tothat reqiest. The following illustrates th resiting chain if B has a cachd copy of an
earlier respose fom O (via C) for a reqest which has rot beencacted byUA or A.

request chain ---------- >
UA ----- V----- A -—--- AV/— B------ C---n--- 0
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S response chain
Not all respores are sefully cacteable, ad sone reqiests nay cortain modifiers which place special redinements
on cacle belavior. HTTP requremerts for cacte belavior ard cacleable respaes are défied in sectionl3.

In fact, trere are a wde \eriety of archtectures anl corfiguratiors of cactes aml proxes curertly beirg
experimented with or deployd across #World Wide Web. These sgtens include retional hierarchies of proxy
cactes tosae trarsocearic bandwidth, systens that lroadcast @ multicast cack ernries, aganizations that
distribue sibsets ofcacted data ia CD-ROM, ard so on HTTP systens are ged incorporate itrarets oer Hgh-
bandwidth links, ard for access i FDAs with low-power rado links ard intermittent connectivity. The goal of
HTTP/1.1 isto supportthe wide diversity of corfigurations alreadydepbyed while introducing protocol corstructs
that nmeet the neesld those who build web applications that regire high relialility and failing that, at least relidb
indications d failure.

HTTP communicationusually takes place oer TCP/IP comectiors. The defult port is TCP 80 [19], bu other ports
canbe wsed. This doesnot precude HTTP from being implemerted ontop of ary other protocol onthe Internet, or
on other networks. HTTP orly presimesa relable trarsport, ary protocol that providessuch guararteescanbe wsed;
the mepping of the HTTP/1.1 reqes ard reporse gructuresonto the trarsport dat units of the probcol in quegion
is outside the scpe of this sgcification.

In HTTP/1.0, nost inplementatiors used a ew comectionfor eachrequest/respose exharge. INHTTP/1.1, a
connection may be usel for one or more request/response exchanges, adthough onnections rmay be closed for a
variety of reasos (see sectiof.1).

2 Notational Conventions and Generic Grammar

2.1 Augmented BNF

All of the mecharisms specifed inthis documert are described ibothprose ad anawgmented Backus-Nau Form
(BNF) sinilar to that usedy RFC &2 [9]. Implementas will needto be familiar with the ndation in arder to
understaml this specifcation The aigmernted BNF includes tte following corstructs:

name = definition
The nane of a rule is sirply the name itself (without anyenclaing "<" and">") andis sepratedfrom its
definition by the eqial “=" character. Wite space is aly significart in that indentation of continuation lines is
usedto indicate a rule einition that spns nore than oe line. Certain &sic rules are in ygercase, such &P,
LWS, HT, CRLF, DIGIT, ALPHA , etc. Mgle lrackets are usedithin definitions whenever their
presence Vil f acilitate dscerning the usef aule nanes.

"literal
Quaation marks surraindliteral text. Unless stateatherwise, the text is casesensitive.

rulel | rule2
Elemerts separaed bya bar (} ") are altermtives, e.g “yes | no " will acceq yes a no.

(rulel rule2)
Elemerts ertlosed inparentheses are treated as agimelenert. Thus, “(elem (foo | bar) elem)
allows the tolen seqerces elem foo elem " and “elem bar elem "

*rule
The character *” precedng anelerrert indicates regtition. The full form is “<n>*<m>element " indicating
at least <m ard at nmost <n occurerces ofelenert. Default values are 0 ahinfinity so trat “*(element) ”
allows any nunber, including zero; “1*element " requires at least cg ard “1*2element " allows ore or
two.

[rule]
Squere braclets ewlose optioal elermens; “[foo bar] " is equivalent to “*1(foo bar)
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N rule
Specific reptition: “<n>(element) " is equivalent to “<n>*<n>(element) ”; that is, exactly <n>
occurerces of(element) . Thus2DIGIT isa 24digit number, anl 3ALPHAIs a strig of three alplabetic
characters.

#rule

A constuct “#” is defined similar to “*”, for defining lists d elerments. The full form is “<n>#<m>element ”
indicating at least <m ard at nost <n® elerrerts, eactseparated bgne or nore cormas (", ") and

OPTIONAL linear vhite spacel(WS. This makes the usualofm of lists veryeasy a rule such as
(*LWS element *( *LWS "," *LWS element ))

canbe slown as

1#element
Where\er ths corstruct is used, null elemerts are alloved, bu do ot cortribute to the count of elenerts
preseh That is, {element), , (element) " is permitted, but counts as oly two elerrents. Therebre,

where at least anelenert is requred, at least amron-null elemert MUST be presen Default values are 0 ah
infinity sothat ‘#element " allows ary number, ircluding zero; “1#element " requres at least cgy ard
“1#2element " allows one or tvo.

; comment
A seni-colon, set df same distance tahe right d rule text, starts a cament that catinues tathe endof line.
This is a sinple way of including uselll nates in @rallel with the sgcifications.

implied *LWS
The gammar described byhis specifcationis word-based. Egept where roted otlerwise, linear white space
(LWS canbe ircluded betveenary two adpcen words token or quoted-string ), ard betweenadjacen
words and separators , without changing the interptation of a field. At least me delimiter (LWSard/or
separators ) MUST exst betweenary two token s (for the dfinition of “token " below), since trey would
otherwise ke interpretedas a single ten.

2.2 Basic Rules

The following rles ae usel throughaut this sgcification to desaibe basic parsing constiucts. The US-ASCII coded
characer st isdefned by ANSI X3.4-1986 [21].

OCTET = <any 8-bit sequence of data>
CHAR = <any US-ASCII character (octets 0 - 127)>
UPALPHA = <any US-ASCII uppercase letter "A".."Z">
LOALPHA = <any US-ASCII lowercase letter "a".."z">
ALPHA = UPALPHA | LOALPHA
DIGIT = <any US-ASCII digit "0".."9">
CTL = <any US-ASCII control character
(octets 0 - 31) and DEL (127)>
CR = <US-ASCII CR, carriage return (13)>
LF = <US-ASCII LF, linefeed (10)>
SP = <US-ASCII SP, space (32)>
HT = <US-ASCII HT, horizontal-tab (9)>
<"> = <US-ASCII double-quote mark (34)>

HTTP/1.1 defnes the seqerce CR LF asthe erd-of-line marker for all protocol elerarts except tke enity-body
(see appedix 19.3 br tolerart applicatiors). The erd-of-line merker within anertity-bodyis defined by its
associated atlia type, as described mection3.7.

CRLF =CRLF
HTTP/1.1 heackr field values carbe folded onto multiple lines ifthe cantinuation line kegins with a sface @
horizontal tab. Al linear white space, ioluding folding, has the sane senantics asSP. A recipiert MAY replace ap
linear white space Wh a sirgle SPbefore interpretirg the field value or brwarding the messa@ downstream

LWS = [CRLF] 1*( SP | HT)
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The TEXT rule is aly usedfor descriptive field contents andralues that are mintencedto be interpretedby the
message arser. Words o *TEXT MAY cortain characersfrom characer sts other than1S0O-88594 [22] orly
whenercoded accordigto the rdesof RFC 2047 [14].

TEXT = <any OCTET except CTLs,
but including LWS>

A CRLF is alloved in the dfinition of TEXT only as fart of a headr field continuatian. It is exg@ctedthat the
folding LWS will be redacedwith a sirgle SPbefore interpretation of the TEXT value.

Hexadecinmal numeric ctaracters aresed inseweral protocol elerarts.
HEX ="A"|"B"|"C"|"D" | "E" | "F"
["a" | "b" | "c"|"d"|"e" | "f"| DIGIT
Many HTTP/1.1 header ffeld values comist of words separated lWVS or special ciracters. iese special
characters MUSTe ina quoted strimg to be wed within a pararater value (as dahed in section3.6).

token = 1*<any CHAR except CTLs or separators>
separators ="M @

] ] <

ey

(1"} ISP HT

Comments @n be included in same HTTP header fields by suroundng thecomment text with parentheses.
Comments are oty allowed infields comaining “comment” as part of their field value dfinition. In all aher felds,
parertheses are caidered part ofhe field value.

comment ="(" *( ctext | quoted-pair | comment ) ")"
ctext = <any TEXT excluding "(* and ")">

A gring of text is par®d asa sngle word if it is quoted wsing dowble-quote marks.
guoted-string = (<"> *(qdtext | quoted-pair ) <">)
gdtext = <any TEXT except <">>

The backlashcharacter (\') MAY be wsed as a sigle-character qating mecharism only within quotedstring ard
comment constucs.

guoted-pair ="\"CHAR

3 Protocol Parameters

3.1 HTTP Version

HTTP usesa “<major>.<minor>" numbering scheme to indicate versions of the probcol. The probcol versioning
policy is interded to allowthe semler to irdicate the format ofa messag ard its capacityfor understamling further
HTTP communication rather thanthe featues obtaied via that communication No charge is nade to tle version
nunber for the adlition of message cmponents vhich do nat affect canmunicatian behavior or which only add to
extersible field values. The <ninor> number is ircrenerted whenthe clarges made to tle protocol adddatues
which do nat change the generalessage @rsing algaithm, but which may add to the nessage seamtics andmply
additional camhilities of the sendr. The <major> nunber is increnentedwhen the érmat d a nessage \thin the
protocolis charged. See REC 2145 [36] br a fuller explaration.

The wersionof anHTTP messag is indicated byanHTTP-Version fieldin the frst line d the nessage.
HTTP-Version = "HTTP" "/" 1*DIGIT "." 1*DIGIT

Note that the mgjor ard minor numbers MUSTbe treated as separatéeers ard that eachMAY be ircrenented
higher than a singleigit. Thus, HTTP/2.4 is a laver versian than HTTP/2.13, which in turn is laver than
HTTP/12.3. Leading zerosMUST be gnored byrecpiernts ard MUST NOT be ent.

An applicationthat seuls a reqest or respee nessag that includesHTTP-Version of “HTTP/1.1” MUST be at
least canditionally compliant with this specification. Applications that are at least editionally compliant with this
specifcationSHOULD use anHTTP-Versionof “HTTP/1.1" in their messags, ard MUST do so ér ary messag
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that is nd compatible with HTTP/1.0. For more cetails an when tosendspecific HTTP-Version  values, see RC
2145 [36].

The HTTP versian o an aplication is the highest HTP versia for which the aplication is at least auditionally
compliant.

Proxy ard gateway applcaions need b be carafl whenforwarding messages in protocol versions differernt from
that d the aplication. Since the mtocol versia indcates the mtocol camhility of the sendr, a poxy/gatevay
MUST NOT send a messaye with aversion indcator which is geater than its actud version. If a highe version
reqlest is receigd, the prox/gateway MUST either downgrade tle reqest \ersion, or respod with anerror, or
switch to tunne behavior.

Due to irteroperabilityproblens with HTTP/1.0 proxesdiscovered énce the publication of RFC 206433], cacling
proxies MUST, gaeways MAY/, and tunnds MUST NOT upgrade the request to the highest ve'sion they support
The proxy/gatevay’s respnse tothat regiest MUSTbe in the sara mgjor versia as the regpst.

Note: Caverting letween versias ¢ HTTP may involve modification of heacr fields recuired or
forbidden by theversions invdved.

3.2 Uniform Resource ldentifiers

URIs have been known by many names: WWW addresses, Universal Document Identifiers, Universal Resource
Identifiers[3], ard finaly the conbination of Uniform Resource Locators(URL) [4] and Nanes (URN) [20]. Asfar
as HTTP is cancerned Uniform Resairce Icentifiers are simply formattedstrings vhich identify--via nang, location,
or ary other characteristic-a resouce.

3.2.1 Generd Syntax

URIsin HTTP canbe represrted in ab®lute form or rektive t some known bag URI [11], depewling uponthe
cortext of their use. The two forms are diferertiated bythe fact that absolte UR's always bedgn with a scleme
nane followed by a cdon. Fa definitive information on URL syntax andsenantics, see Uniform Resairce
Identifiers (URI): Gereric Syntax ard Semantics,” RFC 2396 [42] (vhich replacesRFCs 1738 [4] anl RFC 1808
[11]). This specificationadoptsthe defnitions of “URI-reference ", “absoluteURI ", “relativeURI 7,

” o« ” o« LI

“port ", “host ",“abs_path ", “rel_path ", and “authority " fromthat speciication

The HTTP protocol doesat place ag a priori limit on the length ba URI. Servers MUSBe alle to hande the
URI of ary resouce trey sene, ad SHOULD be able to &ndle URIs ofunbounded lergth if they provide GET
basd forms that coud generate sich URIs. A server SHOULD retun 414 (Request-URI Too Long) gatusif a UR
is longer thanthe serer canhandle (see sectio0.4.15).

Note: Severs aught tobe cautious dout depending on URI lengths @ove 255 bytes becase some older
client or proyy implemertations might not properl supportthes lengths.

3.2.2 hitp URL

The “http” scheme is used to locate ework resouices va the HTTP protocol. This sectiondefines the scleme-
specifc syntax ard senantics for http URLSs.

http_ URL = "http:" "//" host [ ":" port ] [ abs_path [ "?" query ]]

If theport is enpty or nat given, prt 80 is assured. The senantics are that the ahtified resairce is I@catedat the
server listeningdr TCP connectims a thatport of thathost , ard the Request-URI  for the resouce is
abs_path (section5.1.2). The we of IP addresses ibHRLs SHOULD be awided wherever possible (see RFC
1900 [24]). Ifthe abs_path is not presehin the URL, it MUST be gven as " whenused as &kequest-URI

for a resotce (sectiorb.1.2). Ifa proy receiwes a tost reme which is ot a fully qualified donain name, it MAY
add its dorain to the host rame it received. If a proy receiwes a filly qualified donain name, the proyy MUST
NOT changethehost nane.

Fielding, et al Stardards Tack [Page 14]



RFC 2616 HTTP/1.1 June, 1999

3.2.3 URI Comparison

When comparing two URIs todecice if they match or not, a cliet SHOULD use a casesersitive actet-by-octet
cormparisonof the erire URIs, with these egeptiors:

e A port that is emty or nat given is egivalent tothe default port for thatURI-reference
e Comparisas d host nanes MUST be caseinsensitive;

e Comparisas o schene names MUST be caseinsensitive;

e Anempty abs_path is equivalent toanabs_path of “/ .

Characersother thanthose in the “reserved” and “unsafe” sets (see R-C 2396 [42]) are equaent to their “ "%"
HEX HEX' encoding.

For exanple, tte following three URs are eqivalent:

http://abc.com:80/~smith/home.html
http://ABC.com/%7Esmith/home.html
http://ABC.com:/%7esmith/home.html

3.3 Date/Time Formats

3.3.1 Full Date
HTTP applications have histacally allowed three dfferent formats br the repesentatia of date/time stanps:

Sun, 06 Nov 1994 08:49:37 GMT ; RFC 822, updated by RFC 1123

Sunday, 06-Nov-94 08:49:37 GMT ; RFC 850, obsoleted by RFC 1036

Sun Nov 6 08:49:37 1994 ; ANSI C's asctime() format
The first formatis preferred asanInternet sardard awl represrts a fixed-length subset of that defined by RFC 1123
[8] (anupdat to RFC 822 [9]). The scord formatisin conmon use, bu is bagd onthe ob®lete RFC 850 [12] dag
format ard lacks a bur-digit year. HTTP/1.1 clieris ard senrers that parse th date elue MUST accept all thee
formats for compatibility with HTTP/1.0), though they MUST only generate the RFC 1123 brmat for repregrting
HTTP-date \alues inheader felds. See sectioh®.3 br further information

Note: Recipierts of date \alues are ecouaged to be robst inacceptilg date \alues ttat may have been
sent by non-HT TP applications, as is sanetimes the case when retrieving or posting messayes via
proxies/gatevays to SMTP or NNTP.

All HT TP date/time stanps MUST be represetiedin Greemvich MeanTime (GMT), without excegtion. For the
purposes d HTTP, GMT is exactlyequal toUTC (CoordinatedUniversal Tme). This is indcatedin the frst two
formats bythe inclusion of “GMT” as the ttreeletter abbreiation for time zore, ard MUST be assmed when
readng the asctira format. HTTP-date is case sensitive aMUST NOT include adlitional LWS beyond that
specifcally included as SFn the gammar.

HTTP-date = rfc1123-date | rfc850-date | asctime-date
rfc1123-date = wkday "," SP datel SP time SP "GMT"
rfc850-date = weekday "," SP date2 SP time SP "GMT"
asctime-date = wkday SP date3 SP time SP 4DIGIT
datel = 2DIGIT SP month SP 4DIGIT
; day month year (e.g., 02 Jun 1982)
date2 = 2DIGIT "-" month "-" 2DIGIT
; day-month-year (e.g., 02-Jun-82)
date3 = month SP ( 2DIGIT | ( SP 1DIGIT))
; month day (e.g., Jun 2)
time = 2DIGIT " 2DIGIT ":" 2DIGIT
; 00:00:00 - 23:59:59
wkday ="Mon" | "Tue" | "Wed"
| "Thu" | "Fri* | "Sat" | "Sun"
weekday ="Monday" | "Tuesday" | "Wednesday"
| "Thursday" | "Friday" | "Saturday" | "Sunday"
month ="Jan" | "Feb" | "Mar" | "Apr"

| "May" | "Jun” | “Jul" | "Aug"

Fielding, et al Stardards Tack [Page 15]


http://abc.com:80/~smith/home.html
http://ABC.com/%7Esmith/home.html
http://ABC.com:/%7esmith/home.html

RFC 2616 HTTP/1.1 June, 1999

| "Sep" | IIOCtII | lINOVII | llDeCll
Note: HTTP requirements br the dite/time stanp format agply only to their usage whin the potocol
stream Clients ard seners are ot requred to se these brmats br user presetation request loging, etc.

3.3.2 Delta Secands

Sone HTTP header ffelds allowa time value to be spediéd as arinteger number ofsecouls, represeied in
decindl, after the time that the messa@ was receied.

delta-seconds = 1*DIGIT

34 Character Sets
HTTP uses the sagdefinition of the termcharacter set” as thaeskcribed for MIME :

The term“character set” is used this cocument torefer to a method usedwith one a more tables to
convert a segence @ octets intoa segence & characters. Nie that uncoditional caversia in the dher
directionis ot requred, inthat rot all characters ray be awailable ina gven character set aha claracter
set nay provide nore than oe seagience & octets toreresent a articular character. Ais definition is
interded to allowvarious kinds of character ecoding, from sinple sirgletable nappings sichas US
ASCII to conplex table svitching methodssuch asthose tat use 1S0-2022's techiques However, the
definition assaciatedwith a MIME character set naaMUST fully specify the napping tobe performed
from octets tocharacters. Ingticular, use bexternal pofiling information to deternine the exact apping
is nd permitted.

Note: This use ofthe term“character set” is mare conmonly referred to as ac¢haracter esoding.”
However, since HTTP ard MIME share the sane regstry, it is importart that the terninology also be
shared.

HTTP character sets areddtified by caseinsensitive teens. The canplete set btokens is dfinedby the IANA
Character Set ragtry [19].

charset = token
Although HTTP dlows an arbitrary token to be usal as a charse vaue, any token tha has apredefined vaue within
the IANA Character Set regtry[19] MUST representhe character set defed by that regstry. Applicatiors
SHOULD limit their use of character sets to tise defned bythe IANA regstry.

Implemertors stould be avare ofIETF character set redguemerts [38] [41].

3.4.1 MissingCharset

Same HTTP/1.0 sdtware has interetedaContent-Type  heacr without charset prameter incarectly to mean
“recipiert should guess.” Seders wshing to dekat ths betavior MAY include a clarset paramter exenwhenthe
charst is 1SO-885941 ard SHOULD do © whenit is known that it will not corfuse the recipien.

Unfortunately same older HTTP/1.0 clients dd nat deal poperly with an exficit charset prameter. HTTP/1.1
recipierts MUST respect th clarset label praded bythe seider; ard those @er agents that have a provsionto
“guess’ a clarst MUST use te charst fromthe corient-type field if they supportthat charst, rather thanthe
recipent’s preference, \wen initially disgaying a eocument. See sectin3.7.1.

3.5 Content Codings

Content caling values inttate an enating transérmation that has éen @ can e applied to an entity Content
codings are pmarily usedto allow a cocument tobe compressedr othervise usetilly transbrmed without losing
the identity of its underlying media type andwithout loss d information. Freaiently, the entityis stoedin coded
form, transnitted directly, andonly decaled by the recipent.

content-coding = token
All contentcoding values are casesensitive. HTTP/1.1 uses caotentcoding values in théccept-Encoding
(section 14.3) ad Content-Encoding (section 14.11) header fields. Although thevaue desaibes thecontent-
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coding, what is more important is that it inetates vinat decading nmechanisnwill be required to renmove the
ercoding.

The Internet AsignedNumbers Authority (IANA) acts as a registifpr contenteoding value téens. Initially the
registry contains thefollowing tdkens:

gzip  Anercoding format prodeed bythe file conpression progam*“gzip” (GNU zip) asdegribed inRFC 1952
[25]. This format is aLempel-Ziv coding (LZ77) with a 32 bit CRC.

compress
The ercoding format prodiwced bythe conmon UNIX file conpression progam“compres’. This formatis
anadaptie Lempel-Ziv-Welchcodirg (LZW).

Use of progamnames for the idertificaion of ercoding formats is not desrable ard is discouraged for
future ercodings. Their use here isrepregntative of historical practice, at good deggn. For conpatibility
with previous implemertatiors of HTTP, applicatiols SHOULD corsider “x-gzip” and “x-compress” to be
equvalent to “gzip” and “compress” respectidy.

deflate
The “zlib” format defined in RFC 1950 [31] h conmbination with the “deflate” conpression mecharism
de<ribed n RFC 1951 [29].

identity
The default (identity) encaling; the use fono transbrmation whatsaver. This cantenteoding is usednly
in theAccept-Encoding  header, ad SHOULD NOT be wsed inthe Content-Encoding header.

New content-coding value tdkens SHOULD be regstered to allow intergperahility betweenclients ard seners,
specifcatiors of the cortent codirg algorithms needed to implemert a rew value SHOULD be pblicly available awl
adequate br independent inplementatian, andconform to the purpose d content caling definedin this sectio.

3.6 Transfer Codings

Trarsfer-coding values are sed to irdicate arercoding trarsformation that hes beencanbe, or nay need to be
applied to arertity-bodyin order to esure “safe trargport” through thenework. This differs from a content coding
in that the trangfr-coding is a poperty of the message, noof the aiginal entity.

transfer-coding "chunked" | transfer-extension
transfer-extension token *( ";" parameter )

Parameters are inthe form of attribute/value pirs.

parameter = attribute "=" value
attribute = token
value = token | quoted-string

All transfer-coding values are casesensitive. HTTP/1.1 uses transfr-coding values in th&@ E header ffeld (section
14.39) ad in the Transfer-Encoding header feld (sectioril4.41).

Wherewer a tarsfer-coding is appled to a message-body;, the st of trarsfer-codings MUST include “chunked ",
unless tle messag is termnated byclosirg the comection Whenthe “chunked ” transfer-coding is used, it MUST
be te last trarsfer-coding appied to the message-body. The “chunked ” transfer-coding MUST NOT be applied
more thanonce b a nessage-body. These rdes allow the recpiert to deermine te trarsfer{ength of the message
(secion 4.4).

Trarsfer-codings are amlogous to the Content-Transfer-Encoding values of MIME [7], which were
desgned to erable safe trarsport of binary dat over a 7bit transport service. Hovever, safe trarsport has a dfferent
focus for an8bit-cleantrarsfer probcol. In HTTP, the orly unsafe characeristic of message-bodiesis the difficulty
in deermining the exactbodylength (secion 7.2.2), or he desre  ercrypt dat over a $iared tarsport

The Internet AsignedNumbers Authority (IANA) acts as a registrfpr transér-coding value t&ens. Initially the
registry contans thefollowing tdkens: “chunked ” (secion 3.6.1), identity " (secion 3.6.2), ‘gzip " (section
3.5), “‘compress " (section3.5), aml “deflate " (section3.5).
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New trarsfer-coding value tolens SHOULD be regstered inthe sane way as rew cortert-coding value tolens
(secion 3.5).

A server which receiwes anertity-bodywith a trarsfer-coding it doesnot underdard SHOULD return 501
(Unimplemented), aml close tle comection A sener MUSTNOT serd trarsfer-codings to anHTTP/1.0 clien.

3.6.1 Chunked Transfer Coding

The chunkal encoding nodifies thebodyof a nessage in order b trarsfer it asa ®riesof chunks, each ith its own
size indcata, followed by an OF'TONAL trailer cantaining entityheacer fields. This allows dynamically produced
cortert to be trasferred alog with the information necessaryor the recipiemto verify that it hes receied the full
message.

Chunked-Body = *chunk
last-chunk
trailer
CRLF
chunk = chunk-size [ chunk-extension ] CRLF
chunk-data CRLF
chunk-size = 1*HEX
last-chunk = 1*("0") [ chunk-extension ] CRLF

chunk-extension= *( ;" chunk-ext-name [
chunk-ext-name = token

chunk-ext-val ])

chunk-ext-val = token | quoted-string
chunk-data = chunk-size(OCTET)
trailer = *(entity-header CRLF)

Thechunk-size field is astiing d hex digits indcating thesize of the chunk. The chunked encoding is exded by
any chunk whose size is zero, followed by thetrailer, which is teminated by an empty line.

The trailer allavs the sendr toinclude adliitional HTTP heacr fields at the endf the message. The Trailer
header ffeld canbe sed to irdicate vhich header ifelds are ioluded ina trailer (see sectioiv.40).

A sever using dwunkel transfer-coding in aresponse MUST NOT usethetrailer for any header fields unless 4 least
one d the Pbllowing is true:

a) the reqeest ircluded aTE header ifeld that indicates trailers” is acceptable ithe trarsfer-coding of the
regporee, asdegribed n secion 14.39;or,

b) the server is theriin server ér the respnse, the traileriélds consist entirelyof optional netadata, andthe
recipiert coud wse the nessa@ (in a manner acceptable to thorign sener) without receivng this
metacdeta. Inother words, the aigin sener is willin g to accep the possilility that the trailer felds might
be silently discarekd along the @th tothe client.

This requiremert preverts anintergperahility failure whenthe nessag is being received by anHTTP/1.1 (or later)
proxy ard forwarded to atHTTP/1.0 recipien It awids a sitationwhere conpliance wth the protocol weuld have
necesitated a posibly infinite buffer onthe proxy.

An exanple processdr decodig a Chunked-Body is prered in appenlix 19.4.6.

All HTTP/1.1 applications MUSTbe alde toreceive andlecade the ‘chunked transkr-coding, andMUST ignore
chunk-extension extensions the do nat understand.

3.7 Media Types

HTTP uses Irterret Media Types [17] inthe Content-Type  (secion 14.17) ad Accept (sectionl4.1) leader
fields in order to provide goen andextensilie data typing andtype negdiation.

media-type = type "/" subtype *(";" parameter )
type = token
subtype = token
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Parameters MAY follow the type/sultype in the brm of attribute/value girs (as @finedin sectio 3.6).

The type, suliype, andparaneter attribute nanes are cas@sensitive. Brameter values right a might nd be case-
sersitive, depending on the senantics d the parameter rame. Linear white space (WS) MUST NOT be sed
betweenthe type am sibtype, ror betweenanattribue ard its value. The presece or absete ofa pararster night
be significant tothe pocessing ba nedia-type, depending on its definition within the nedia type registry

Note that some older HTTP applicaions do rot recoguize nedia type pararaters. When sending datato older HTTP
applicatiors, implementationrs SHOULD only use nmedia type pararaters whenthey are reqired bythat type/sustype
definition.

Mediatype values are reigtered vith the Internet Assigned Number Authority (IANA [19]). The nedia type
regstrationprocesis outlined inRFC 1590[17]. Use of non-regstered nedia typesis discouraged.

3.7.1 Canonicalization and Text Defaults

Interret nedia typesare regstered vith a camnical form. An ertity-bodytrarsferred va HTTP messages MUST be
representedn the agpropriate canaoical form prior to its transnssion excep for “text” types, as @finedin the next

paragraph.

Whenin caronical form, media sibtypes ofthe “text” type tse CRLFas the text linedeak. HTTP relaxes this
requirement andallows the transprt of text nedia with plain CRor LF alore represetiing a line breakwhenit is
dore corsistertly for anertire enity-body. HTTP applicatiors MUST acceptCRLF, bareCR ard barelF as beig
represetative d a line lreakin tex media receied via HTTP. In addition, if the text is repeseredin a claracter
set that doesnot use ocets 13 ad 10 or CRard LF resgectively, as is the cas@if sane multi-byte character sets,
HTTP allows the se of whate\er octet segerces are défied by that ctaracter set to repregahe equvalent of CR
ard LF for line break. This flexibility regarding line break appliesonly to tex media inthe erity-body, a bareCR
or LF MUST NOT be sulstituted for CRLFwithin ary of the HTTP cortrol structures (seh as feader ifelds anl
multipart boundaries).

If anertity-bodyis ercoded vith a conert-coding, the underlying data MUSTbe ina form defined aboe prior to
being ercoded.

The “charset” paramster is tsed with sorre media types to dehe the claracter set (sectidhi4) ofthe data. Vllenno
explicit charset paraeter is prowded bythe sewler, nmedia sibtypes ofthe “text” type are dehed to have a defult
charset value of “I1SO-885941” whenreceiwed via HTTP. Data incharacter ets other than“1SO-88594" or its
sutsets MUSTbe labeled with an apropriate charset value. See senti®4.1 for compatibility problens.

3.7.2 Multipart Types

MIME provides br a nunier of “multipart” types - encapgulations d one a more entities thin a single ressage-
body. All multipart typesshare a cormon syntax, asdeined in section5.1.1 ofRFC 2046[40], ard MUST include a
boundary paraneter aspartof the nedia type \elue. The nessage bodyis itself a probcol element ard MUST
therebre e orly CRLFto repreert line break betveenbody-parts. Unlike in RFC 2046, he eplogue of ary
multipart message MUSTbe enpty; HTTP applications MUSTNOT transnit the eplogue (even ithe aiginal
multipart cantains an ejfjpgue). These restrictins exist in oder to preserve the sefflelimiting nature 6 a multipart
message-body, whereinthe “end” of the message-bodyis indicated bythe erling multipart bowndary.

In general, HTTP treatsa multipart message-body no differertly thanary other media type: drictly aspayoad. The
one exceptionis the “multipart/byterarges” type (appedix 19.2) vhenit appearsn a 206 (Rrtial Contert) regponrse,
which will be interpretedby same HTTP caching mechanisms as ascribed in sectis 13.5.4 ard 14.16. In all other
cases, amMTTP user agent SHOULD follow the sane or similar betavior as a MIME sger agnt would uponreceipt
of a multipart type. The MIME header ffeldswithin eachbody-part ofa nultipart message-bodydo rot have ary
significarce to HTTP beyond that defned by their MIME senantics.

In general, anHTTP user agernt SHOULD follow the sane or similar belavior as a MIMEuser agert would upon
receif of a multipart type. If anapplication receives anunrecaynized multipart sibtype, the agplication MUST treat
it as keing equivalent to"multipart/mixed’.
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Note: The “multipart/form-data” type has leen spcifically definedfor carnjing form data suitalbe for
procesing via the POS requed method, asdesribed n RFC 1867 [15].

3.8 Product Tokens

Product tokens are usetb allow communicating aplications toidentify thenselves l sdtware nane andversia.
Most fields using poduct tokens alsallow subproducts which form a signifcant fart of the aplication to be listed
separated bwhite space. B convention, the produwets are listed imrder oftheir significarce for idertifying the
application.

product = token ["/" product-version]
product-version = token

Exanples:

User-Agent: CERN-LineMode/2.15 libwww/2.17b3
Server: Apache/0.8.4

Product tokens SHOULD be slort ard to the poirt. They MUST NOT be sed for advertising or otrer non-essetial
information. Although any token character MAY appear in aproduct-version , this token SHOULD only be
used for a versionidertifier (i.e., sacessie versiors of the sane prodwct SHOULD only differ in the product-
version porton of the product vdue).

3.9 Quality Values

HTTP content negbation (sectim 12) uses sha “floating pint” nunbers toindicate the relative iportance
(“weight™) of various neyctiable parameters. A weight is namalized to areal nurber in therange0 through 1,
where 0Ois the ninimum and1 the maximum value. Ifa paranmeter has a gality value d 0, then caitent with this
parangter is ‘not acceptablefor the cliert. HTTP/1.1 applicatios MUST NOT generate nore thanthree digts after
the decinal point. User cofigurationof these \aues SHOUID also be linted inthis fashion.

gvalue =("0"["." 0*3DIGIT])

| ("1 04307 ])

“Quality values” is a isnamer, since these valueseraly reresent relative eéjradation in desiredquality.

3.10 Language Tags

A languayetag identifies anaural languaye spoken, written, or otherwise conveyed by hurran beings fa
communication of information to other human beings. Computer languayes ae explicitly excluded. HTTP uses
languaye tags within the Accept-Language  arnd Content-Language  fields.

The syntax and registry of HTTP languaye tags is thesame as tha defined by RFC1766 [1]. Insummary, a bnguaye
tag is cmposed of 1 or more parts: A primary language tag and a possily empty seies of suliags:

language-tag = primary-tag *( "-" subtag )
primary-tag = 1*8ALPHA
subtag = 1*8ALPHA

White space is nballowed within the tag andll tags ae casensensitive. Tie nane space é language tags is
adninistered bythe IANA. Exanple tag include:

en, en-US, en-cockney, i-cherokee, x-pig-latin
where any two-letter primary-tag is an 1SO-639 languaye abbreviation and any two-letter initial suktag is an 1SO-
3166 coutry code. (The last three Bgs abowe are ot regstered &gs; all bu the last are exanplesof tags which
coud be regstered infuture.)

3.11 Entity Tags

Entity tags are usefibr comparing two or more entities fom the sara requestedresairce. HTTP/1.1 uses entityags
in theETag (secion 14.19) If-Match  (secion 14.24),If-None-Match  (secion 14.26), ad If-Range
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(sectian 14.27) heackr fields. The definition of how they are sed ard comparedas cach validatars is insectian
13.3.3. An entitytag casists ¢ an gaque quoted string, pssilly prefixed by a weakness indata.

entity-tag = [ weak ] opaque-tag

weak ="Wr

opaque-tag = quoted-string
A “strong entitytag” MAY be sharedby two entities & a resarce ally if theyare egivalent ly octet equality.

A “weak entitytag,” indcatedby the 'W/" prefix, MAY be sharedoy two entities é a resairce aly if the entities
are eqgivalent ard could be sibstituted for eachother with no significart change in senantics. Aweakertity tagcan
only be sed for weakconparison

An entitytag MUSTbe unique acras all versias d all entities assdatedwith a particular resairce. Agiven entity
tag value MAY be usedfor entities dtainedby requests o different URIs. he use 6the sara entitytag value in
conjunction with entities dtainedby requests o different URIs a@es nd imply the egiivalence 6those entities.

3.12 Range Units

HTTP/1.1 allows a client torequest that aly part (a range f) the respnse entitybe included within the respnse
HTTP/1.1 uses range units in tikange (secion 14.35) ad Content-Range  (section14.16) leader ffelds. M
ertity canbe broken down into swbrarges acceding to various strictural units.

range-unit = bytes-unit | other-range-unit

bytes-unit = "bytes"

other-range-unit = token
The anly range unit dfinedby HTTP/1.1 is “bytes”. HTTP/1.1 implementations MAY ignore ranges sgrified using
other units. HTTP/1.1 has leen asignedto allow implementations d applications that @ nat depend on knowledge
of ranges.

4 HTTP Message

4.1 Message Types

HTTP messages ausist d requests fom client toserver anaespnses fom server taclient.

HTTP-message = Request | Response ; HTTP/1.1 messages
Request (section5) ard Response (section 6) messayes usethe generic message format of RFC &2 [9] for
transerring entities (thegyload of the nessage). Bth types d message cosist d a startine, zeroor more heaér
fields (also kown as ‘headers”), arenpty line (i.e., a lie with nothing precedig the CRLF) indicating the erd of
the header ffelds ard posibly a message-body.

generic-message = start-line

*(message-header CRLF)
CRLF
[ message-body ]
start-line = Request-Line | Status-Line

In the interest ofrobustress, serers SHOUID ignore aty enpty line(s) receied where aRequest-Line s
expected. Imother words, ifthe serer is readig the protocol strearat the begnning of a nessa@ ard receies a
CRLF first, it shailld ignore the CRIE.

Certain buggyHTTP/1.0 client implementations gaerate extra CRLF's dter a POST request. To restae what is
explicitly forbidden by the BNF, anHTTP/1.1 client MUST NOT preface @ follow a regest vith anextra CRLF.

4.2 Message Headers

HTTP header ifelds, which include general-header (sectiod.5), reqestheader (sectiob.3), resposeheader
(sectian 6.2), andentity-heacker (sectim 7.1) fields, follow the sam generic érmat as that given in Secti8.1 of
RFC 822 [9]. Eachheader ifeld corsists of a rame followed bya cobn (“: ) and the field value. Field rames are
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caseinsersitive. The field value MAY be prececd by ary anount of LWS though asingleSP is prekrred. Header
fields canbe exended over multiple lines ly precedng eachextra line with at least oe SP or HT. Applications
ought tofollow “common form”, where one is known or indicated, when generating HT TP constucts, sine there
might exist sone implementatiors that fail to accept aything beyond the conmon forms.

message-header = field-name ";" [ field-value ]

field-name = token
field-value = *( field-content | LWS)
field-content = <the OCTETs making up the field-value

and consisting of either *TEXT or combinations
of token, separators, and quoted-string>

Thefield-content does ot include ary leadirg or trailing LWS: linear vhite space ocauing before the first
non-whitespace caracter othe field-value or ater the last mn-whitespace chracter otthe field-value
Such leathg or trailing LWS MAY be rermmoved without changing the seantics d the feld value. Any LWS that
occus betveenfield-content MAY be replaced ith a sirgle SPbefore interpretirg the field value or
forwarding themessaye downstream.

The order inwhich header ffelds with differing field rames are receied is rot significart. However, it is “good
practice” to sed general-header ifelds frst, followed by reqiestheader or respaeheader ffelds, and erding with
the entityheacer fields.

Multiple messageheacer fields with the samafield-name  MAY be present in a mssage ifandonly if the entire
field-value for that header ffeld is defned as a coma-separated list [i.e#(values) ]. It MUST be posible
to combine the nultiple heaér fields into one “field-name: field-value " pair, without changing the
senantics ofthe messa@, by apperling eachsibseqent field-value to the first, eachseparated b conma.
The order inwhich header ffelds with the sane field-name are receied is trerebre siquificart to the interpretationof
the conbined field value, aml thus a proyy MUST NOT charge the order othese feld values vhena nessag is
forwarded.

4.3 Message Body

The nmessage-body (if ary) of anHTTP message is used to carrythe enity-body associated with the reqees or
regporee. The message-body differs from the enity-bodyonly whena trarsfer-coding has beenapplied, asndicated
by the Transfer-Encoding header ifeld (sectiorii4.41).

message-body = entity-body

| <entity-body encoded as per Transfer-Encoding>

Transfer-Encoding MUST be sed to irdicate ay trarsfer-codings applied byanapplicationto ersure saé
ard proper tarsfer ofthe message. Transfer-Encoding is a poperty of the nessage, nioof the entity andthus
MAY be added or reaved by ary applicationalorg the reqest/respose clain. (Howewer, sectiorB8.6 places
restrictiors on when certaintrarsfer-codings may be sed.)

The rdes for whena message-bodyis allowed in a message differ for requeds ard reporses.

The preerce ofa message-bodyin a reqed is signaled bythe inclusion of aContent-Length ~ or Transfer-
Encoding header ifeld in the reqed’s message-headersA message-bodyMUST NOT be ncluded in a reqed if
the pecificationof the reqed method (sction5.1.1) doesot allow sending anertity-bodyin requeds. A server
SHOULD read ad forward a nessage-bodyon ary reqieg; if the reqes method doesot include defned
semantics for anertity-body, thenthe message-body SHOULD be igiored when handling the reqes.

For reporse messages, whether or not a message-body is included with a message is depeidert on both the reqes
method ard the reporse satus code (gcion 6.1.1). Al reporses to the HEAD reques method MUST NOT
include a nessage-body, eventhough thepresence of entity-header fields might lead one to believe they do. All 1xx
(informational), 204 (ro cortert), ard 304 (ot modified) reporses MUST NOT include a nessage-body. All other
regporses do include a nessage-body, atthough it MAY be of zero length.
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44 Message Length

The trarsferdergth of a nmessage is the length of the nmessage-body asit appearsn the message; that is, atter ary
trarsfer-codings have beenappled. Whena nmessage-body s included with a message, the trarsfer{ength of that
bodyis deternined byonre ofthe following (in order ofprecedeae):

1. Any reponse message which “MUST NOT” include a nessage-body (such asthe 1xx, 204, anl 304
respoises ad ary respose to a HEM reqiest) is alvays termnated bythe first enpty line ater the header
fields, regardess @ the entityheackr fields present in the essage.

2. If aTransfer-Encoding header ffeld (sectionl4.41) is presdrard has ary value other than
“identity ", thenthe trarsferdergth is defned by use ofthe “chunked ” transfer-coding (section3.6),
unless tle messa@ is termnated byclosirg the comection

3. If aContent-Length header ffeld (sectiorl4.13) is presdnits decinal value in OCTETs represets
both the entitylength andhe transér{ength. The Content-Length header feld MUSTNOT be senif
these tvo lergths are diferert (i.e., if aTransfer-Encoding header ifeld is presef). If a nessa@ is
received with botha Transfer-Encoding header ffeld ard aContent-Length header ifeld, tre
latter MUSTbe ignared

4. If the message uses theedia type “multipart/byteranges”, anthe transérdength is nootherwise
specified, then this selflelimiting media type defines the transfdength. Tis media type MUST NOT be
usedunless the semd knows that the recigent can prse it; the pesence in a regst d aRange header
with multiple byte+ange spcifiers fom a 11 client inplies that the client cangpse multipart/byteranges
responses.

A range heagr mght be forwarded by a 10 proxy that dbes nd understandmultipart/byteranges; in this
case the server MUSGelimit the nmessage using athods definedin itens 1,3 or 5 of this sectio.

5. By the serer closimg the comection (Closing the comectioncamot be wsed to irdicate tke erd of a reqeest
body, snce that would leawe ro posibility for the srver to nd backa reporse.)

For conpatibility with HTTP/1.0 applicatios, HTTP/1.1 reqeds cortaining a nessage-body MUST include a \alid
Content-Length header ffeld wnless tle serer is known to be HTTP/1.1 conpliant. If a reqeest comains a
message-bodyard aContent-Length is ot given, the serer SHOULD respoml with 400 (bad reqast) ifit
camot deternine the lergth of the messag@, or with 411 (length required) if it wishes to irsist onreceivng a \alid
Content-Length

All HTTP/1.1 applications that eceive entities MUSBccep the ‘chunked transer-coding (section 3.6), thus
allowing this nechanisnto be usedfor messages Wen the nassage length cantbe determinedin advance.

Messags MUSTNOT include botha Content-Length heaar field anda na-identity transér-coding. If the
message des include a nm-identity transér-coding, theContent-Length MUST be gnored.

WhenaContent-Length is given in a message where a nassage-bodyis allowed, its field value MUST exacty
match the rumber of OCTETs in the message-body. HTTP/1.1 wser agnts MUST notify the user whenaninvalid
length is receied ard detected.

45 General Header Fields

There are adw heacr fields which have general aticability for both reqiest andespnse nessages, it which do
not apply to the entitybeing transérred These heagk fields apply only to the message Bing transnitted.

general-header = Cache-Control ; Section 14.9
| Connection ; Section 14.10
| Date ; Section 14.18
| Pragma ; Section 14.32
| Trailer ; Section 14.40
| Transfer-Encoding ; Section 14.41
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rade ; Section 14.

| Upgrad Section 14.42
ia ; Section 14.

| Vi Section 14.45
arnin ; Section 14.

| Warning Section 14.46

Generalheackr field nanes can le extengdreliady only in cambination with a change in therptocol versian.
However, new or experimental header ifelds may be dven the senantics of general header ffelds ifall parties inthe
communicatian reca@nize thento be generalheacr fields. Unrecgnizedheacr fields are treatecs entityheacker
fields.

5 Request

A request nessageriom a client toa server inclues, within the frst line d that message, the ethod to be applied to
the resouce, the idenifier of the resouce, aml the protocol ersionin use.

Request = Request-Line ; Section 5.1
*(( general-header ; Section 4.5
| request-header ; Section 5.3
| entity-header ) CRLF) ; Section 7.1
CRLF
[ message-body | ; Section 4.3

5.1 Request-Line

The Request-Line  begins with a nethod token, bllowed by theRequest-URI  ard the probcol version, ard
ending with CRLFE. The elenerts are separated I8P characters. N&@CRor LF is alloved excep in the fnal CRLF
seqerce.

Request-Line = Method SP Request-URI SP HTTP-Version CRLF
5.1.1 Method

The Method token indcates the rthod to be performed on the resarce icentified by theRequest-URI . The
method is casesensitive.

Method = "OPTIONS" ; Section 9.2
| "GET" ; Section 9.3
| "HEAD" ; Section 9.4
| "POST" ; Section 9.5
| "PUT" ; Section 9.6
| "DELETE" ; Section 9.7
| "TRACE" ; Section 9.8
| "CONNECT" ; Section 9.9

| extension-method
extension-method = token

The list of methods alloved by a resotce carbe specikd inanAllow header ffeld (sectionl4.7). The retun code
of the respnse alvays natifies the client Wwether a rethod is currentlyallowed on a resairce, since the sef o
allowed methods carchange dynamically. An origin sener SHOULD retun the stats code 405Method Not
Allowed) if the nethod is knavn by the a@igin server lot nat allowed for the regiestedresaurce, andb01 (Not
Implemented if the nethod is unrecgnizedor nat implementedby the aigin server The methods GET andHEAD
MUST be sippored by all general-purpose srvers All other methodsare OPTONAL ; however, if the aboe
methods are irplemented, tley MUST be inplemented with the sane senantics as tlose speciéd insection9.

5.1.2 Request-URI

The Request-URI is a Unibrm Resaurce Icentifier (sectio 3.2) andidentifies the resorce umn which to apply
the reqeest.

Request-URI ="*"| absoluteURI | abs_path | authority
The four options fa Request-URI  are depedert onthe reture ofthe reqeest. The asterisk*” mears that the
request des nd apply to a particular resairce, hut to the server itselfandis only allowed when the nethod used
does ot necessarilyapplyto a resorce. Ore exanple would be
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OPTIONS * HTTP/1.1
The absoluteURI  form is REQUIRED whenthe reqes is being made b a proy. The proy is requeded to
forward tre reqeest or serice it froma valid cachke, aml retun the respose. Note tht the proxyy MAY forward tre
request onto arother proxy or directlyto the serer specifed bythe absoluteURI . In order b awid reques
loops a proy MUST be abé to recoguize al of its server rames, including ary aliases, local variations, ard the
numeric IPaddress. A exanple Request-Line  would be:

GET http://www.w3.org/pub/WWW)/TheProject.html HTTP/1.1
To allow for transition to absduteURIs in all regests in @iture versias d HTTP, all HTTP/1.1 servers MUST
accept tke absoluteURI  form in requests, even though HTTP/1.1 clients will only generate them in requests to
proxes.

Theauthority ~ form is oy used bythe CONNECTmethod (sectiorD.9).

The most comman form of Request-URI is that usedo identify a resarce @ an aigin server o gatevay. In this
case the anute path of the URI MUSTbe transnitted (see sectio 32.1, abs_path ) as tle Request-URI , ard
the netverk location of the URI @uthority ) MUST be transnitted in aHost  header ifeld. For exanple, a cliem
wishing to retrie\e the resouce aboe directlyfromthe orign sener would create a TP comectionto port 80 of
the host “www.w3.0rg” and send the lines:

GET /pub/WWW/TheProject.html HTTP/1.1

Host: www.w3.0rg
followed by the renainder of theRequest . Note that the abdute peth cannd be enpty; if none is pesent in the
original URI, it MUST be dven as " (the sener root).

The Request-URI s transnitted in the brmat specifiedin sectio 32.1. If theRequest-URI  isercoded sing
the ‘% HEX HEX' encodirg [42], the orign sener MUST decode th Request-URI in order b propery interpret
the request. Serers SHOUID responl to invalid Request-URI s with anapproprate satus code.

A trarsparemproxy MUST NOT rewite the “abs_path " part of the receied Request-URI  whenforwarding it
to the rext inbound sener, exept as oted aboe to replace aull abs_path  with “/ "

Note: The “no rewrite” rule prewents the prox from charging the nearing of the reqest whenthe orign
sener is inproperlyusing a ron-resened UR character ér a resered pupose. Inplermertors slould be
aware ttat sone preHTTP/1.1 proxes have beenknown to rewrite the Request-URI

5.2 The Resource Identified by a Request

The exact resotce idetified byaninterret reqest is deterined byexamning boththe Request-URI  ard the
Host header ifeld.

An origin server that des nd allow resaurces todiffer by the regiestedhost MAY ignore theHost header ifeld
value vhen determining the resarce icentified by an HTTP/1.1 request. (Bit see sectio 19.6.1.1 for other
requremerts onHost supportin HTTP/1.1.)

An origin server that des dfferentiate resarces lasedon the hat reqiested(sametimes reérredto as virtual hets
or vanity host nanes) MUST use thedllowing rules ér determining the regestedresairce o an HTTP/1.1 request:

1. If Request-URI is anabsoluteURI , the host is part ofthe Request-URI . Any Host keader ifeld
value in the regest MUSTbe ignored

2. If theRequest-URI is nd anabsoluteURI , ard the reqest ircludes aHost header ifeld, the host is
determined by theHost header ifeld value.

3. If the host asdeermined byrule 1 or 2 s not a walid host onthe srver, the reporse MUST be a 400 (Bad
Requeg) error nessage.
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Recipients ofanHTTP/1.0 reqest that lacks aHost header ffeld MAY attenpt to wse heuristics (e.g, exanination
of the URI m@th for samething unique toa particular hast) in ader to determine what exact resarce is keing
reqleded.

5.3 Request Header Fields

The reqiestheadkr fields allow the client topass adiitional information akout the reaiest, andatbout the client itself
to the serer. These felds act as re@st nodifiers, wth senantics equvalent to the paraneters ona proganmming
languaye method invocation.

request-header = Accept ; Section 14.1
| Accept-Charset ; Section 14.2
| Accept-Encoding ; Section 14.3
| Accept-Language ; Section 14.4
| Authorization ; Section 14.8
| Expect ; Section 14.20
| From ; Section 14.22
| Host ; Section 14.23
| If-Match ; Section 14.24
| If-Modified-Since ; Section 14.25
| If-None-Match ; Section 14.26
| If-Range ; Section 14.27
| If-Unmodified-Since ; Section 14.28
| Max-Forwards ; Section 14.31
| Proxy-Authorization ; Section 14.34
| Range ; Section 14.35
| Referer ; Section 14.36
| TE ; Section 14.39
| User-Agent ; Section 14.43

Requestheader ifeld remes canbe exerded reliablyonly in conbinationwith a clarge in the protocol ersion
However, new or experimental header ifelds MAY be gven the senantics of requestheader ifelds ifall parties inthe
communicatian recanize thento be requestheacr fields. Unrecanizedheactr fields are treateds entityheacer
fields.

6 Response
After receivng ard interpretirg a reqest nessa@, a serer respods with anHTTP respose nessag.
Response = Status-Line ; Section 6.1
*(( general-header ; Section 4.5
| response-header ; Section 6.2
| entity-header ) CRLF) ; Section 7.1
CRLF
[ message-body | ; Section 7.2

6.1 Status-Line

The first line ofaResponse message is th8tatus-Line , corsisting of the probcol version followed by a
numeric stats code ad its associated téval phrase, vith eachelenernt separated b$P characters. N&CRor LF is
allowed excep in the fnal CRLFseqerce.

Status-Line = HTTP-Version SP Status-Code SP Reason-Phrase CRLF

6.1.1 Status Cade and Reason Phrase

The Status-Code  elenent is a 2digit integer result ade of the attemt to understandandsatisy the regest.
These codes arelfy defined in section10. The Reason-Phrase is intenekdto give a sha textual @éscription of
theStatus-Code . The Status-Code s intendedfor use ly autanata andtheReason-Phrase s intencd
for the hunan user. Te client is nbrequired to exanine a dispay theReason-Phrase
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The first dgit of theStatus-Code definesthe class of reporse. The last two digits do rot have ary
categ@rizationrole. There are 5 &ues br the first digt:

e 1xx: Informatioral - Request receied, cortinuing process

2xx: Succes - The actionwas succesfully received, underdood, aml accepted

3xx: Redrection - Further actia must ke taken in oder to complete the regest

4xx: Client Erra - The reqlest cantains lad syntax a cannd be fulfilled

5xx: Server Erro- The serverdiled to fulfill an apparently valid request

The individual values ofthe rumeric stats codes dehed for HTTP/1.1, aml anexanple set ofcorrespoding
Reason-Phrase 's, are presdaed below The reasomphrases listed dére are oty reconmendatiors -- they MAY
be replaced bjocal equvalents without affecting the protocol.

Status-Code =

"100" ; Section 10.1.1: Continue
| "101" ; Section 10.1.2: Switching Protocols
| "200" ; Section 10.2.1: OK
| "201" ; Section 10.2.2: Created
| "202" ; Section 10.2.3: Accepted
| "203" ; Section 10.2.4: Non-Authoritative Information
| "204" ; Section 10.2.5: No Content
| "205" ; Section 10.2.6: Reset Content
| "206" ; Section 10.2.7: Partial Content
| "300" ; Section 10.3.1: Multiple Choices
| "301" ; Section 10.3.2: Moved Permanently
| "302" ; Section 10.3.3: Found
| "303" ; Section 10.3.4: See Other
| "304" ; Section 10.3.5: Not Modified
| "305" ; Section 10.3.6: Use Proxy
| "307" ; Section 10.3.8: Temporary Redirect
| "400" ; Section 10.4.1: Bad Request
| "401" ; Section 10.4.2: Unauthorized
| "402" ; Section 10.4.3: Payment Required
| "403" ; Section 10.4.4: Forbidden
| "404" ; Section 10.4.5: Not Found
| "405" ; Section 10.4.6: Method Not Allowed
| "406" ; Section 10.4.7: Not Acceptable
| "407" ; Section 10.4.8: Proxy Authentication Required
| "408" ; Section 10.4.9: Request Time-out
| "409" ; Section 10.4.10: Conflict
| "410" ; Section 10.4.11: Gone
| 411" ; Section 10.4.12: Length Required
| "412" ; Section 10.4.13: Precondition Failed
| "413" ; Section 10.4.14: Request Entity Too Large
| "414" ; Section 10.4.15: Request-URI Too Large
| "415" ; Section 10.4.16: Unsupported Media Type
| "416" ; Section 10.4.17: Requested range not satisfiable
| "417" ; Section 10.4.18: Expectation Failed
| "500" ; Section 10.5.1: Internal Server Error
| "501" ; Section 10.5.2: Not Implemented
| "502" ; Section 10.5.3: Bad Gateway
| "503" ; Section 10.5.4: Service Unavailable
| "504" ; Section 10.5.5: Gateway Time-out
| "505" ; Section 10.5.6: HTTP Version not supported

| extension-code
extension-code = 3DIGIT
Reason-Phrase = *<TEXT, excluding CR, LF>
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HTTP statws codes are dégrsible. HTTP applicatiors are rot requred to wnderstam the mearing of all regstered
staus @des, though sub understanding is doviously desirable. However, applications MUST understand theclass d
ary statis code, as idicated bythe first digt, and treat ag unrecogiized respose as beigequvalent to the x00
statis code ofthat class, \th the exceptionthat anunrecoguized respose MUSTNOT be cackd. For eanple, if
anunrecog@iized satus code 0f431 isreceived bythe clier, it cansafely asume that there was something wrong
with its reqest anl treat tfe respose as ifit had received a 400stats code. Inswch cases, ser agens SHOULD
present tahe user the entitseturnedwith the respnse, since that entitig likely to include hunan+teadabe
information which will explain theunusuéstaus.

6.2 Response Header Fields

The respnseheacer fields allow the server tgass adiitional information atout the respnse vhich canno be
placed inthe Status-Line . These leader ifelds gve informationabou the serer ard abou further access to th
resairce icentified by theRequest-URI

response-header = Accept-Ranges ; Section 14.5
| Age ; Section 14.6
| ETag ; Section 14.19
| Location ; Section 14.30
| Proxy-Authenticate ; Section 14.33
| Retry-After ; Section 14.37
| Server ; Section 14.38
| Vary ; Section 14.44
| WWW-Authenticate ; Section 14.47

Resporseheader ffeld nrames canbe exended reliablyonly in combinationwith a charge in the protocol ersion
However, new or experimental header ifelds MAY be gven the senantics of resposeheader ifelds ifall parties in
the canmunicatian reca@nize thento be respnseheackr fields. Unrecgnizedheadcr fields are treatecs entity
header ifelds.

7 Entity

Request ard Response messages MAX transkr an entityif nat otherwise restrictedy the regest nethod or
regporee satus code. A ertity corsists of ertity-header ffeldsard anertity-body, although sane responses will only
include the entityheackrs.

In this sectio, both serder and recipientrefer to either the client othe server, ebending on who send andwho
receiwes the erity.

7.1 Entity Header Fields

Entity-header ffeldsdefine metainformationabou the erity-body or, if no bodyis pren, abou the resurce
identified by the regiest. Sone of this netainformation is OPTIONAL ; same might ke REQUIRED ly portions d
this sgecification.

entity-header = Allow ; Section 14.7
| Content-Encoding ; Section 14.11
| Content-Language ; Section 14.12
| Content-Length ; Section 14.13
| Content-Location ; Section 14.14
| Content-MD5 ; Section 14.15
| Content-Range ; Section 14.16
| Content-Type ; Section 14.17
| Expires ; Section 14.21
| Last-Modified ; Section 14.29

| extension-header
extension-header = message-header
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The extensio-heackr mechanismallows adlitional entityheacer fields to be definedwithout changing the itocol,
but these felds canot be assmed to be recogizable bythe recipie. Unrecogiized feader felds SHOUID be
ignored bythe recpiernt ard MUST be brwarded bytrarsparert proxes.

7.2 Entity Body

The erity-body (if ary) sent with anHTTP reqed or reporeeis in a format ard ercoding defined by the enity-
header ifelds.

entity-body =*OCTET
An ertity-bodyis only pre®rt in a nessage whena nessage-bodyis pre®rt, asdegribed insection4.3. The enity-
bodyis obtained from the message-bodyby decodig ary Transfer-Encoding tha might have been gpplied to
ersure saé ard proper trasfer ofthe nessag.

7.2.1 Type
Whenanertity-bodyis included with a nmessage, the data tpe ofthat bodyis deternined via the header ffelds
Content-Type ard Content-Encoding . Thes defne a wwo-ayer, ordered ecoding modet

entity-body := Content-Encoding( Content-Type( data ) )
Content-Type  specifes the media type ofthe underlying data.Content-Encoding may be sed to irdicate
anyaditional cantent calings ajplied to the dita, usuallyfor the purpose d data canpressi, that are a mperty of
the reqeested resaee. There is 0 default encodirg.

Any HTTP/1.1 message cortaining anertity-body SHOULD include aContent-Type  header ifeld defning the
media type ofthat body: If ard only if the nedia type is nd given ty aContent-Type field, tre recipien MAY
attenpt to guess the Btlia type via insgection of its cantent andor the nare extensia(s) d the URI usedo identify
the esaurce. If the nedia type remains unknavn, the lecipent SHOUILD treat it as tpe “application/octet -
stream ”

7.2.2 Entity L ength

The ertity-lergth of a nessage is the lergth of the message-bodybefore ary trarsfer-codings have beenapplied.
Secion 4.4 deines how the trarsfer{ength of a message-bodyis deermined.

8 Connections

8.1 Persistent Connections

8.1.1 Purpose

Prior to persistencomectiors, a separate P comectionwas establisbd to fetch eachURL, increasig the load on
HTTP seners anl caising corgestiononthe Irterret. The wse ofinline images aul other associated datateh
require a client tomake multiple requests @ the sare server in a shb anount o time. Analysis o these
performance probéns ard resilts from a probtype implemertation are awailable [26] [30]. Inplemertation
experierce aml measirenmerts of acual HTTP/1.1 (RFC 2068) mplementations show good resilts [39]. Alternatives
have also beerexplored, br exanple, TV'TCP [27].

Persistent HT TP connections hare a nunber of advantages:
e By opening and closing fewer TCP connections, CPU time is saved in routers and haosts €lients, severs,

proxies, gatewys, tunnels, o caches)andmemory usedfor TCP protocol control blocks can le savedn
hosts.

e HTTP requests andespnses can épipelined on a caonection. Apelining allows a client tomake multiple
requests vithout waiting for eachrespoe, alloving a sirgle TCP comectionto be sed much more
efficiertly, with much lower elapsed tira.
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« Network corgestion is rediced byredicing the number ofpaclets cawsed by TCP opes, ard by allowing
TCP sufficient time todeternmine the cagestia state bthe netvork.

e Latercy onsubseqent requests is redeed sirce there is o time spehin TCP's comectionopenng
handsh&e.

e HTTP canewlve more gacetlly, sirce errors cabe reported ithout the perlty of closirg the TCP
connectio. Clients usinguture versims d HTTP might gotimistically try a newfeature, ot if
communicating with an dder server, retryith old senantics afer an errois reprted

HTTP implementationrs SHOULD implenert persistehcomectiors.

8.1.2 Overall Operation

A significart differerce betveenHTTP/1.1 am earlier wersions of HTTP is that persistencomectiors are tle
default behavior of ary HTTP comection That is, wless otkerwise irdicated, tle cliert SHOULD assune that the
server vill maintain a rsistent canectio, even akr errg respnses fom the server.

Persistert comectiors provide a necharism by which a cliert ard a serer cansignal the close ofa TCP comection
This signaling takes place ding the Connection  header ifeld (sectiornl4.10). Ore a close & beersignaled, tre
client MUST NOT serd ary more reqeests orthat comection

8.1.2.1 Negotiation

An HTTP/1.1 server MAY assune that a HTTP/1.1 client intend tomaintain a g@rsistent canectian unless a
Connection header iluding the comectiontoken “close " was semin the request. Ifthe serer clooses to
close tle comectionimmediately after sewling the respoge, it SHOUID serd aConnection header igluding the
connection-token close .

An HTTP/1.1 cliert MAY expect a conectionto remain open bu would decide to &ep it operbased omhether
the respoee fom a serer corains aConnection header \ith the comectiontoken close . In case tk cliert
does 1ot want to maintain a comectionfor more thanthat reqeest, it SHOUID serd aConnection header
including theconnection-token close .

If either the client othe server sersdtheclose token in theConnection header, tht reqest becores the last
ore for the comection

Clients amd seners SHOUID NOT assune that a persistdrcomectionis maintained for HTTP versiors less tlan
1.1 unless it is exiicitly signaled See sectio 19.6.2 for more information on backward compatibility with
HTTP/1.0 clients.

In order to remain persistent, all mssages mwthe canection MUST have a selflefined message length (i.e.pe nd
defined by closure ofthe comecton), asdesribed n secion 4.4.

8.1.2.2 Pipelining

A cliert that sipportspersstert comectiors MAY “pipeline” its reqleds (i.e., ®nd multiple requeds without
waiting for eachrespomse). Asener MUST serd its resposes to thse reqasts inthe sane order that the reqests
were receied.

Clients which assune persistehcomectiors ard pipelire inmediately after comectionestablismert SHOULD be
preparedto retry their connection if the irst gpelined attenpt fails. If a client ees such a retryit MUST NOT
pipeline before it knowns the canectian is persistent. Clients MUSRIsobe preparedto resendheir regiests ifthe
sener closes th comectionbefre sewling all of the correspoding resposes.

Clients SHOULD NOT pipeline reqests @ing non-idenpotert methods or on-idenpoten seqeernces ofmethods
(see section.1.2). Otlerwise, a prerature ternination of the trarsport comectioncoudd lead to inleterninate
resuts. A client wishing to serd a ron-idenpotert request SHOUID wait to serd that reqiest wtil it has receied
the respoge stata for the prevous request.
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8.1.3 Proxy Servers

It is especially important that poxies carectly implement the poperties d theConnection header ffeld as
specifed insection14.10.

The proxy server MUSTsignal rsistent canections sepratelywith its clients andhe aigin servers (bother
proxy servers) that it amects toEach grsistent canection applies toonly one transprt link.

A proxy server MUST NOT egablish a HTTP/1.1 persstent comecion with anHTTP/1.0 client (but see RFC 2068
[33] for information ard discussion of the probemns with the Keep-Alive  header inplemerted bymany HTTP/1.0
clients).

8.1.4 Practical Considerations

Servers Wi usually have sme time-out value lByond which theywill no longer naintain an inactive conectian.
Proxy servers right meke this a higher value since it is likalyat the client Wl be making more cannectios
through the samsewer. The use b persistent cainectiins gaces naequirenments a the length ¢r existencelf this
time-out for either the clientiothe server.

Whena cliert or serer wishes to tine-out it SHOULD isste a gacefll close orthe trarsport comection Clients

ard seners SHOUID bothcorstartly watch for the other side ofthe trarsport close, ashrespod to it as appropriate.
If a cliert or serer does at detect tle otter side’s close prorptly it coud catse nnecessaryesouce drainonthe
network.

A cliert, sener, or proy MAY close tte trarsport comectionat ary time. For eanple, a clieh might have started
to sem a rew request at tle sane time that the serer has decided to close dtfidle” comection Fromthe serer’s
point of view, the canectio is keing clased while it was ide, but from the clients point of view, a regiest is in
proges.

This mears that clients, serers, and proxes MUSTbe able to recar from asynchronous close eerts. dient
software SHOULD reopenthe trarsport comectionard retrarsnit the aborted seaunce ofrequests vithout user
interactionso lorg as tle reqeest seqarce is iderpotert (see sectio®.1.2). Noridenpotert methods or segerces
MUST NOT be automatically retried, athough use agents MAY offer a hurren operator the choice of retrying the
request(s). Cafirmation by useragent sétware with senantic uncerstanihg o the application MAY sulstitute for
user corfirmation. The adomatic retry SHOULD NOT be repeated the secod seqerce ofreqiests éils.

Seners SHOUID always respordl to at least omreqeest per conection if at all possible. Seers SHOUID NOT
close a conection in the niddle d transniiting a respnse, unless a netrk or client failure is suspcted

Clients that use persistencomectiors SHOULD limit the rumber ofsimultaneous comectiors that they maintain to
a gven sener. Asingle-user cliert SHOULD NOT maintain more than2 comectiors with ary sener or proy. A
proxy SHOULD use wp to 2*N comectiors to arother sener or proy, where N is tle rumber ofsimultaneously
active weers. These gidelines are iterded to inprove HTTP respoie tines awl awid corgestion

8.2 Message Transmssion Requirements

8.2.1 Persisent Connections and Flow Control

HTTP/1.1 serers SHOUID maintain persistehcomectiors and use TCP's flow cortrol mecharnisms to resole
tenporary overloads, rather than terimating canections with the exgctation that clients W retry. The latter
techique canexacerbate ework corgestion

8.2.2 Monitoring Connections for Error Status M essages

An HTTP/1.1 (or later) cliehsending a message-body SHOULD monitor the retwork comectionfor anerror satus
while it is trarsnitting the reaiest. Ifthe cliert sees arrra statts, it SHOULD immediately cease tragmitting the
body. If the bodyis being sent using a “chunked” encoding (section 3.6), a zero length dwunk and empty trailer MAY
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be wsed to prematurely mark the erd of the message. If the bodywas preceded by Content-Length header, th
client MUST close tle comection

8.2.3 Use of the 100 (Cotinue) Status

The purpose d the 100 (Continue) status (see seatid0.1.1) is toallow a client that is serilg a regiest nessage
with a reqed bodyto deternme if the orign server iswillin g to accept th reqed (bagd onthe reqes headery
before te cient sends the reqed body. In some ca®s it might either be happropréte or highly inefficiert for the
client to ®nd the bodyif the srver will reject the message without looking at the body

Requirements br HTTP/1.1 clients:

e If acliert will wait for a 100 (®ntinue) regporse before ending the reqes body, it MUST send an
Expect requeg-header ifeld (secion 14.20) wth the “100-cortinue” expechton.

e Aclient MUST NOT serd anExpect requeg-header ifeld (secion 14.20) wth the “100-continue’
expecaton if it doesnot intend to send a reqes body.

Because ofthe presece ofolder inplementatiors, the protocol allow anbiguous situatiors in which a cliert may
send “Expect: 100eortinue” without receinng either a 417 (EgectationFailed) gatus or a 100 (©ntinue) satus.
Therebre, vhena cliert serds this header ffeld to anorigin sener (possiblyia a proy) fromwhich it has rever
seena 100 (©@ntinue) gatus, the cliet SHOULD NOT wait for anindefinite period bedre ending the reqed body.

Requirements br HTTP/1.1 origin servers:

« Uponreceiing a regest which includes arExpect requestheader ifeld with the “100-continue’
expecation, anorigin server MUST either repord with 100 (@ntinue) status ard cortinue to read fomthe
input sream or repord with a final gatus code. e origin server MUST NOT wait for the reqes body
before nding the 100 (@ntinue) regorse. If it repordswith a fina gatus code, i MAY close the
transport comectionor it MAY continue to read ad discard thk rest ofthe reqest. It MUSTNOT perform
the regiestedmethaod if it returns aihal status cde.

e Anorigin sener SHOULD NOT serd a 100(Cortinue) respose ifthe reqest nessag does ot include an
Expect reqieg-header ffeld with the “100-cortinue” expectition, ard MUST NOT send a 100 (@ntinue)
respnse if such a regest canes from an HTTP/1.0 (or earlier) client. Tere is an excejmn to this rule: br
compatibility with RFC 2068, a erver MAY send a 100 (®@ntinue) status in reporse to anHTTP/1.1 RJT
or POST reqtest ttat does ot include anExpect requeg-header ifeld with the “100-cortinue”
expectation This exception the pupose ofwhich is to mnimize aly client processig delays associated
with anundeclared vait for 100 (Gntinue) status, apples only to HTTP/1.1 requeds, ard not to reqeds
with ary other HTTP-versionvalue.

e Anorigin sener MAY omit a 100 (@rtinue) respose ifit has alreadyreceived sone or all ofthe reqest
bodyfor the correpording reqied.

e Anorigin server that sersda D0 (Continue) respnse MUSTultimately senda final status cde, once the
reqles bodyis received ard procesed, nless it terminatesthe trarsport comectionprematurely.

e If anorigin sener receies a regest that does ot include anExpect reqestheader ifeld with the “100-
cortinue” expecation, the reqes includesa reqed body, ard the srver repondswith a final gatus code
before readig the ertire reqes bodyfrom the trarsport comection thenthe srver SHOULD NOT close
the transprt connectio until it has readhe entire regest, @ until the client clges the canectia.
Otherwise, tte cliert might not reliably receie the respose nessa@. However, this requremert is not be
corstrued as preerting a serer from defending itself against derial-of-senvice attack, or fom badly
broken client inplementatians.

Requirements br HTTP/1.1 proxies:

« If a proy receiwes a reqest that includes arExpect reqestheader ifeld with the “100-continue”
expectation ard the prox either knows that the rext-hop serer conplies with HTTP/1.1 or higher, or does
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not know the HTTP versian o the nexthop server, it MUSTforward the regeest, incluéhg theExpect
header ifeld.

e If the poxy knows that the versio of the nexthop server is HTP/1.0 or lower, it MUST NOT forwardthe
reqeq, ard it MUST regord with a 417 (Epectation Failed) gatus.

e Proxies SHOUID maintain a cacle recordig the HTTP version numbers receiged from recettly-refererced
next-hop severs.

e A proxy MUST NOT forward a 100 (©rtinue) respose ifthe reqest nessa@ was receied froman
HTTP/1.0 (or earlier) client andiid nat include anExpect reqled-header ifeld with the “100-cortinue”
expectation This requremert overrides tle general rue for forwarding of 1xx resposes (see sectidtD.1).

8.2.4 Client Behavior if Server Prematurely Closes Connection

If anHTTP/1.1 client sends a reqed which includesa reqed body, but which doesnot include anExpect
reqestheader ffeld with the “100-continue” expectation ard if the cliert is not directly comected to atHTTP/1.1
origin sener, ard if the cliert sees th comectionclose befre receivng ary statws fromthe serer, the cliert
SHOULD retry the reqeest. Ifthe client does retnthis request, it MAY use the following “binary exporertial
bacloff” algorithm to be asured ofobitaining a relable reporse:

1. Initiate a newconnection tothe server
2. Trarsnit the reqestheaders

3. Initialize a variakte R tothe estimtedroundtrip time tothe server (e.g.,@sedon the tine it took to
estallish the conection), o to a canstant value ©5 secads if the raind-trip time is na availalbe.

Compute T=R *(2**N), where N is the nulver of previous retries bthis reaiest.
Wait either for anerror respose fomthe serer, or br T secounls (whichever cones first)

If no error reporee is received, ater T secords traremit the bodyof the reqes.

N o A

If client sees tht the canection is closed prematurely, repeat fom stepl until the request is acceed, an
error respose is receigd, or the wser becorss impatier ard terminates tle retryprocess.

If at aty poirt anerror statsis receied, the cliert
e SHOULD NOT cortinue ard
e SHOULD close tle comectionif it has rot conpleted seding the reqeest nessa@.

9 Method Definitions

The sd of common methods for HTTP/1.1 is defined below. Although this secan be expanded, additiond methods
canna be assurad to shae the samsenantics fa seprately extenekd clients andsewers.

TheHost requestheader ffeld (sectionl4.23) MUSTacconpary all HTTP/1.1 reqests.

9.1 Safe and Idenpotent Methods

9.1.1 Safe Methods

Implemertors stould be avare that the sofware represets the wser intheir interactiors over tre Interret, am should
be carefl to allowthe wser to be awre ofary actiors they might take which may have anunexpected sigificarce to
thenselves o others.
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In particular, the caventin has leen estdishedthat theGETard HEADmethods SHOUID NOT have the
significance of taking an action ather than retrieval. These methods ought tobe considered “safe’. This dlows use
acerts to represdrother methods, sehasPOST PUTard DELETE in a special \ay, so that the wser is nade avare
of the fact that a possiblynsafe actionis beirg requested.

Naturally, it is na possilde toensure that the servepa$ nd generate sigeffects as a resulf @erforming aGET
request; infact, sone dynamic resouces cosider that a £atue. The importart distinction here is that the wer did
not request tte sideeffects, so threbre camot be teld accountable br them

9.1.2 Idempotent Methods

Methods caralso lave the propertyof “idenpoterce” in that (aside fom error or epirationissies) tte sideeffects
of N > 0 idenical reqwests is tk sane as br a sirgle reqest. The nethods GET HEAD, PUT ard DELETE share
this property Also, tte methods OFTONS am TRACE SHOULD NOT have side efects, ad so are iherertly
idemnpotert.

However, it is pssille that a sagence é several regests is no-idenpotent, even ifall of the nethods executedn
that seqerce are iderpoten. (A seqerce is iderpotent if a sirgle execuion of the ertire seqerce alvays yields a
resut that is rot charged by a reercttion of all, or part, othat seqerce.) For eanple, a segerce is on-
idemnpotent if its result @pends a a value that is later adifiedin the sara seaqience.

A seqience that never has sidffects is i@nmpotent, by definition (provided that noconcurrent @erations are bing
execued onthe sane set ofresouices).

9.2 OPTIONS

The OPTIONSmethod represents a ragest br information alput the canmunicatian options availabke an the
request/respnse chain iéntified by theRequest-URI . This method allows the client todeternine the @tions
andor requirements asstatedwith a resarce, @ the caphilities of a server, vithout implying a resarce actio or
initiating a resarce retrieval.

Resporses to tis method are ot cacleable.

If the OPTIONS reged includesanertity-body (asindicated bythe pregrce ofContent-Length  or
Transfer-Encoding ), thenthe nedia type MUSTbe irdicated bya Content-Type  field. Although this
specfificaion doesnot define any use for such a body future exensions to HTTP might use he OPTONS bodyto
make more desiled gueries onthe srver. A server that doesnot supportsuch anextension MAY discard he reqed
body:.

If the Request-URI isanagerisk (“*”), the OPTIONSrequest is intenddto apply to the server in general rather
thanto a specit resouce. Sirte a sergr's conmunicationoptiors typically depemnl onthe resouce, the “*” request
is only usefil as a ping” or “no-op” type of method; it does nahing beyond allowing the client tdest the
cambhilities of the server. Foexanple, this can & usedto test a poxy for HTTP/1.1 compliance (o lack there®).

If the Request-URI is nd an asterisk, th©PTIONSrequest aplies aly to the gtions that are availd® when
communicating with that resouce.

A 200 reporse SHOULD include ary header ifeldsthat indicate optioal featuesimplemerted bythe srver ard
applicable to tht resouce (e.g, Allow ), possildy including extensios nd definedby this sgecification. The
regporee body; if ary, SHOULD als include informationabou the conmunicationoptiors. The format for sucha
bodyis not defined by this specificaion, but might be deined by future exensions to HTTP. Contert negotiation
MAY be wsed b selectthe appropiate reporse format If no regporse bodyis included, he reporse MUST include
aContent-Length  field with a fieldvalue of“0".

The Max-Forwards requestheader ffeld MAY be wsed to targt a specit proxy in the reqest clain. Whena
proxy receives anOPTIONS regiest o anatsduteURI for which request brwardng is permitted, the proxy MUST
checkfor aMax-Forwards field. If the Max-Forwards fieldvalue is zero (07), the proyy MUST NOT
forward the messag@; instead, tk proyy SHOULD respou with its own communicationoptiors. If theMax-
Forwards field-value is aninteger greater tlan zero, tle proyy MUST decrenert the field-value whenit forwards
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the reqest. Ifno Max-Forwards field is presenin the reqest, tlenthe forwarded regest MUSTNOT include a
Max-Forwards field.

93 GET

The GETmethod means retrieve hatever inbrmation (in the brm of an entity is identified by theRequest-URI
If the Request-URI refers toa datajproducing process, it is the ppduceddata which shall ke returnedas the entity
in the respnse andha the sairce text 6 the pocess, unless that text hpgps tobe the aitput of the pocess.

The senantics d the GETmethod change ta “conditional GET if the reqest nessag includes anf-
Modified-Since , If-Unmodified-Since , If-Match , If-None-Match , orlf-Range headerifeld. A
conditional GETmethod requests that the entitige transérredonly under the circuratances escribed by the
conditional heaer field(s). The canditional GETmethod is intenakdto reduce unnecessamnetwork usage
allowing cacled ertities tobe refreshed without requiring multiple requests o trarsferring data alreag held by the
client.

The senantics d theGETmethod change ta “partial GET if the reqeest nessa@ includes aRange header ifeld.
A partial GETrequests that oly part of the entitybe trans€rred as ascribed in section 14.35. The partial GET
method is intenaédto reduce unnecessametwork usage i allowing partially-retrievedentities tobe completed
without transérring chta alreagt held by the client.

The respose to aGETrequest is cackable ifard orly if it meets tle requiremerts for HTTP caching described in
sectio 13.

See sectionl5.1.3 br secuity corsideratiors whenused for forms.

94 HEAD

The HEADmethaod is identical toGETexceptthat the erver MUST NOT return a nessage-bodyin the reporse. The
metainformation cantainedin the HTTP heacrs in respnse toaHEADreqlest SHOUID be idettical to the
information sent in respnse toaGETrequest. This method can k& usedfor obtaining netainformation akout the
ertity implied bythe reqes without trarsferring the enity-bodyitself. This method isoftenused for teging
hypertext links for validity, accessittity , ard recen modification.

The respose to aHEADreqlest MAY be cackable inthe sese that the information cortained in the respose MAY
be usedto update a peviously cacled ertity from that resarce. Ifthe rew field values irdicate ttat the cacled ertity
differs from the current entityas would be indicatedby a change i€ontent-Length , Content-MD5 , ETag
or Last-Modified ), thenthe cacle MUST treat tte cacle erry as stale.

95 POST

The POSTmethod is usedto request that the aigin sener accepthe erity erclosedin the reqiest as aew
sulordinate é the resarce icentified by theRequest-URI  in theRequest-Line . POST is designedto allow a
uniform method to cover thefollowing fundions:

e Annctation of existing resaurces,
e Posting a nessage ta hulletin board, newsgroup, mailing list, or similar group of articles;
« Providing a Bock of data, such as the result submitting a form, to a data-handing process;

e Extending adatabasethrough ar append operation.
The actual finction performed by the FOST method is determined by the server ang usuallydependent an the
Request-URI . The posted entityis sulordinate tothat URI in the samway that a fle is sulordinate toa drectay

containing it, a newarticle is subrdinate toa nevegroup to which it is posted or a recad is sulordinate toa
dagbas.
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The acton performed by the POSTmethod might nd result in a resarce that candidentified by a URI. In this
ca®, ether 200 (OK) or 204 (No @htert) is the approprdte reporse satus, depeding onwhether or rot the
respnse inclues an entityhat describes the result.

If a resarce hes beencreatedon the aigin sener, the respnse SHOUID be 201 (Createdl ard contain anertity
which describes th stats of the reqeest anl refers to the rew resouce, anl aLocation header (see section
14.30).

Resporses to tis method are ot cacleable, nless tle respose ircludes appropriat€ache-Control  or
Expires headerifelds. Hovever, the 303 (See Oth) respose carbe sed to direct te wser agert to retrieve a
cacteable resouce.

POST requests MUSTobey the nessage transission requirements set ot in sectio 8.2.

See section5.1.3 br secuity corsideratiors.

96 PUT

The FUT method requests that the endded entity be staed under the suplied Request-URI . If the Request-
URI refers toanalread exsting resaurce, tte ertlosed ertity SHOULD be consideredas a mdified version of the
one resding onthe origin server. If the Request-URI  does nd point to an existing reaarce, andhat URI is
capable obeirg defined as a aw resouce bythe reqeestirg user agnr, the orign sener cancreate tk resouce
with that UR. If a rew resouice is created, thorign sener MUST inform the wser agert via the 201(Created)
regporee. If anexsting resource ismodified, eitler the 200 (OK) or 204 (No @htert) repponse codesSHOULD be
sen to indicate sacessil conpletion of the reqeest. Ifthe resouce cold not be created or odified with the
Request-URI , anappropriate error resps@ SHOUID be gven that refects tte reture ofthe problem The
recipient d the entityMUST NOT ignore anyContent-*  (e.g Content-Range ) headers tht it does ot
understam or inplemernt ard MUST retun a 501(Not Implenmented) respose inswch cases.

If the equest @sses though a cache anthe Request-URI  idertifies ae a more curertly cacled ertities, those
ertries SHOUID be treated as staleegporses to tis method are ot cacteable.

The fundamental difference betveenthe POSTard PUTrequests is rdected inthe differert mearing of the
Request-URI . The UR in aPOSTrequest icentifies the resarce that Wl hande the encleed entity. That
resairce night be a data-acceping process, a geway to same other protocol, or a sejrate etity that accets
anndations. In cantrast, the URI in @UTrequest icentifies the entityenclesed with the regiest - the user agent
knows what URI is intenéd andthe server MUSTNOT attenpt to apply the regiest tosame other resarce. Ifthe
sener desires tht the reqeest be applied to a didrert URI, it MUST serd a 301(Moved Rermarertly) respose; the
user agert MAY then make its own decisionregarding whether or not to redirect te reqest.

A single resouce MAY be idetified by many differert URIs. For exanple, anarticle mght have a UR for
idertifying “the currert versiori’ which is separaterém the UR! idertifying eachparticdar version In this case, a
PUTrequest o a general URI mght result in severaltber URIs leing definedby the aigin server.

HTTP/1.1 does at define how a RUT method afects tle state ofinorigin sener.
PUT requests MUSTobey the nessage transission requirements set ot in sectio 8.2.

Unless dherwise sgecifiedfor a particular enity-heacer, the enity-heacers inthe FUT request SHOUID be applied
to the resouce created or odified bythe FUT.

9.7 DELETE

The DELETE method requests that therggin server @élete the resarce icentified by theRequest-URI . This
method MAY be overridden by hurman interventio (or other means) o the aigin server. e client cannbbe
guararteed tlat the operatiorhas beercarried oty evenif the stats code rettned from the orign sener indicates
that the actionhas beerconpleted secesstlly. However, the sener SHOULD NOT indicate sacess uless, at th
time the respoge is gven, it interds to delete th resouce or nove it to aninaccessible location
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A swccesdtil respnse SHOUID be 200 (OK) if the respnse ircludes anertity describing the stats, 202 (Acceped)
if the actionhas rot yet beeneracted, or 204No Contert) if the actionhas beereracted btithe respose does ot
include an entity

If the equest @sses though a cache anheRequest-URI  idertifies ane a more curertly cacled ertities, those
ertries SHOUID be treated as staleesporses to tls method are ot cacteable.

9.8 TRACE

The TRACE method is used b invoke a renote, applcaion-layer loop-backof the reqes message. The fina
recipiert of the reques SHOULD reflect the message received backto the client asthe ernity-bodyof a 200(0OK)
respoise. The final recipien is either the orign sener or tte first prox/ or gateway to receie aMax-Forwards
value d zero(0) in the regest (see sectinl4.31). A TRACE request MUSTNOT include an entity

TRACE allows the cliert to see Wat is beig received at tre other erd of the reqest clain ard use that data ér
testing @ diagnastic information. The value étheVia header ffeld (sectionl4.45) is ofparticdar interest, sine it
acts as a trace tifie request clain. Use ofthe Max-Forwards heaar field allows the client tdimit the length 6
the reqeed chain, which is useful for testing a ctain of proxes forwarding messages in aninfinite loop.

If the reqeq is valid, the reporse SHOULD cortain the erire reqes message in the enity-body, with a
Content-Type  of “messag/http”. Resporses to tis method MUSTNOT be cackd.

9.9 CONNECT

This specifcationreseres tke method nrame CONNECTfor use with a proy that candynamically switch to beirg a
tunné (e.g. SSL tunnéng [44]).

10 Status Code Definitions

EachStatus-Code s described below, includng a description of which method(s) it can éllow andany
metainformation required in the respnse.

101 Inform ational 1xx

This class of gatus code ndicaesa provsional reporse, corsisting only of the Status-Line ard opional
headers, ahis terninated byanenpty line. There are o requred headersdr this class oftatis code. Sioe
HTTP/1.0 did nat define any 1xx staus @des, savers MUST NOT send a 1xx responseto an HTTP/1.0 client
excep uncer exgerimental canditions.

A client MUST be prepared to acceptenr nore 1x statis resposes prior to a ragjar respoee, eenif the client
does ot expect a 100 (Gntinue) statis messa@. Unexpected 1x statis resposes MAY be ignored bya wser agrt.

Proxies MUSTforward 1x resposes, unless tle comectionbetweenthe prox and its client has beerclosed, or
unless the proy itself reqlesed the generation of the 1xx regporse. (For exanple, if a proy addsa “Expect: 100
cortinue” field whenit forwardsa reqeg, thenit need mt forward he correponding 100 (®ntinue) reponse(s).)

10.1.1 100 Cortinue

The cliert SHOULD continue with its request. This interim respnse is gedto inform the cliert that the initial part
of the reqest tas beerreceived ard has rot yet beenrejected bythe serer. The cliert SHOULD cortinue by
sendng the renainder of the reaiest a, if the regiest has alregdbeen conpleted ignare this respnse. The server
MUST send a final reporee after the reqed has beenconpleted. See gcion 8.2.3 br detiled discussion of the wse
and handling of this staus mde.

Fielding, et al Stardards Tack [Page 37]



RFC 2616 HTTP/1.1 June, 1999

10.1.2 101 Switching Protocok

The server unérstand andis willing to comply with the clients request, via théJpgrade messa@g header ifeld
(sectin 14.42), for a change in the @fication protocol being usedon this canection. The server il switch
protocols to those defned bythe reporse’sUpgrade header ifeld immediately after the enpty line which
termnates the Q1 respnse.

The protocol SHOUD be svitched orly whenit is adwantageows to do so. For errple, switching to a rewer
version of HTTP is advantageous over older versions, and switching toareal-time, synchronous protocol might be
adwantageows whendelivering resouces that se sich featues.

102 Successful 2xx

This clas of gatus code ilicatesthat the cliert’s reqes was succesfully received, undergood, anl accepted.

10.2.1 200 OK

The reqest tas sicceeded. fie informationretuned with the respoge is depedfert onthe nethod wsed inthe
reqlest, br exanple:

GET an entitycorrespnding tothe regiestedresaurce is sent in the respse;

HEAD the entityheacer fields correspnding tothe reaiestedresaurce are sent in the resgse wthout any
message-body;

POST an entitydescribing a containing the resultfahe actim;

TRACE anertity containing the reqiest nessa@ as receied by the erd sener.

10.2.2 201 Created

The reqiest has een fifilled andresultedn a newresairce leing createdThe newy createdresaurce can b
referencedby the URI(s) returneth the entityof the respnse, vith the nost sgecific URI for the resarce given
alLocation heackr field. The respnse SHOUID include anertity containing a list d resaurce claracteristics ah
location(s) ffom which the user puser agent can chee the me nost agropriate. The entityformat is sgcified by
the media type given in theContent-Type  header ifeld. The orign sener MUST create th resouce bebre
returning the 201statws code. Ifthe actioncamot be carried ouimmediately, the serer SHOULD respoml with 202
(Accepted) respae irstead.

A 201 reporse MAY cortain anETag respnse headr field indicating the current valug the entitytag or the
requested wariant just created, see secti@d.19.

10.2.3 202 Acceped

The reqest tas beeraccepteddr processig, bu the processig has ot beenconpleted. The reqeest night or
might not evertually be acted pon, as it night be disalloved when processig actually takes place. Tere is 0
facility for resendng a status ae from an aspchranous @eration such as this.

The 202 reporse is intertionally non-cormmittal. Its purpose isto allowa frver to accept a regd for some other
process (pewps a batctorierted process t is oiy run once per daywithout requiring that the wser agnt’s
connection to the serer persist wntil the process is copleted The ertity returned with this respnse SHOUID
include anindicationof the reqeest’s curent statis ard either a poitter to a statsimonitor or sone estimate ofwhen
the user can exget the regest tobe fulfilled.
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10.2.4 203 NorrAuthoritative Information

The returnedmetainformation in the entityheackr is na the dfinitive set as availdb from the aigin server, ot is
gathered fom a local or a tind-party copy. The set presé¢ad MAY be a sbset or sperset othe orignal version
For exanple, includng local anndation information alout the resarce night result in a sumset d the
metainformation known by the aigin server. Use fothis respnse cale is na recuired andis anly appropriate when
the reporse would otherwise be 200 (OK).

10.2.5 204 No Cortent

The srver hesfulfilled the reqed but doesnot need to rettn anertity-body, ard might want to retun updated
metainformation. The respnse MAY include newor updated metainformation in the brm of entity-heacers, which if
preseh SHOULD be associatedith the reqested ariant.

If the cliert is a wer agent, it SHOULD NOT charge its documert view from that which catsed tle reqest to be
sent. This respose is prinarily interded to allowinput for actiors to tale place vithout calsing a charge to the wser
agents active @cument view althaugh anynewor updated metainformation SHOULD be applied to the dbcument
currertly in the wser agert’s actie view.

The 204 reporse MUST NOT include a nessage-body, ard thus is always terminated bythe first enpty line ater
the reader ifelds.

10.2.6 205 Rest Content

The serer hes fulfilled the reaqiest anl the wser agert SHOULD reset tle document view which cawsedthe reqiest to
be seh This respose is prinarily intended to allowinput for actiors to take place va wer input, followed by a
clearing @ the form in which the inpit is given sahat the user can easiljitiate andher inpt actian. The respnse
MUST NOT include an entity

10.2.7 206 Partial Content

The server haalffilled the prtial GETrequest br the resouce. The reqest MUSThave included aRange header
field (sectionl4.35) imdicating the desired rage, ard MAY have included anlf-Range  header ifeld (section
14.27) to make the regest coditional.

The respose MUSTinclude the following header ifelds:

e Either aContent-Range heacr field (sectio 14.16) indicating the range incled with this respnse, @
a multipart/byterangeContent-Type  including Content-Range fields br eachpart. IfaContent-
Length header ifeld is presehin the respoge, its Wue MUST match the acta number of OCTETSs
trarsmitted in the message-body.

e Date
e ETag ard/or Content-Location , if the reader wuld have beensert in a 200respoise to tie sane
reqes

e Expires , Cache-Control , ard/orVary , if the fieldvalue might differ from that setin ary previous
regporee for the same variant

If the 206 reporseisthe resit of anlf-Range request that wsed a strog cacle validator (see sectiof3.3.3), tle
respnse SHOUID NOT include aher ertity-heackrs. Ifthe respnse is tle resit of anlf-Range  request that
useda weak validitar, the respnse MUSTNOT include aher entityheacers; this pevents incasistencies éween
cacted enity-bodiesard updated kadersOtherwise, tre reporse MUST include all ofthe enity-headerghat
would have beenreturned with a 200 (OK) regorse to the same reqeg.

A cactke MUSTNOT conbine a 206 respae wth other prevously cacled cortert if the ETag or Last-
Modified headers doat match exactly, see 13.5.4.
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A cactle that doesot support the Range ard Content-Range headers MUSTNOT cacte 206 (Rrtial)
responses.

10.3 Redirection 3xx

This class bstatus cde indicates thaturther actim need tobe taken ly the user agent inrder to fulfill the request.
The actio required MAY be carriedout by the user agentithout interaction with the user ifandonly if the nethod
used inthe secod request iIsGETor HEAD A client SHOULD detect iffinite redirectionloops snce sich loops
generate retwork traffic for eachredirection

Note: previous versims d this sgcification recanmended a maximum of five redrections. Catent
developers shaild be anare that there ight ke clients that implement such aiked limitation.

10.3.1 300 Multiple Choices

The reqeested resawe correspas to ay ore ofa set ofrepresetatiors, eachwith its own specifc location ard
agentdriven negdiation information (sectim 12) is being provided sothat the user fouser agent) can select a
preferredreresentatia andredrect its regest tothat lacation.

Unless it vas a HEAD request, tle respnse SHOUID include anertity containing a list d resairce ctaracteristics
andlocation(s) ffom which the user buser agent can chse the me nost agpropriate. The entityformat is sgcified
by the nedia type given in theContent-Type  heacr field. Depending upon the ormat andthe caphilities of the
user agert, selectiorof the most appropriate asice MAY be perbrmed atomatically. However, this specifcation
does nd define anystandrd for such autmatic selectia.

If the serer hes a preérred cloice ofrepresetation it SHOULD include the specifc URI for that represetationin
theLocation field; wser agernts MAY use treLocation field value br autamatic redrection. This respnse is
cacleable wnless imlicated otlerwise.

10.3.2 301 Moved Permanently

The reqested resawe has beerassiged a rew permarent URI ard ary future rekrerces to tis resouce SHOUID
useone of thereturned URIs. Clients with link editing capabilitie s aught toautomatically re-link references to the
Request-URI to ore or nore ofthe rew refererces retmned bythe serer, where possible. fiis respose is
cacleable wnless imlicated otlrwise.

The rew permarert URI SHOULD be gven by the Location field in the respnse. Unless the regst nethod was
HEAD, the erntity of the resjppnse SHOUID contain a stort hypertext note with a hyperlink to the rew URI(S).

If the 301 &atus code isreceived in regoree to a reged other thanGETor HEAD the wer agert MUST NOT
autanatically redrect the regest unless it candxonfirmed by the user, since thisight change the caitions
under which the reqeest vas issed.

Note: Whenauomatically redirectirg a FOST request afer receivng a 301 statsicode, soraexsting
HTTP/1.0 user agents Werroneausly change it intaa GETrequest.

10.3.3 302 Fownd

The reqested resawee resides teporarily under a diferent URI. Since the redirectiomrmight be altered omccasion
the cliet SHOULD cortinue to wse the Request-URI  for future reqeests. This respose is oty cacleable if
indicated byaCache-Control  or Expires header ifeld.

The tenporaryURI SHOULD be dgven by the Location field in the respnse. Unless the regst nethod was
HEAD, the erity of the resjpnse SHOUID contain a stort hypertext note with a hyperlink to the rew URI(S).

If the 302 gatus code isreceived in reporse to a reqed other thanGETor HEAD the wser agernt MUST NOT
autamatically redrect the regest unless it candxonfirmed by the user, since thisight change the caiitions
under which the reqest vas issed.
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Note: RFC 1945 ad RFC 2068 gecify that the clent is not allowed to charge the nethod onthe redrecied
request. Havever, nost existing user agent ptenentations treat 82 as ifit were a 33 respnse,
performing a GETonthe Location field-value regarkkss d the aiginal request nethod. The status
codes303 aml 307 tave beenadded ér serversthat wish to make unambiguously clear which kind of
reactionis expected ofthe clien.

10.3.4 303 Se Otler

The respoage to tle reqeest carbe bund under a diferent URI ard SHOULD be retrieed using a GETmethod on
that resarce. This method exists pimarily to allow the aitput of a FOST-activatedscrift to redrect the user agent
to a selectedesairce. The newURI is nd a sulstitute reerence br the aiginally requestedresairce. The 33
respoise MUSTNOT be cackd, bu the respoge to tle secod (redirected) regest nmight be cackable.

The differert URI SHOULD be gven by the Location field in the respnse. Unless the regst nethod was
HEAD, the erity of the resjpnse SHOUID contain a stort hypertext note with a hyperlink to the rew URI(S).

Note: Mary preHTTP/1.1 wer agerts do rot undergand the 303 tatus. Wheninteroperabilitywith such
clientsis a cortern the 302 satus code nay be sed irstead, fnce nost user agerts react to a 302 resrse
asdegribed tere for 303.

10.3.5 304 Not Modified

If the cliert has performed a canditional GET request anl access is alleed, but the documert has rot been
modified, the srver SHOULD regpond with this gatus code. e 304 reporse MUST NOT cortain a nmessage-
body, ard thus is always terminated bythe first enpty line ater the header ifelds

The respoae MUSTinclude the following header ffelds:

e Date, unlesitsomissionisrequred bysecion 14.18.1
If a cbckess origin server obey these rdes, ard proxes ard clients add heir own Date to ary reporse
received without ore (asalreadyspecified by[RFC 2069, section14.19), caceswill operate correctly

e ETag ard/or Content-Location , if the header wuld have beensert in a 200resposse to tle sane
reqes
e Expires , Cache-Control , ard/orVary , if the fieldvalue night differ from that semin ary prevous
regporee for the ssme variant
If the canditional GET used a strang cacle wvalidatar (see sectio 13.3.3), the respnse SHOUID NOT include ather
entity-heacers. Othenise (i.e., the caditional GETuseda weak validatar), the respnse MUSTNOT include aher
ertity-headersthis prewerts incorsistercies betweencacked etity-bodiesand updated kaders

If a 304 reporse indicatesanertity not curertly cacted, thenthe cacle MUST disregard tre reporse ard repeat
the reqiest wthout the canditional.

If a cacle wses a receied 304 respose to pdate a caaheriry, the cacle MUST update tle enry to refect aly new
field values given in theresponse

10.3.6 305 U= Proxy

The requestedresaurce MUSTbe accessethrough the poxy given ly theLocation field. The Location field
gives the UR of the proy. The recpiert is expeced b repeathis single reqes via the prox. 305 reporses
MUST only be gnerated by origin servers

Note: RFC 2068 vas not clear hat 305 was intended b redrecta sngle reqed, and to be gnerated by
origin servers aly. Nat observing these lintations has signi€ant securitconseaiences.

10.3.7 306 (Urused)

The 306 satus code vas used i a prevous version of the gecificaion, isno longer used, aml the code $ reserved.
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10.3.8 307 Temporary Redirect

The reqeested resawee resides teporarily under a diferent URI. Since the redirectiorMAY be altered omccasion
the cliet SHOULD cortinue to wse the Request-URI  for future reqeests. This respose is oty cacleable if
indicated byaCache-Control  or Expires header ifeld.

The tenporaryURI SHOULD be dgven by the Location field in the respnse. Unless the reigst nethod was
HEAD, the ernity of the respnse SHOUID contain a stort hypertext note with a typerlink to the rew URI(S) , sirce
many preHTTP/1.1 wer agns do ot understanl the 307statis. Therebre, the rote SHOULD cortain the
information necessaryor a wser to repeat thorignal reqest onthe rew URI.

If the 307 gatus code isreceived in reporse to a reqed other than GETor HEAD the wser agert MUST NOT
autanatically redrect the regest unless it cangxonfirmed by the user, since thisight change the caiitions
under which the reqeest vas issied.

104 Client Error 4xx

The 4x class ofstatis code is itended for cases irwhich the cliert seens to have erred Except whenrespouling to
a HEAD request, tle serer SHOULD include anertity containing anexplanation of the erra situation, ard whether
it is a tenporary or permanent cadition. These status ctes are aplicable to anyrequest nethod. User agents
SHOULD dispay ary included ertity to the user.

If the cliert is senling data, a seer implemertationusing TCP SHOULD be cardiil to ersure that tre cliert
acknowledges receipt othe paclet(s) comaining the respose, bebre the serer closes th input comection If the
client cantinues senidg data tothe server aér the clae, the serves TCP stack vill senda reset pcket tothe client,
which may erase th cliert’s unacknowledged input buffers bebre they canbe read athinterpreted bythe HTTP
application.

10.4.1 400 BadRequest

The reqeg codd not be uindergood bythe srver die to nalformed gyntax. The cliet SHOULD NOT repeat te
request wthout modifications.

10.4.2 401 Urauthorized

The reqeest reqires wser adhertication The respose MUSTinclude aWwWW-Authenticate header ifeld
(section 14.47) containing achallenge  applicable to th reqested resawge. The cliet MAY repeat te reqeest
with a suitalbe Authorization header ifeld (sectionl4.8). Ifthe request alreadyncluded Authorization
credetials, trenthe 401 respaose irdicates tht adhorizationhas beerrefused br those credetials. If the 401
respoise comains the sane challerge as tte prior respose, ad the wser agent has alreadyattenpted athertication
at least ace, trenthe uiser SHOULD be presetedthe ernity that wes gven in the respnse, siice that erity might
include relewant diagnostic infformation HTTP access aterticationis explained in “HTTP Autherticatiorn Basic
ard Digest Access Atherticatiorn’ [43].

10.4.3 402 Paynent Required

This code isresrved for future wse.

10.4.4 403 Forbidden

The srver indergood the reqeg, bu is refusing to fulfill it. A uthorizationwill not help ard the reqes SHOULD
NOT be repeated. the reqeest nethod was ot HEADard the serer wishes to nake public why the reqeest fas rot
beenfulfilled, it SHOULD describe the reasa for the refisal inthe erity. If the serer does rot wishto make this
information available o the cient, the gatus code 404(Not Found) canbe sed instead.
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10.4.5 404 Not Fownd

The seaver has nd found anything metching theRequest-URI . Noindication is given & whether the codition is
termporaryor pernarent. The 410 (Goer) datus code FHHOULD be wsed if the rver knows, through sane internally
corfigurable necharism, that anold resouce is permarertly unavailable ard has ro forwarding address. fiis statis
code is commonly used whenthe serer does ot wishto reweal exactly why the reqest tas beerrefused, or vienno
other reporee is applcabk.

10.4.6 405 Method Not Allowed

The nethod speciifed inthe Request-Line  is nd allowed for the resarce icentified by theRequest-URI . The
respose MUSTinclude anAllow header cotaining a list ofvalid methods br the reqeested resage.

10.4.7 406 Not Accepable

The resairce icentified by the regiest is @ly capbe of generating regmse entities Wwich have catent
characteristics ot acceptable accordirto the accept baders serin the reqest.

Unless it vas a HEAD request, tle respnse SHOUID include anertity containing a list d availabe enity
characteristics anldcation(s) fom which the user ouser agent can chse the me nost agpropriate. The entity
format is speciied bythe media type gven in the Content-Type  header ifeld. Depeding uponthe format ard the
camhilities of the user agent, seleatiaf the nost agpropriate chace MAY be performed autanatically. However,
this specification does nd define anystanard for such autmatic selectia.

Note: HTTP/1.1 serers are allowd to retun resposes vhich are rot acceptable accordirto the accept
headers sdnn the reqest. Insone cases, tis may evenbe preérable to seting a 406respose. User
acerts are enouaged to irspect tie headers ofinincoming respose to deteriine if it is acceptable.

If the respose cold be unacceptable, aser agrnt SHOULD tenporarily stop receipt ofmore data ad query the
user for a decisioron further actiors.

10.4.8 407 Proxy Authentication Required

This cade is similar to 401 (Unauthaized), but indicates that the clientumt first authenticate itselfith the pgoxy.
The proyy MUST retun a Proxy-Authenticate header ifeld (sectiorl4.33) cotaining a ctallerge applicable
to the proxy for the requested resage. The cliert MAY repeat tle reqest with a sutable Proxy-

Authorization header ifeld (sectionl4.34). HTTP access dterticationis explained in “HTTP Authertication
Basic ard Digest Access Attherticatiorn” [43].

10.4.9 408 Reqiest Timeout

The cliert did mot prodice a reqgast within the time that the serer was prepared to @it. The cliert MAY repeat tle
request wthout modifications at anylater tine.

10.4.10 409 Corflict

The reqiest caild nat be completeddue toa canflict with the current statefdhe resarce This cade is anly allowed
in situatins where it is expctedthat the user ight be alle toresdve the caflict andresulmit the regest. The
regporse body SHOULD include erough infamation for the use to recognize the saurce of the conflict. Idealy, the
responseentity would include enough infamation for the use or use agent to fix the problem; however, tha might
not be posible ard is not requred.

Conflicts are nost likely to occur in respnse toaPUT request. For example, if versioning were being usel and the
entity being PUT included clarges to a resawce which corflict with those nade byanearlier (thrd-party) reqiest,
the server nght use the @ resmnse toindicate that it cat’complete the regest. In this case, the raspe entity
would likely cortain a list ofthe differerces betwenthe two versiors in a format defned by the respose
Content-Type

Fielding, et al Stardards Tack [Page 43]



RFC 2616 HTTP/1.1 June, 1999

10.4.11 410 Gone

The requestedresairce is ndonger availake at the server antb forwardng adiress is knan. This candition is
expectedto be consideredpermarert. Clierts with link edting capahbilities SHOULD delete rekrerces tothe
Request-URI after user aproval. If the server des nd know, or has ndfacility to determine, whether @ nat the
condition is permarert, the stats code 404 (Not Found) SHOULD be usedinstead This respnse is cacbabie
unless imicated otkrwise.

The 410 reporse is primarily intended b assist the task of web maintenance bynotifying the recpient that the
resaurce is intentioally unavailabe andthat the serverwners esire that rerate links tothat resarce ke renoved
Such an event is aamon for limited-time, promotional services antbr resairces lelonging toindividuals nolonger
working at tre serer’ssite. It is ot necessaryo merk all permarertly unavailable resouces as gone” or to keep
the mark for anylength d time - that is lef to the dscretion of the server wner.

10.4.12 411 Length Required

The serer refuses to accept ¢hreqeest without a defned Content-Length . The client MAY repeat tle request
if it adds a validContent-Length header ffeld cortaining the length of the message-bodyin the reqes message.

10.4.13 412 Precolition Failed

The grecandition given in me a more d the regiestheactr fields evaluatedo false when it wes testecn the
sener. This respnse cale allows the cliert to place pecanditions on the curent resarrce netainformation (heacer
field das) ard thus preven the reqeged method from being appled to a resurce oher thanthe ore intended.

10.4.14 413 Reauest Entity Too Large

The serer is refising to process a regpst lecawse the request ettty is larger thanthe serer is wilin g or ade to
process. e serer MAY close thle comectionto preert the cliert from cortinuing the reqest.

If the candition is tenporary, the serner SHOULD include aRetry-After header ifeld to irdicate that it is
terporaryard ater what time the cliert MAY try again.

10.4.15 414 Reqiest-URI Too Long

The serer is refising to servce the reqest becase the Request-URI is longer than the server islling to
interpret. This rare cadition is aly likely to occur when a client has iproperly converteda FOST request toa
GET request with long query information, when the client hasedcenad into a URI“black hde” of redrection (e.g.,
a redirected URprefix that poirts to a stfix of itself), or whenthe serer is under attackby a cliert attenpting to
exploit security hdes present in same severs using fixe-length huffers for reading or manipulating theRequest-
URI.

10.4.16 415 Unsupported Media Type

The srver isrefusing to srvice the reqed becase the ertity of the reqed is in a format rot supported bythe
reqeded resurce for the requesed method.

10.4.17 416 Reauested Range Not Satisfiable

A sener SHOULD return a respose with this statis code ifa reqest ircluded aRange requestheader ifeld
(section14.35) , ad none of the rarge-specifier values inthis field owerlap tle curert extert of the selected
resouice, aml the reqeest did ot include anlf-Range requestheader ffeld. (For bye+arges, ths mears that the
firstbytepos ofall of the byterarge-spec \alues were geater tlanthe curert length of the selected resoce.)
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Whenthis statis code is retined for a byterange reqiest, tte respoee SHOUID include aContent-Range
entity-heacer field specifying the current lengthfdhe selectedesairce (see sectinl4.16). This respnse MUST
NOT use the multipart/byteranges contert-type.

10.4.18 417 Expectation Failed

The expectationgiven in anExpect reqestheader ffeld (see sectioh4.20) cold not be net by this sener, or, if
the serer is a proy, the serer has tnambiguous eviderce that the reqeest cold not be et by the rext-hop serer.

105 Server Error 5xx

Resporse state codes beigning with the digt “5” indicate cases iwhich the serer is avare that it hes erred or is
incapable operrming the reqest. Exept vhenrespouing to a HEAD request, tle sener SHOUILD include an
entity containing an exfanation o the erro situation, andwhether it is a teqporary or permanent cadition. User
agerts SHOULD dispgay ary included ertity to the wser. These respnse cales are aplicable to ary request nethod.

10.5.1 500 Internal Server Error

The server enamteredan unexpctedcondition which preventedt from fulfilling the reqiest.

10.5.2 501 Not Implemented

The srver doesnot support the functionality requred to Lifill the reqeg. This is the appropriate rggnse whenthe
server doesnot recoquize he reqed method ard is not capabé of supporing it for ary reource.

10.5.3 502 BadGateway

The serer, while acting as a gteway or prox, received aninvalid resporse fom the ystreamsener it accessed in
attenpting to fulfill the request.

10.5.4 503 Srvice Umavailable

The serer is curertly unable to fandle the reqest de to a terporaryoverloadirg or meinterance ofthe serer.
The implication is that this is a teporary condition which will be alleviatedafter sane delay. If known, the length
of the delayMAY be irdicated ina Retry-After header. Ifno Retry-After is gven, the cliert SHOULD
handle the reporse asit would for a 500 regorse.

Note: The exsterce ofthe 503 statsicode doesat imply that a serer rrust wse it whenbeconing
overloaded. Somseners nay wishto sinply refuse tke comection

10.5.5 504 Gateway Timeout

The serer, while actirg as a gteway or proy, did rot receie a timely respose fomthe ypstreamsener specifed
by the URI (e.gHTTP, FTP, LDAP) or same other awiliary sener (e.g DNS) it reededto access irattenpting to
complete the regest.

Note: Note to implenentors: some depbyed proxes are lnown to return 400 or 500 vuen DNS lookups
time aut.

10.5.6 505 HTTP Version Not Supported

The srver doesot support, or refuses to support, the HTTP protocol version that was used in the reqes message.
The server is inidating that it is undle a unwilling to complete the regest using the saenmgjor versim as the
client, as ascribed in sectio 3.1, other thanwith this erra messa@. The respnse SHOUID contain anertity
de<ribing why that version is not supporied ard what other protocols are sipporied by that server.
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11 Access Authentication

HTTP provides seeral OPTIONAL challerge-respormse athertication mecharisms which canbe sed bya serer to
challerge a cliert request aml by a cliert to provde auherticationinformation. The general framework for access
auhertication and the specifcationof “basic” ard “digest” auhertication are specigd in“HTTP Autherticatiorn
Basic ard Digest Acces Authertication’ [43]. This specificationadoptsthe defnitions of “challenge " and
“credentials " fromthat specifcation

12 Content Negotiation

Most HTTP respnses inclué an entitywhich cantains inbrmation for interpretation by a hunan userNaturally, it
is desiralie tosuply the user vth the ‘best availate” entity corespnding tothe regest. Unbrtunatelyfor servers
ard cacles, rot all users tave the sane prefererces br what is ‘best,” ard not all user ageris are eqdly capable of
rencering all entitytypes. Fa that reasn, HTTP has povisions for several rachanisra for “content negtiation” --
the pocess 6 selecting the ést repesentatia for a given respnse when there are nitiple repesentatias
available.

Note: This is rot called format negotiation” becase tle altermte represdations may be ofthe sane
media type, but usedifferent capabilitie s d that type, be in different languayes, etc.

Any regorse cortaining anertity-body MAY be sibject to regotiation, including error reporses.

There are tw kinds of cortent negotiation which are possible itHTTP: sener-driven and agent-driven negotiation.
These tvo kinds d negdiation are othogonal andthus nay be usedsegratelyor in cambination. One nethod of
combination, referred to as tragparei negotiation, occus whena cacle wses the agent-driven negotiation
information provided by the aigin server in oder to provide serverdriven negatiation for sutsequent reqgests.

121 Server-driven Negotiation

If the selectin o the kest repesentatia for a respnse is nade by an algeithm locatedat the server, it is called
serverdriven negdiation. Selectia is kasedon the availabe repesentatios d the respnse (the dnensions over
which it can vary; e.g. languaye, content-coding, etc.) and the contents d particular header fields in therequest
messae or on other information pertaining totherequest (such as the network address d theclient).

Sener-driven negotiation is adwantageows whenthe algorithm for selectirg from anong the a\ailable represdatiors
is dfficult to describe to the user agentyravhen the serverasires tosendits “best guess” tohe client alag with the
first regporse (hoping to awid the rownd-trip deby of a sibseqlent requed if the “bed guess’ is good emugh fa the
user). Inorder to inprove the serer's guess, tte wser agent MAY include reqest reader ffelds @ccept , Accept-
Language , Accept-Encoding , etc.) vhich describe its preferces br sich a respose.

Sever-driven neyatiation has dsalvantages:

1. Iltisimpossible or the serer to accratelydeternine what might be ‘best” for ary given user, sirce that
would require canplete knavledge d both the caplhilities of the user agent arttle intenéd use or the
regporse (e.g, doeshe wser want to view it on screenor print it on paper?.

2. Having the user agenestrile its calilities in everyrequest can b both veryinefficient (given that aly
a snall percentage bresmnses have mitiple regesentatios) anda ptential vidation of the uses
privacy.

3. It complicates the imlementation of an a@igin server andhe algeoithms for generating resmses toa
regied.

4. It may limit a public cacte’s alility to use the sane respnse br multiple user’s requests.

HTTP/1.1 includes the following request-header fields for enabling sever-driven negoatiation through desaiption of
user agent cagtilities anduser peferencesAccept (secion 14.1),Accept-Charset  (secion 14.2),Accept-
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Encoding (secion 14.3),Accept-Language  (secion 14.4), ad User-Agent (secion 14.43). Hovever, an
origin server is nblimited to these dnensions andMAY vary the respnse tasedon anyaspect d the regest,
including information outside the regestheadckr fields or within extensio heaer fields nat definedby this
specifcation

TheVary headerifeld canbe sed to epress tie paramters the serer wses to select a repregationthat is siject
to saver-driven nggotiation. See section 13.6 for useof theVary header ifeld bycactes an section14.44 br use of
theVary header ifeld byseners.

122 Agent-driven Negotiation

With agentdriven negdiation, selectio of the test repesentatia for a respnse is grformed by the user agent t&fr
receiving aninitial respnse fom the aigin sener. Selectia is basedon a list d the awilade repesemations of the
regporee included within the header ffeldsor enity-body of the initial reporse, with eachrepregrtationidertified
by its own URI. Selectio from armong the repesentatias may be performed autanatically (if the user agent is
capable of doing s or manudly by the use sdecting from a generated (possildy hypertext) menu.

Agent-driven negatiation is alvantageous when the responsewould vary over commonly-usel dimensions @uch as
type, languaye, or encoding), when the origin sever is undle to determine a use agent's @pabilitie s from examining
the reqeest, and generally whenpublic cacles are sed to distribte serer load ad redwce retwork usage.

Agent-driven negotiation suffers from the disadentage of needirg a secod reqiest to obtairthe best alterate
represemation. This secad request is aly efficiert whencachng is used In addition, this specification does rot
define ary mechanism for supporing attomatic selecton, though it dso does nd prevent any sud mechanism from
being developed as an extensivbandusedwithin HTTP/1.1.

HTTP/1.1 defines the 300 (Multiple Choices) ad 406 (Not Accepialde) stats codes for eraling agert-driven
negdiation when the server is uriling or unabe toprovide a varyng respnse using servetriven negdiation.

123 Transparent Negotiation

Trarsparei negotiation is a conbination of bothsener-driven ard agert-driven negotiation. Whena cacle is
suplied with a form of the list d availabe repesentatios d the respnse (as in agerdriven negdiation) andthe
dimensions of variance are completely undergood bythe cacle, ttenthe cacle becoraes capable operforming
serverdriven negdiation on behalf of the aigin server br sulsequent regiests o that resarce.

Transparent negtation has the achntage bdistributing the negtiation work that would otherwise ke recuired of
the orign sener ard also reroving the secod request delayof agent-driven negotiation whenthe cacle is able to
correctlyguess tle right respose.

This specification does nd define any mechanism for transparent negotiation, though it dso does nd prevent any
siech mecharism from being developed as axersion that codd be sed within HTTP/1.1.

13 Caching in HTTP

HTTP is typically used for distributed iformation systens, where perbrmance canbe inproved bythe wse of
respoise cachs. The HTTP/1.1 protocol icludes a mmber ofelenerts interded to nake cacling work as vell as
possible. Bcase tlese elerarts are imxtricable fom other aspects ofhe protocol, ad becase tley interact vith
eachother, it is useful to describe ta basic cadhg desig of HTTP separatelyjrom the detailed descriptiaof
methods, leaders, respse codes, etc.

Caching would be seless ifit did not significartly improve perbrmance. The goal of caching in HTTP/1.1 is to
eliminate tte reed to sethrequests inmany cases, ahto elininate tte reed to sethfull resporses inmany other
cases. e former redwees tie rumber of network round-trips requred for many operatios; we use an“expiration”
mechanism for this pupose (see sectialB.2). The latter redaes rtwork bardwidth requremerts; we use a
“validation” mechanisnfor this purpose (see sectin13.3).
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Reaquirements br performance, availaliity , anddiscannectedoperation require us tobe alde torelax the gal of
senantic trarsparercy. The HTTP/1.1 protocol allows origin seners, cachs, ad clients toexplicitly reduce
transparey whennecessaryHowever, becasge ron-trarspareh operationmay corfuse ron-expert sers, ad mght
be incompatible with certain server gications (such as ttse for ordering merchandse), the potocol requires that
transpareiy be relaxd

« only by anexplicit protocotlewvel reqied whenrelaxed by client or origin server
< only with anexplicit warning to the erd user whenrelaxed by cacle or clien
Therebre, the HTTP/1.1 protocol proies tlese inportart elenerts:

1. Protocol features thatnpvide full serrantic transgrencywhen this is regired by all parties.

2. Protocol features that alle an aigin server o user agent texdicitly request andcontrol non-transgarent
operaton.

3. Protocol eatues that allowa cacle to attactwarnings to resposes tlat do rot presere the reqested
approximation of senmantic transrency

A basic principle is that it nust be possitle for the clients taletect anypotential relaxatio of senantic transjrency

Note: The serer, cacle, a cliert implemertor might be facedwith design decisians rot explicitly discussed
in this specification. If a decision might dfect semantic transparency, theimplementor ought toerr on the
side ofmaintaining trarsparecy unless a caref ard conplete amalysis stows sigificart berefits in
brealing trarspareiy.

13.1.1 Cache Correctness

A correct cack MUSTrespou to a reqaest wth the nost Lp-to-date respose leld by the cacle that is appropriate
to the reqgest (see sectis 13.2.5, 13.2.6, and13.12) which meets me d the bllowing canditions:

1. It has beerchecked for equvalence with what the origh sener would have returned byrevalidating the
respnse wth the aigin server (sectio 13.3);

2. ltis “fresh enough” (see section 13.2). In the default case, this neans it meets theleast restrictive freshness
requremert of the cliert, origin sener, aml cacle (see sectiofh4.9); ifthe orign sener so specigs, it is
the freshness reqiremert of the orign sener alore.

If astaed responseis na “fresh enough” by the most restrictive freshness equirement of both theclient
ard the aigin sener, incarefillly consideredcircumstarces tke cacle MAY still return the respnse with
the approprte Warning header (se ®cion 13.1.5 ad 14.46), nless such a reporse is prohbited (e.qg,
by a “no-store " cache-directive, or bya “no-cache " cache+reqlestdirective; see sectioh4.9).

3. Itisanappropréte 304 (NotModified), 305 (Prox Redireci), or error (4x or 5xx) regporse message.

If the cacle cannot conmunicate with the orign sener, ttena correct cach SHOULD respom as abog if the
respoise carbe correctlysened fomthe cacle; if not it MUST retun anerror or varning indicating that there was
a conmunicationfailure.

If a cacle receies a respose (eitler anertire respose, or a 304Not Modified) respose) that it would normally
forward to tte reqeestirg cliert, ard the receied respose is 0 longer fresh the cacle SHOULD forward it to tte
requesting client vithout adding a newwVarning (but without removing any existing Warning headers). Acacle
SHOULD NOT attenpt to revalidate a respnse sinply becase that respnse ecane stale irtrarsit; this might lead
to aninfinite loop. Auser agrt that receies a gale reporse without aWarning MAY displaya warning
indication to the user.
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13.1.2 Warnings

Whenevera cacheaturns a esponse that is neithdirst-handnor “fresh enaigh” (in the sensefaondition 2in
section13.1.1), it MUSTattacha warning to that efect, ising aWarning general-header. ie Warning header
andthe currentlydefinedwarnings are dscribed in sectio 14.46. The warning allows clients totake apropriate
action.

Warnings MAY be wsed for other purposes, botlcacterelated ad otherwise. The use ofa warning, rather thanan
error staus ®de, distinguish thee responses from true failures.

Warnings are assiged three digt warn-codes . The first digt indicates vinether the Warning MUST or MUST
NOT be deletedrbm a stored caaherry after a sacesstl revalidation:

1xx Warnngs that desribe he frediness or revalidation status of the reporse, ard 0 MUST be deéted ater a
successfl revalidation. IXX warn-codes MAY be ¢enerated bya cacle oy whenvalidating a cacled etry.
It MUST NOT be gnerated by clients.

2xx Warnings that desribe osme agect ofthe erity bodyor ertity headerghat isnot rectified bya re\alidation (for
exanple, a losy conpression of the erity bodied ard which MUST NOT be deleted &ér a siccesful
revalidation.

See sectio 14.46 for the dfinitions d the cales thenselves.

HTTP/1.0 cactes wil cache allWarnings in respnses, vithout deleting the mes in theifrst categoy. Warnings
in respomses tlat are passed to HP/1.0 cacles carryanexrawarning-date  field, which prewents a fiture
HTTP/1.1 recipiemfrom believing anerroreously cacledWarning .

Warnings dso carry awarning text. The text MAY be in any appropriate naural languaye (perhaps based on the
client'sAccept headers), athinclude anOPTIONAL indicationof what character set issed.

Multiple warnings MAY be attactedto a respnse (eitler by the aigin sener a by a cacle), ircluding multiple
warnings with the sare code nunber. Far exanple, a server ight provide the samwarning with texts in loth
English axd Basque

When multiple warnings are attache a respnse, it might nd be practical o reasmable to dispay all of themto
the user. Tis version of HTTP does nd specify strict priority rules br decidng which warnings todispgay andin
what order, but does suggst same heuristics.

13.1.3 Cache-control Mechanisns

The basic caahmechansmsin HTTP/1.1 (serer-specifed expirationtimes aul validators) are imlicit directives to
cactes. Insone cases, a seev or cliert might need to proide explicit directives to tle HTTP cacles. We use the
Cache-Control  header 6r this pupose.

The Cache-Control  header allowa cliert or serer to tramsnit a variety of directives ineither requests or
respoises. hese directies tyically override thke debult caching algorithms. As a general rde, if there is ag
apparent canflict between heaer values, the ost restrictive intergetatian is alied (that is, the pe that is rost
likely to presene senantic trarsparercy). However, in same cases, ca@hcontrol directives are eglicitly specified
as wealening the approimation of senantic trarsparey (for exanple, “max-stale " or “public ").

The cacle-cortrol directives are described metail insection14.9.

13.1.4 Explicit User Agent Warnings

Many user agerts meke it possible ér users to oerride tle basic cadhg mechansms. For exanple, the wser agent
might allow the wser tospecify that cacled ertities (ewen explicitly stale mes) are aver validated Or the wser agert
might halitually add “Cache-Control: max-stale=3600 " to everyreqest. The wser agent SHOULD NOT
default to either ron-transparem betavior, or belavior that resits in abrormally ineffective cacling, bu MAY be
exgicitly configuredto do soby an exficit action of the user.
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If the wser has overridden the besic cacling mechanisms, the wser agernt SHOULD explicitly indicate tothe user
wherever ths reslts in the displayof informationthat night not meet the serer’s trarspareiy requremerts (in
particular, if the dspgayed entity is known to be stale). Since therptocol normally allows the user agent to
determine if respnses are stalermat, this indcation needonly be dispayed when this actualhhagens. The
indicaion need ot be a dalog box; it coud be aricon (for exanple, a ptture ofa roting fish) or ome other
indicabr.

If the wser has owerriddenthe cacling mechanismsin a way that would abrormally redice the efectiveress of
cactes, tte wser agent SHOULD cortinually indicate tlis state to tb user (for exanple, bya displayof a pictue of
currercy in flames) so tht the wser does ot inadwertertly corsume excess resaees or stfer from excessie
latency

13.1.5 Exceptions to the Rules and Warnings

In sone cases, th operator ok cacle MAY choose to cofigure it to retun stale respases eenwhennot reqested
by clients. This decisian ought nd be made lightly, but may be necessarfor reasms d availahlity or performance,
egeciallywhenthe cacle ispoorly comected to tk orign server. Wrenever a cach retuns a sale reporse, it
MUST mark it as seh (using aWarning header) eabling the cliert sotware to alert tie wser that there night be a
potertial probem

It also allovs the wser agert to tale steps to obtaia first-hand or freshrespose. For tis reasona cacke SHOULD
NOT return a stale respse ifthe client expicitly requests aifst-handor fresh e, unless it is iosside to
comply for techical or policyreasos.

13.1.6 Client-control led Behavior

While the orign sener (ard to a lesser dgrt, intermediate cacks, bytheir cortribution to the ag ofa respose) are
the primary souce ofexpirationinformation in sonme cases th client might need to cotrol a cacle’s decisiorabou
whether to retun a cacled respose wthout validating it. Clients do ths using seweral directives ofthe Cache-
Control header.

A client’s request MAY specify the naximum age it is villing to accep of an unvaliditedresponse; sgcifying a
value of zero brces tle cacle(s) to redidate all resposes. Acliert MAY also specif the minimum time renaining
before a respose eyires. Both of these optiomincrease cosiraints onthe belavior of cacles, ad so canot further
relaxthe cacle’s approimation of senantic trarspareny.

A cliert MAY alsospecify that it will acce stale respnses, p to sane maximum anount of staleress. Tis loosens
the corstraints onthe cacles, ad so might violate tke orign sener’s specifed corstraints onsenantic trarsparegy;,
but might be recesary to support disonnected operatigror high availability in the face ofpoor comectivity.

132 Expiration Model

13.2.1 Server-Specified Epiration

HTTP caching works best veen cacles carertirely awid meking reqiests to tk orign sener. The primary
mechanisnfor avdding reglests is ér an aigin server taprovide an exficit expiration time in the fiture, indcating
that a respase MAY be wsed to satisf sibseqent reqests. Inother words, a cach canretun a freshrespose
without first cantacting the server.

Our expectation is that servers Wassign fiture exgicit expiration times torespnses in the dief that the entitys
not likely to charge, in a semantically significart way, before the expirationtime is reachd. This normally preseres
senantic trarspareiy, as loig as tle serer’s expirationtimes are carefly chosen

The expirationmecharism applies oly to resposes takn froma cacle amd not to first-hand resposes brwarded
immediatelyto the regesting client.
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If anorigin sener wishes to brce a serantically trarspareh cacte to \dlidate eery request, it MAY assig an
explicit expirationtime inthe past. his mears that the respose is alvays stale, ad so tte cacle SHOULD validate
it before using it br sulsequent regests. See sectial4.9.4 for a nore restrictive \ay to force revaliction.

If anorigin sener wishes to brce aly HTTP/1.1 cacle, ro matter bow it is corfigured, to \alidate eeryreqiest, it
SHOULD use the “must-revalidate " cache-cortrol directive (see sectioh4.9).

Servers sgcify exdicit expiration times using either thExpires header, or tamax-age directive d the
Cache-Control  header.

An expirationtime camot be sed to brce a ger agrn to refeshits displayor reload a resaae; its serantics apply
only to cacling mechanisms, ard sich mechanisms need oy checka resotce’s expiration statis whena rew
request br that resarrce is intiated See sectio 13.13 for anexplanation of the dfferernce ketweencactes anl
history mechansms.

13.2.2 Heuristic Expiration

Since orign seners do ot always provide exlicit expirationtimes, HTTP cacles tyically assign heuristic
expirationtimes, employing algorithms that use other header @lues (swh as tte Last-Modified time) to
estimate a plagible exypirationtime. The HTTP/1.1 specifcationdoes ot provide speciit algorithms, bu does
impose worst-case castraints o their results. Since heuristic @rgtion times night canpromise serantic
transparency, they ought tousel cautiously, and we encourage origin severs toprovide explicit expiration times as
much as possible.

13.2.3 Age Calculations

In order to kow if a cacled eftry is fresh a cacle reeds to kow if its age exceeds itsresmess lifetime. We disciss
how to calcuate the latter insection13.2.4; tlis sectiondescribes tw to calculate tte ag ofa respose or cacé
ertry.

In this discission we use the term“now” to mean*“the curert value ofthe clockat tre host perbrming the
calculation.” Hosts that use HTP, but especially hosts unning aigin sewvers andcaches, SHOUD use NP [28]
or sone similar protocol to sychronize their clocks to a dobally accuate time stamlard.

HTTP/1.1 requires aigin servers tsendaDate header, ifpossible, vith every respose, gving the time at vhich
the respose was enerated (see sectiotd.18). We use the term“date_\alue” to derte the value ofthe Date
heackr, in a brm appropriate for arithrretic operations.

HTTP/1.1 westhe Age respoiseheader to covey the estinated ag ofthe respore nessag@ whenobtaired from a
cacte. The Age field value is the cacle’s estinate ofthe anount of time sirce the respoee vas generated or
revalidatedby the aigin server.

In essene, the Age value is the sum of the time that the respoge tas beerresidenin eachof the cacles alog the
path from the aigin server, pus the arount d time it has leen in transit alog netvork paths.

We use the term“age_value” to derote the value ofthe Age headtr, in a brm appropriate for arithnetic operations.

A respose’s age canbe calclated intwo ertirely indepemlen ways:

1. now minus dite_value, ifthe lccal clack is reasaally well synchranizedto the aigin servers clock. If the
resut is negative, the resit is replaced byero.

2. age \wdue, if all of the cacles alog the respose pathimplement HTTP/1.1.

Given that we have two indepermert ways to conpute the ag ofa respoge whenit is receied, we canconbine
these as

corrected_received_age = max(now - date_value, age_value)
ard as loig as ve have either rearly synchronized clocls or alllHTTP/1.1 patls, ore ¢ets a reliable (cosenative)
result.
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Because ofnetwork-imposed delay sone significart interval might pass beteenthe time that a serer generates a
respoise anl the time it is receied at the rext outbound cacle or clien. If uncorrected, tis delaycodd restit in
improperl low ages

Becase tte reqeest that resited inthe retuned Age value nust have ben initiatedprior to thatAge vaue's
generation, we cancorrect br delays imposed bythe retwork by recordirg the time at which the reqeest vas
initiated Then, when anAge value is receied, it MUST be interpretedrelative tothe time the reaiest vas intiated,
not the time that the respore was receied. This algorithm resuts in corservative belavior no matter how much
delayis experierced. So, w conpute:

corrected_initial_age = corrected_received_age
+ (now - request_time)
where ‘request_time” is the time (accordig to the local clock whenthe reqest that elicited tlis respose was sen

Sumnmary of age calcuation algorithm, whena cacle receies a respose:

/*
* age_value
* is the value of Age: header received by the cache with
* this response.
* date_value
* is the value of the origin server's Date: header
* request_time
* is the (local) time when the cache made the request
* that resulted in this cached response
* response_time
* is the (local) time when the cache received the
* response
* now
* is the current (local) time
*/
apparent_age = max(0, response_time - date_value);
corrected_received_age = max(apparent_age, age_value);
response_delay = response_time - request_time;
corrected_initial_age = corrected_received_age + response_delay;
resident_time = now - response_time;

current_age = corrected_initial_age + resident_time;
Thecurrent_age of a cack enry is calcuated byaddirg the anount of time (in secouls) sirce the cacle eriry
was last validitedby the aigin server tahecorrected_initial_age . Whena reporse is generated froma

cacte ernry, the cacle MUST include a sigle Age header ifeld inthe respore with a value equal to the cacle
ertry's current_age

The presece ofanAge header ifeld ina respoge inplies that a respose is ot first-hand. However, the corverse is
not true, since the lackof anAge header ifeld ina respoge does ot imply that the respoage is frst-hand unless all
cactes alomg the request pathare corpliant with HTTP/1.1 (i.e., older HTP cactes did mt implemert the Age
header ffeld).

13.2.4 Expiration Calculations

In order to decide hether a respose is feshor stale, v need to corpare its feshess lifetime to its ag. The ag is
calculatedas a@scribed in sectiom 13.2.3; this sectio describes haw to calculate theréshness Idtime, andto
deermine if a reporse has expired. Inthe discussion belbw, the valuescanbe represrted in ary form approprate
for arithrretic operations.

We use the term“expires_value " to denote the value btheExpires header. V¢ use the term
“max_age_value " to derote anappropriate &ue ofthe rumber ofsecouls carried bythe “max-age” directive
of the Cache-Control  header ina respoge (see sectioi4.9.3).

The mex-age directie takes priority over Expires , so ifmax-age is presenin a respose, tte calclationis
simply:
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freshness_lifetime = max_age_value
Otherwise, ifExpires is present in the regmse, the calculatiois:

freshness_lifetime = expires_value - date_value
Note that neitherfothese calculatius is vulnerake toclock skew since all 6 the inormation canes from the aigin
sewer.

If none of Expires , Cache-Control: max-age , or Cache-Control: s-maxage (see €cion 14.9.3)
appears irthe respogse, ad the respose does ot include otter restrictiors on caching, the cacle MAY conpute a
freshness lifetime wsing a teuristic. The cacle MUST attachwarning 113 to ary respose whose ag is nore than
24 haurs if sud warning has nd aready been added.

Alsg, if the response aes have d ast-Modified time, the heuristic expirationvalue SHOULD be ro more than
same fraction of the interval since that tien A typical setting 6this fraction might be 10%.

The calculation to determine if a respnse has expedis quite sinple:
response_is_fresh = (freshness_lifetime > current_age)

13.2.5 Disambiguating Expiration Values

Becaise eypirationvaues are assiggd optinistically, it is possible dr two cacles to cotain freshvalues br the
sare resoulce that are diferent.

If a cliert performing a retrieal receives a ron-first-hand respose br a reqest that was alreadyfreshin its own
cacte, aml the Date header inits exsting cacle eriry is newer thanthe Date on the newespnse, then the client
MAY ignore the respnse. Ifsg it MAY retry the regeest with a “Cache-Control: max-age=0 " directive (see
section14.9), to érce a cleckwith the orign sener.

If a cacle hes two freshresposes or the sane represetationwith different validators, it MUSTuse the ore with the
more recehDate header. This Stuationmight arise becage the cacle ispooling regporses from other cacles or
becawse a cliehhas asled for a reload or a relidation of anapparetly freshcacte eriry.

13.2.6 Disambiguating Multiple Respmses

Because a clientimght ke receiving esponses via miltiple paths, sothat sane responses fow through ane set 6
caches andtherresponses fow through a dfferent set & caches, a clientight receive esponses in an er
different fromthat in which the orign sener semthem We would like the cliert to use the nost recetly generated
respnse, even iblder respnses are still guarently fresh.

Neither the entityag na the expration value can inpose an odering on resmnses, since it isgsside that a later
respnse intentimally carries an earlier exation time. The Date values are ordered to aagularity of ore secod.

Whena client tries to re@lidate a cacé erry, ard the respoage it receies conains aDate header tht appears to be
older thanthe ane for the exsting ertry, thenthe clien SHOULD repeat the reaqiest unconditionally, ard include

Cache-Control: max-age=0
to force ary intermediate cacés to @idate tteir copies directlyith the orign sener, or

Cache-Control: no-cache
to force ary intermediate cacbs to obtaira rew copyfromthe orign sener.

If the Date values are ecal, thenthe clien MAY use eitter respoge (or MAY, if it is beirg extremely prudert,
request a newespmnse). Servers MUSNOT depend on clients keing alie to chase deterministically between
respnses generateduring the sara secad, if their expration times werlap

13.3 Validation M odel

Whena cacle tes a stale dny that it would like to 1se as a respae to a clietis request, it frst hes to cleckwith
the aigin sener (a possidy anintermedate cack with a freshresmnse) tosee ifits cacled ertry is still usabe. We
call this “validating” the cacle erry. Since we do not want to have to pay the overheadof retrarsmitting the full
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regoree if the cacled ertry is good, aml we do rot want to paythe owerhead ofanextra rownd trip if the cacled
erry is invalid, the HTTP/1.1 protocol apportsthe use of corditional methods

The key protocol Batuesfor supporting corditional methodsare tlose corcerred with “cache validators.” Whenan
origin sener generates adll resporse, it attachs sora sort ofvalidator to it, which is kept with the cacle erry.
Whena cliert (user agrt or proxy cacte) mekes a caditional request br a resarce for which it has a cach erry, it
includes tre associatedalidator inthe reqeest.

The server then checks that valid against the current valdir for the entity and if theymatch (see sectio
13.3.3), it repordswith a gecial $atus code (gually, 304 (Not Modified)) am no ertity-body. Otherwise, it retuns
a full resporse (including ertity-body). Thus, we awid trarsmitting the full regporse if the validator nmetches, ard we
avad an extra randtrip if it does nd match.

In HTTP/1.1, a canditional request laks exactlythe sare as a namal request br the sare resairce, excepthat it
carries a secial headr (which includes the validta) that inplicitly turns the rethod (usually GET) into a
conditional.

The protocol includes toth positive ard negative seses d cacle-validating conditions. That is, it is psside to
request either that a @hod be performed if andonly if a valicatar matches o if andonly if no validatars metch.

Note: a respnse tlat lacks a \alidatar may still be cacled, ard sened from cacte until it expires, uless
this is explicitly prohibited by a cacle-control directive. Hovever, a caclke camot do a canditional retrieval
if it does nd have a validtar for the entity which means it vill not be refreshalbe ater it expres.

13.3.1 Last-M odified Dates

The Last-Modified ertity-heacer field value is dtenusedas a caohvalidatar. In simple terns, a cach enry is
consideredto be valid if the entityhas no been nodified since thd_ast-Modified vaue.

13.3.2 Entity Tag Cacte Validators

The ETag respnseheacer field value, anertity tag provides br an“opague” cacle validatar. This might allow
more reliabe validation in situatios where it is incavenient tostae nodification dates, where the oesecad
resdution of HTTP date values is nosufiicient, o where the dgin server vishes taavadd certain gradoxes that
might arise fomthe wse of modificationdates.

Entity Tags are dscribed in section 3.11. The headrs usedvith entitytags are escribed in sectioms 14.19, 14.24,
14.26ard 14.44.

13.3.3 Weak and Strong Validators

Since oth origin seners anl cacles wil compare tw validatars todecice if they represei the sane or different
ertities, one rormally would expect ttat if the enity (the ertity-body or ary ertity-headery changes in ary way, then
the assoiatedvalidatar would change as @l. If this is true, then wicall this validatar a “strong validatar.”

However, there might be cases hena serer pregrs to clarge the validator orly on senantically significart
changes, andat when insignifcant aspcts d the entitychange. Avalidatar that dbes nd always change \en the
resouce clanges is a Weakvalidator.”

Entity tags are nonally “strong validatas,” but the potocol provides a nechanisnto tag an entityag as tveak.”
One can think ba strang valicatar as ame that changeshenever theits of an entitychanges, hile a weak value
changes Wwenever the maning 6 an entitychanges. Aernatively one can think ba strang valicatar as fart of an
identifier for a sgecific entity, while a weak valichtar is part of an icentifier for a set & senantically equivalent
entities.

Note: Ore exanple ofa strom validator is aninteger that is ircremernted instable storag ewery time an
entity is changed
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An entity s modification time, if representedvith one-secand resdution, cauld be a weak validatar, since it
is possible tht the resouce mght be modified twice duing a sirgle secod.

Support for weakvalidatorsis optiorel. However, weakvalidatorsallow for more eficiert cacling of
equvalent objecs, for exanple, a lit counter ona ste is probaby good emugh if it is uplated every few
days or weels, ard ary value duing that period is likely “good emugh” to be equivalent.

A “use” ofa alidator is eitler whena cliert generates a regest aml includes tle validator in a validating header
field, or vhena serer conpares tvo validators.

Strorg validators are sable inary cortext. Weakvalidators are oly usable incortexts that do ot depeid on exact
equality of an entity Far exanple, either kinds usale for a canditional GET of a full entity. However, aly a strang
validatar is usalte for a subrange retrieval, sinceteervise the client nght endup with an internallyinconsistent
entity.

Clients MAY issue sirple (nan-subrange) GETrequests vith either weak valicgitas a strang validatas. Clients
MUST NOT use weakvalidators inother forms ofreqiest.

The anly function that the HTP/1.1 protocol defines a validatars is canparism. There are tw validatar
comparisonfunctions, depeuing onwhether the conparisoncortext allows the wse of weakvalidators or iot:

e The strong canparisan function: in arder to be consideredequal, oth validatars MUST be identical in
everyway, ard bothMUST NOT be weak

e The weakconparisonfunction: in order to be casidered eqdl, bothvalidators MUSTbe idetical in every
way, but either @ both of themMAY be taggedas ‘weak” without affecting the result.

An entitytag is strag unless it is eXjeitly taggedas weak. Sectin 3.11 gives the sytax for entity tags.
A Last-Modified time, when usedhs a validtar in a reguest, is inplicitly weak unless it isgsside todeduce
that it is strmg, using thedllowing rules:

e The valicatar is being canparedby an aigin server tahe actual current valia for the entityand

e That aigin server relialy knows that the assmatedentity did nat change tice during the secnd covered
by the preseted \alidator.

or
e The validatar is alout to be usedby a client in arif-Modified-Since or If-Unmodified-Since
heacer, kecause te cliert has a cach enry for the assoiatedertity, ard
e That cacle enry includes aDate value, vhich gives the tira when the oigin server sent theriginal
regporse, ard
e The presetedLast-Modified time is at least 60 secds bebre the Date value.
or

e The walidator is beig conpared byanintermediate cach to the validator stored irits cacte erry for the
entity, and

e That cacle enry includes aDate value, vhich gives the tira when the oigin server sent therigiinal
regorse, ard

e The presetedLast-Modified time is at least 60 secds bebre the Date vaue.

This method relies an the fact that iftwo different respnses vere sent iy the aigin server dring the sarma secad,
but both had the same Last-Modified time, trenat least oa ofthose respases vould have aDate value eqal
to its Last-Modified time. The arhitrary 60-secand limit guarcs against thegssilility that theDate ard
Last-Modified values are gnerated fom differert clocks, or at sorawhat differert times duing the preparation
of the respnse. An implementation MAY use a value larger tha® 8ecands, if it is believedthat ® secmds is t@
shat.
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If a client vishes taperform a subrange retrieval wa value ér which it has oly alLast-Modified time ard no
opaque validatar, it MAY do this aly if theLast-Modified time is strag in the senseedcribed here.

A cacte or orign server receivng a coritional requed, other thana full-body GET reqies, MUST use the grong
comparism function to evaluate the awlition.

These riles allowHTTP/1.1 cacles aul clierts to safly perform sib-rarge retrievals onvalues ttat rave been
obtained fromHTTP/1.0 srvers

13.3.4 Rulesfor Whento Use Entity T agsand Last-M odified Dates

We adopt aet of rulesard reconmendatiors for origin servers cliernts, and caclesregarding whenvarious validator
types aught tobe used, and for what purposes.

HTTP/1.1 origin servers:

e SHOULD serd anertity tagvalidator unless it is ot feasilbe to generate ae.

e MAY send a weakertity taginstead ofa grong ertity tag if performance corsideratiors support tre wse of
weak entitytags, o if it is unfeasibbe to senda strang entitytag.

e SHOULD serd alLast-Modified value ifit is feasilbe to sendone, unless the riskf@ breakdwn in
senantic trans@rencythat caild result fom using this dte in anlf-Modified-Since header would
lead b serious problers.

In other words, the peferredbehaviar for an HTTP/1.1 origin server is tasendboth a strang entitytag andal ast-
Modified vaue.

In order to be legal, a strog entitytag MUSTchange Wenever the ass@atedentity value changes in arway. A
weakertity tag SHOULD charge wherever the assoiatedertity changes ina serantically significart way.

Note: inorder to proide senantically trarsparemh cacling, anorigin sener must awid retsing a specifc
strong entitytag value ér two different entities, breusing a sgcific weak entitytag value ér two
senantically different entities. Cache entriesght persist for arkitrarily long periods, regardess d
expiration times, sat might be inappropriate toexpect that a cach will never again attenpt to validate an
entryusing a validtar that it dotainedat sane point in the @st.

HTTP/1.1 clients:

e If anertity taghas beenprovided by the aigin sener, MUST use that erity tagin ary cacle-conditiona
reqed (using If-Match or If-None-Match ).

e |If only aLast-Modified value has beerprovided bythe orign sener, SHOULD use that value in non-
stbramge cacle-conditional requests (sing If-Modified-Since ).

e If only aLast-Modified value has beerprovided byanHTTP/1.0 orign sener, MAY use that value in
stbramge cacle-conditional requests (ging If-Unmodified-Since }). The wser agert SHOULD
provide a vay to disable tls, in case ofdifficulty.

< If both an entitytag anda Last-Modified value have beenprovided bythe orign sener, SHOUID use
both validatars in cacke-conditional requests. This allows both HTTP/1.0 ard HTTP/1.1 cactes torespnd

appropréately.
An HTTP/1.1 origin sener, yon receiing a caditional request that includes toth a Last-Modified date (e.g, inan
If-Modified-Since or If-Unmodified-Since heactr field) andone a more entitytags (e.g., in al-

Match , If-None-Match | orilf-Range header ifeld) as cach validators, MUSTNOT retun a respogse stats
of 304 (Not Modifed) wless doing so is corsistert with all of the cortitiona header ffeldsin the reqes.

An HTTP/1.1 cacling proxy, upon receivng a canditional request ttat includes toth a Last-Modified date ard one
or more enity tags as cach validatars, MUSTNOT retun a locally cacled respnse tothe cliert unless tlat cacled
respnse is casistent\ith all of the canditional heaér fields in the regest.
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Note: The general pnciple behind these rules is that HP/1.1 servers andlients shald transnit as nuch
non-redundart informationas is agilable intheir resposes ad reqlests. HTTP/1.1 systens receivng this
information will make the nost canservative assmptions alout the validatars they receie.

HTTP/1.0 clients ard cacles will ig nore erity tags. Gererally, lastmodified values receied or used by
these g/stens will support trarsparert ard efficiert caching, ard 0 HTTP/1.1 orign serversshould provide
Last-Modified values. Inthose rare caseshare tte wse of aLast-Modified value as a dlidator by
an HTTP/1.0 systemcauld result in a serigs roblem then HTTP/1.1 origin servers shdd nat provide
ore.

13.3.5 Non-validating Conditionals

The principle behind entity tags is th& only the sevice author knows the samantics o aresource well enough to
select arappropriate caehvalidation mecharism, ard the specifcationof ary validator conparisonfunction more
complex than lyte-equality would open upa can 6 worms. Thus, canparisns d anyother headrs (exceplLast-
Modified , for compatibility with HTTP/1.0) are rever used for purposes d validating a cacle erry.

134 Response @cheability

Unless specitally corstrained by a cacle-cortrol (section14.9) directie, a caclmg systemMAY always store a
sweecesstl respose (see sectioh3.8) as a caehertry, MAY return it without validation if it is fresh ard MAY
retun it after siccesstl validation. If there is ®ither a cach validator ror anexplicit expirationtime associated
with a respoge, ve do rot expect it to be caddd, bu certaincactes MAY violate ths expectation(for exanple,
when little a no network connectivityis availalbe). A client can usuallyletect that such a regpse vas taken fom a
cacte byconparing the Date header to th curert time.

Note: sone HTTP/1.0 cacles are kown to violate this expectationwithout providing any Warning .

However, in sane cases it nght be inappropriate for a cacle toretainanertity, or to retun it in respnse toa
subseqgent request. This might be becase absolte senantic trarsparegy is deened recessaryy the serice
auhor, or becase ofsecuity or privacy corsideratiors. Certain cacle-cortrol directives are terere provded so
that the serer canindicate tlat certairresairce etities, a portions thered, are rot to be cacted regardless d other
corsideratiors.

Note that sectioril4.8 rormally prewerts a slared cach from savng ard retuning a respose to a preious reqiest if
that reqeest ircluded anAuthorization header.

A regorse received with a gatus code 0f200, 203, 206, 300, 301 or 410 MAe gored bya cacle ard used in
replyto a sbsegent reqiest, sbject to tle expirationmecharnism, unless a cadcortrol directive prohibits
caching. However, a cacke that doesot support the Range and Content-Range  headers MUSTNOT cacle 206
(Partial Cantent) respnses.

A regorse received with any other satus code (e.ggatus codes302 aml 307) MUS NOT be retuned ina replyto
a sibsequent request wnless tiere are cadhcontrol directives @ arother heacer(s) that explicitly allow it. For
exanple, these irlude the following: anExpires header (sectiod4.21); a fnax-age ", “s-maxage ", “must -

revalidate , “proxy-revalidate , “public " or “private " cache-cortrol directive (sectiornl4.9).

135 Constructing Responses FronCaches

The pupose ofanHTTP cacle is to store iformationreceiwed in respose to regasts or use inrespouling to
future reqeests. Inmany cases, a caehsinply retuns the appropriate parts af respoge to tle reqester. However,
if the cacle Iolds a cach eriry based ora prevous respose, it mght have to conbine parts ofa rew respose wth
what is keld in the cacle eriry.
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13.5.1 End-to-end and Hop-by-hop Headers
For the pupose ofdefining the belavior of cactes anl non-caching proxes, we divide HTTP headers ito two
categries:

« Endto-end heaars, vhich are transnitted to the ultinate recipent d a reqiest o respnse. Eneto-end
heackers inrespnses MUSTbe staed as @rt of a cacle eriry ard MUST be trarsmitted in ary respnse
formed foma cacle eriry.

* Hop-by-hop headers, Wich are nearingful only for a sirgle trarsportievel comection ard are ot stored
by cacles or brwarded byproxes.

The following HTTP/1.1 hkeaders aredp-by-hop headers:

e Connection
e Keep-Alive
e Proxy-Authenticate
e Proxy-Authorization
e TE
e Trailers
e Transfer-Encoding
e Upgrade
All other headers défied by HTTP/1.1 are ed-to-end headers.

Other hop-by-hop readersMUST be lsted in aConnection  headr, (sectia 14.10) to be introducedinto
HTTP/1.1 (or later).

13.5.2 Non-modifiable Headers

Sone featues ofthe HTTP/1.1 protocol, sch as Digest Authertication depel onthe value of certainerd-to-end
heackers. Atrarsparert proxy SHOULD NOT modify anerd-to-end heacer wnless tle definition of that header
requires a specifically allows that.

A trarsparemproxy MUST NOT modify ary of the following fields ina reqest or respose, ad it MUST NOT add
ary of these felds if not alreadypresett

e Content-Location
e Content-MD5
e ETag
e Last-Modified
A trarsparenproxy MUST NOT modify ary of the following fields ina respose:
e Expires

but it MAY add aiy of these felds if not alreadypresen If anExpires header is added, it MUSBHe gven a field-
value icentical tothat d theDate header irthat respose.

A proxy MUST NOT modify or add ag of the following fields ina nessa@ that corains the no-transform
cacte-cortrol directive, or inary request:

e Content-Encoding
 Content-Range
e Content-Type
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A non-trarspareih proxy MAY modify or add tlese felds to a ressa@ that does ot include no-transform | bu
if it doesso, it MUST add a Warimg 214 (Trarsformation appled) if one doesnot alreadyappearn the nessage
(see ecion 14.46).

Warning: unnecessarynodificationof erd-to-end headers nght calse atherticationfailures if strorger
auherticationmechansms are irtroduced inlater versiors of HTTP. Swch authertication mechansms
MAY rely onthe values ofheader ifelds rot listed fere.

The Content-Length  field ofa reqest or respose is added or deleted accogito the rues insectiond.4. A
transparent proxy MUST pre®rve the erity-lergth (section7.2.2) ofthe enity-body, although it MAY changethe
trarsferdergth (section4.4).

13.5.3 Combining Headers

Whena cacle mekes a \alidating request to a sewer, arl the serer provdes a 304Not Modified) respose or a 206
(Partial Contert) respose, tie cacle thencorstructs a respose to sed to the reqeestirg cliert.

If the gatus code is304 (Not Modifed), the cacle wsesthe enity-body stored inthe cacle erry asthe ernity-body of
this autgoing respnse. Ifthe status ate is 206 (Partial Cantent) andheETag or Last-Modified headers rach
exactly, the cacle MAY combine the corterts stored irthe cacle enry with the rew corterts receied in the
regporse ard use the resilt asthe enity-body of this outgoing reporse, (e 13.5.4).

The erd-to-end headers stored ithe cacle erry are ged for the corstructed respose, exept that

e ary storedWarning headers \th warn-code 1x (see sectioi4.46) MUSTbe deletedrbm the cacle
ertry ard the forwarded regorse.
e ary storedWarning headers \th warn-code 2x MUST be retaied inthe cacle erry ard the forwarded
regporee.
e ary erd-to-end headergprovided inthe 304 or 206 rgwnse MUST replace tk correponding headerdrom
the cacle eriry.
Unless tte cacle decides to reave the cacle enry, it MUST also replace thernd-to-end headers storedith the
cacte enry with correspoding headers recead in the incomng respose, exept br Warning headers as
described irmediatelyabo\e. If a leader feld-name in the inconing respose natches nore thanone header inthe
cacte ernry, all sichold headers MUSTbe replaced.

In other words, the set oferd-to-end headers recead in the incoming respose oerrides all correspating erd-to-
erd headers storedith the cacle erry (except br storedWarning headers wth warn-code 1%, which are deleted
evenif not overridder).

Note: this rule allavs an a@igin server tause a 84 (Not Modified) or a 206 (Partial Catent) respnse to
update any header assaiated with a previous lesponsefor the same entity or subranges theeof, dthough it
might nd always be meaningtil or correct todo sa This rule des nd allow an gigin server touse a 84
(Not Modified) or a 206 (Pad Contert) regporse to ertirely dekte a keader lhat it had provded with a
previous regorse.

13.5.4 Combining Byte Ranges

A regporse might trarsfer orly a sibrarge of the bytesof anertity-body, either becaee the reqes included ore or
more Range specifcatiors, or becase a conectionwas brolen prematuely. After seeral swch trarsfers, a caoh
might have received several rarges of the same ertity-body.

If a cacle hes a stoed non-enpty set d sibrarges for anertity, ard anincoming respnse trasfers ather
stbrarge, the cacle MAY combine the rew subrange with the exsting set ifboth the following conditions are net:

e Both the inconming respoise aul the cacle enry have a cacle validator.
e The two cacle validators natch using the stromy conparisonfunction (see sectioi3.3.3).
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If either requremert is ot met, the cacle MUST use only the nost recebpartial respose (based othe Date
values transiitted with everyresmnse, andising the incoing respnse ifthese values are egl a missing), and
MUST discardthe dher artial information.

136 Caching Negotiated Responses

Use ofsener-driven cortert negotiation (section12.1), as idicated bythe presece ofaVary headerifeld ina
respnse, alters th canditions ard procedure by which a cacle canuse the respnse br stbsequent requests. See
secion 14.44 br use ofthe Vary header ffeld byseners.

A sener SHOULD use the Vary header ifeld to irform a cacle of what reqestheader ifelds were wsed to select
anmong multiple represemations of a caclkealle respnse sibject tosener-driven negotiation. The set & heackr fields
named bythe Vary field value is known as tle “selectirg” reqlestheaders.

Whenthe cacle receies a sbhseqent reqest vhoseRequest-URI  specifes o or nore cacle erries ircluding

aVary header ffeld, tre cacle MUSTNOT use sich a cacle enry to corstruct a respose to tke rew request wless
all of the selectig requestheaders preseim the new request natch the correspoding stored regestheaders irthe

original request.

The selectig requestheadersom two requests are défied to netch if and orly if the selectig requestheaders in
the first reqest carbe traisformed to the selectig reqiestheaders irthe secod reqiest byaddirg or renoving
linear vhite space (LWS) at daces vinere ths is alloved by the caresmnding BNF, ard/or combining multiple
messa@-header ffelds with the sane field rame following the rdes abotimessa@ headers irsection4.2.

A Vary header iffeld-value of“*” always fails to metch ard sibseqent reqiests orthat resooce canonly be
properly interpretedby the aigin server.

If the selectig reqest teader ifelds br the cacled erry do rot match the selectig reqiest keader ifelds ofthe rew
reqlest, trenthe cacle MUSTNOT use a cachd ertry to satis§ the request wless it frst relay the rew request to
the orign server ina comlitional requed ard the srver repordswith 304 (Not Modifed), including anertity tagor
Content-Location that indcates the entityo be used

If anertity tagwas assiged to a cacled represetation, the forwarded request SHOUID be conditional and include
the entitytags in anf-None-Match  header ffeld fromall its cacle erries for the resouce. This corveysto the
sener the set 6 ertities curertly held by the cacle, sothat if ary one d these etities netches the reqiestedertity,
the serer canuse the ETag header ffeld inits 304 (Not Modifed) reporse to tell the cacle which ertry is
appropriate. Ifthe enity-tag of the new respnse natches that d anexisting ertry, the rew respnse SHOUID be
used to ypdate tle header ifelds ofthe exsting ertry, ard the resilt MUST be retuned to tle clien.

If ary of the exsting cacle erries catains only partial contert for the assoiatedertity, its enity-tag SHOULD
NOT beincludedin thelf-None-Match  header ifeld wless tle reqest is br a ramge that would be filly satisfed
by that erry.

If a cacle receies a secesstl respose whoseContent-Location field matches that of anexisting cacle erry
for the sane Request-URI , whose entitytag dffers from that d the existing entryandwhose Date is nore
recen thanthat ofthe exsting ertry, the exsting ertry SHOULD NOT be retuned inrespose to fiture reqests ad
SHOULD be deletedrbm the cacle.

13.7 Shared and Non-Shared Caches

For reasos of secuity ard privacy, it is necessaryo meke a distirction between“shared” ard “non-shared” cacles.
A non-sharedcacte is ae that is accesslle mly to a sirgle wer. Accessillity in this case SHOUD be erforcedby
appropriate secity mecharisms. All other cacles are cosidered to be shared.” Otler sectiors of this specifcation
place certairtorstraints onthe operatiorof shared cachs inorder to pregrt loss ofprivacyor failure ofaccess
cortrols.
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138 Errors or Incom plete Response @che Behavior

A cacte that receies aninconplete respogse (br exanple, with fewer bytes ofdata tlan specifed inaContent-
Length header) MA store tle respore. Hovever, the cacle MUST treat ths as a partial respea. Ritial
respnses MAY be combinedas ascribed in sectio 13.5.4; the result right ke a full response o might still be
partial. A cacke MUST NOT retun a partial respnse toa cliert without explicitly marking it as seh, using the 206
(Partial Content) statis code. Acacle MUSTNOT retun a partial respose wsing a stats code 0f200 (OK).

If a cacle receies a 5% respose while attenpting to revalidate anertry, it MAY either forward this respose to tle
reqlestirg cliert, or act as ithe serer failed to respod. Inthe latter case, it MX return a prevoudy receiwed
respoise wless tle cacled erry includes tte “must-revalidate " cache-cortrol directive (see sectioh4.9).

139 Side Effects of GET and HEAD

Unless tke aigin sener explicitly prohibits the cacling of their respnses, tie agplication of GET ard HEAD
methods to ag resouces SHOUID NOT have side efects ttat would lead to erroeous belavior if these respaes
are talen from a cacle. They MAY still have side effects, lut a cacle is rot required to consider sich side effects in
its cacling decisiors. Cactes are alays expected to obseeanorigin sener’s explicit restrictiors on caching.

We nate ane excegion tothis rule: since soe applications have traitionally usedGETs andHEADSs with query
URLSs (those comaining a “?" in therel_path  part) to perdrm operatios with significart side efects, cachs
MUST NOT treat resposes to sch URIs as feshunless tle sener provdes arexplicit expirationtime. This
specifcally mears that resposes fom HTTP/1.0 serers br suich URIs SHOULD NOT be talen froma cacle. See
sectian 9.1.1 for relatedinformation.

13.10 Invalidation A fter Updates or Deletions

The efect ofcertainmethods perbrmed ona resotce at tle orign sener night catse o or nore exsting cacte
entries to become non-transparently invalid. That is, dthough the might cntinueto be “fresh;’ they do nat
accuatelyreflect what the orign sener would retun for a rew request onthat resouce.

There is @ way for the HTTP protocol to giarartee ttat all sich cacle enries are rarked irvalid. For exanple, the
request that causetthe change at theigin sewver might nd have goe though the poxy where a cache entris
stored. Hovever, several rules help redice e likelihood oferroreous belavior.

In this sectim, the phrase fnvalidate anertity” mears that the cacle will either renove all instarces @ that enity
fromits storag, or will mark these asihvalid” and in need ofa mandatoryrevalidation before they canbe retuned
in reporee to a sibseqent reqied.

Same HTTP methods MUST catse a cach toinvalidate arertity. This is eitrer the enity referredto by the

Request-URI , or bythe Location or Content-Location headers (iforeset). These nethods are:
e PUT
e DELETE
e POST

In order to preert denal of senice attack, aninvalidation based orthe UR in aLocation or Content-
Location header MUSTonly be perbrmed if the host part is tke sane as inthe Request-URI

A cache that gsses though requests ér methods it does nd understandSHOULD invalidate anyentities eferred to
by the Request-URI

13.11 Write-Through Mandatory

All methods that might be expectedto cause radifications tothe aigin servers resaurces MUSTbe written thraugh
to the orign sener. This curertly includes all nethods exept br GET ard HEAD. A cacle MUSTNOT replyto
sich a request fom a cliert before having trarsmitted the reqiest tothe inbound sener, aml having receiwved a
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correspoding respose fomthe ilbound sener. This does ot prewert a proy cacte from serding a 100(Cortinue)
response lefore the intbund sewer has sent its finakply.

The alterrative (known as ‘write-back’ or “copy-backK cachng) is rot allowed in HTTP/1.1, dwe to tke difficulty of
providing corsistert updates ad the problens arisirg from sener, cacle, or retwork failure prior to wite-back

1312 Cache Replacemant

If a rew cacleable (see sectieri4.9.2, 13.2.5, 13.2.6 dr13.8) respase is receigd from a resouce while ary
existing resposes or the sane resouce are caadd, the cacle SHOULD use the rew respose to replyto the curent
request. It MAY insert it into cacle storag ard MAY, if it meets all otbr requremerts, wse it to respod to ary
future reqgests that wuld previously have causethe dd respnse tobe returned If it inserts the newesmnse into
cacte storag the rdes insection13.5.3 apply

Note: a rew reporee that has anolderDate header @ue thanexsting cacled resposes is ot cacleable.

13.13 History Lists

User agnts often have historymechanisms, sich as ‘BacK’ buttons ard historylists, which canbe wsed to redisplay
an entityretrievedearlier in a sessin

History mecharnisms ard cacles are dfferert. In particdar history mechansms SHOULD NOT try to stow a
senantically trarsparenview of the curert state ofa resotce. Rither, a listorymechanismis neart to sfow
exactly what the wser sawat the time whenthe resouce was retrieed.

By default, an exjration time does nd apply to histay mechanisra. If the entityis still in stadage, a histy
mechansm SHOULD dispay it evenif the eriity has exired, unless tle user has sgecifically configured the agert to
refresh expired history documerts.

This is nd to be construedto prohibit the histay mechanisnfrom telling the user that a viemight ke stale.

Note: if histay list mechanisra unnecessarilprevent usersrbm viewing stale resarces, this Wi tend to
force serice auhors to awid using HTTP expirationcortrols ard cacle corrols whenthey would
otherwise like ta Service auths may consider it important that users ndoe presentedvith erra messages
or warning messayes when they usenavigation oontrols (such as BACK) to view previously fetched
resaurces. Even thagh sanetimes suchesaurces aight nd to cachedor ought toexpre quickly, user
interface cosideratiors may force serice auhors to resort to ot mears of preverting cacling (e.g
“onceonly” URLS) in order nat to suffer the efects & improperly functioning histay mechanisrs.

14 Header Field Definitions

This sectim defines the sytax andsenantics d all standrd HTTP/1.1 heacr fields. Far entity-heacer fields, both
serder ard recipientrefer to either the cliert or the serer, depending on who sertds ard who receiwes the enity.

141 Accept

The Accept reqiestheader ffeld canbe sed to specif certainmedia types vhich are acceptablef the respose.
Accept heactrs can b usedto indicate that the regst is spcifically limited to a snall set ¢ desiredtypes, as in
the case of reqest br anin-line image.

Accept = "Accept" ":"

#( media-range [ accept-params ] )
media-range = ("

| (type "/" ™" )

| (type "/" subtype)
) *(";" parameter )
accept-params ="""q" "=" qvalue *( accept-extension )

accept-extension = ";" token ["=" (token | quoted-string ) ]
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The asterisk*” character is sed to goup media types ifto rarges, with “*/*” indicating all media types ad
“type/*” indicating all subypes d that type. The media-range MAY include nedia type parareters ttat are
applicable tothat range.

Eachmediarange MAY be followed byone or nore accept-params , beginning with the“q” parameter for
indicating a relative uplity facta. The first “q” parameter (if any) sefarates thanedia-range  parangter(§ from
theaccept-params . Qualityfactas allov the user puser agent tindicate the relativearee é preference ér
that media+arge, using the qwalue scale rom O to 1 (fcion 3.9). The defult value isq=1.

Note: Use 6the “g" parameter nane to sef@rate nedia type paraneters fom Accept extensio
parameters is due to histarical practice. Although this pevents any media type parameter named “q” from
beirng used with a nedia rame, sichanewert is beliewed to be ulikely given the lackof ary “q” paraneters
in the IANA media type regstry and the rare sage ofary media type parargters inAccept . Fuure nmedia
typesare dscouraged from regstering ary paraneter named “q”.

The exanple

Accept: audio/*; q=0.2, audio/basic
SHOULD be irterpreted asl“prefer auwio/basic, btiserd me ary audio type ifit is the best amilable afer an80%
mark-down in quality.”

If no Accept headerifeld is presenthenit is assmed that the cliert accepts all rdia types. IfanAccept header
field is presen ard if the serer camot serd a respose vhich is acceptable accordjrio the conbined Accept
field value, trenthe serer SHOULD serd a 406(not acceptable) respse.

A more elaborate eaqple is

Accept: text/plain; q=0.5, text/html,
text/x-dvi; g=0.8, text/x-c
Verhally, this would be interpretedas ‘text/htrr andtext/x-c are the peferredmedia types, but if theydo nat exist,
then sendhe text/xevi entity, andif that des nd exist, sendhe text/pain entity”

Media ramges canbe owerriddenby more specifc media rames or specitt media types. Ifmore thanone media
rarge applies to aigen type, the nost specifc refererce res precedete. For eanple,

Accept: text/*, text/html, text/html;level=1, */*
have the following precedece:

1) text/html;level=1

2) text/html

3) text/*

4) */*
The media type quality facta assaiatedwith a given tye is determined by finding the nedia range \th the highest
precedene which matches that type. For eanple,

Accept: text/*;q=0.3, text/html;g=0.7, text/html;level=1,
text/html;level=2;0=0.4, */*;q=0.5
would catse tre following values to be associated:

text/html;level=1

text/html

text/plain

image/jpeg

text/html;level=2

text/html;level=3
Note: A user agent ight ke provided with a default set ¢ quality values ér certain nedia ranges.
However, unless tle wser agent is a closed stemwhich camot interact with other rerdering agents, ths
default se ought tobe configurable by the use.

cCooor
ruw~N
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142 Accept-Charset

The Accept-Charset  requestheader ffeld canbe sed to irdicate vhat claracter sets are acceptatiethe
respoise. This field allows clients capable ofinderstanling more conprehensive or speciapurpose chracter sets to
signal that caghility to a server \ich is cambe of reresenting dcuments in thee character sets.

Accept-Charset = "Accept-Charset" "
1#( (charset | ™" )[ ";" "q" "=" gvalue ] )

Character set values aresdribed in sectim 3.4. Each charset MX be given an assnatedquality value vhich
represets the wser’s prefererce for that charset. e defult value is q=1. A exanple is

Accept-Charset: is0-8859-5, unicode-1-1;0=0.8

The special glue “*”, if presehin the Accept-Charset  field, matches every characer st (including 1SO-8859
1) which is nd mentionedelsevhere in theAccept-Charset  field. If no “*” is presethin anAccept-Charset
field, thenall character sts not explicitly mentioned get a quality value of 0, except br 1ISO-8859-1, which gets a
quality value d 1 if nat exgicitly mentioned

If no Accept-Charset  header is presénthe defult is that ary character set is acceptableatiAccept-
Charset header is presénard if the serer camot serd a respose wvhich is acceptable accordjrio the Accept-
Charset header, tenthe serner SHOULD serd anerror respose with the 406(not acceptable) stagicode, tiough
the sewling of anunacceptable respsa is also alloed.

143 Accept-Encoding

The Accept-Encoding  requestheader ifeld is sinilar to Accept , but restricts tle cortert-codirgs (sectior.5)
that are acceptable the respose.

Accept-Encoding = "Accept-Encoding" ":"
1#( codings [ ;" "q" "=" qvalue ] )
codings = ( content-coding | "*")
Examples of its use are:
Accept-Encoding : compress, gzip

Accept-Encoding:
Accept-Encoding: *
Accept-Encoding: compress;q=0.5, gzip;q=1.0
Accept-Encoding: gzip;g=1.0, identity; q=0.5, *;q=0

A sener tests \wether a cortert-codirg is acceptable, accordjio anAccept-Encoding  field, wsing these ries:
1. If the catentcoding is ane d the catentcodings listedin theAccept-Encoding  field, then it is
acceptable,nless it is accoparied bya qwalue of 0. (As defned in section3.9, a qalue of 0 mears “not
acceptable.”)

2. The special *” symbol in anAccept-Encoding  field metches ary available cotert-codirg not
exgicitly listedin the headr field.

3. If multiple cantent-codings are acceple, trenthe accepalde catert-coding with the highest ron-zero
gvalue isprefrred.

4. The “identity " contert-codirg is always acceptable,nless specitally refused becase tte
Accept-Encoding  field includes ‘identity;q=0 ", or becage tle field includes *;q=0 " and does
not exdicitly include the identity " contert-codirg. If the Accept-Encoding  fieldvalue is enpty,
then ally the ‘identity " encodirg is acceptable.

If anAccept-Encoding  field is presenin a regest, ad if the serer camot serd a respose vhich is acceptable
accordimg to the Accept-Encoding  header, tenthe serer SHOULD serd anerror respose wth the 406(Not
Acceptable) statcode.
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If no Accept-Encoding  fieldis presenin a request, tie serer MAY assune that the cliert will accep ary

cortert codirg. In this case, ifidentity " is one ofthe awailable cotert-codings, thenthe serer SHOULD use
the ‘identity " contentcoding, unless it has didional information that a dfferent catentcoding is meaningtil
to the client.

Note: If the regest des nd include anAccept-Encoding  field, aml if the “identity " contert-
coding is unavailable, then cortent-codings commonly undergood byHTTP/1.0 clients (i.e., ‘gzip " and
“compress ") are preerred;some older clentsimpropery display messages sent with other cortert-
codings. The srver night also make this decsion bagd oninformation abou the paricular user-agent or
client.

Note: Most HTTP/1.0 applicatios do rot recogiize or obeygvalues associated ith cortent-codings. This
means that ealues vill not work andare nd permitted with x-gzip  or x-compress

144 Accept-Language

The Accept-Language  requestheaderifeld is sinilar to Accept , but restricts these of naural languayes tha
are preferred as aresponseto therequest. Language tags ae defined in section 3.10.
Accept-Language = "Accept-Language" ":"
1#( language-range [ ";" "g" "=" gqvalue ] )
language-range = (( 1*8ALPHA *("-" 1*8ALPHA)) | ™")
Each languayerangeMAY be given an assaiated quality value which represents an estimate of the use’s
preference for thelanguayes specified by tha range The quality value defaults to“q=1". For example,

Accept-Language: da, en-gb;q=0.8, en;q=0.7
would mean “I prefer Dansh but will accep British English ard other types d English.” A language-range
maches alanguage-tag if it exactlyequals the tag, oif it exactlyequals a pefix of the tag such that the$t tag
character éllowing the prefx is “-". The special rage “*”, if presehin the Accept-Language field, matches
everytag na matchedby anyother range gsent in thédccept-Language field.

Note: This useof a prefix matching rule does nd imply tha language tags ae assignel to languaes in sut
away tha it is dways truetha if a use understands alanguaye with a certain tag, then this use will also
understand dl languages with tags fa which this ta is aprefix. The prefix rule simply dlows the useof
prefix tags ifthis is the case.

The languaye quality factor assignel to alanguaye-tag by theAccept-Language field is the gality value d the
longestlanguage-range  in the feld that natches thdanguage-tag . If no language-range  in the feld
matches thetag, thelanguaye quality factor assigna is O. If no Accept-Language  header is presein the
request, the seter SHOULD assure that all languages areaqially accepabe. If anAccept-Language  header is
present, then all languagesish are assigne@ quality facta greaterthan Oare acceabe.

It might be cottrary to the privacy expectatiors of the user to sed anAccept-Language  header \ith the
complete linguistic preferences of theuse in every request. For a disaussian of this issuesee section 15.1.4.

As intelligibility is highly dependent o the indvidual user, it is recmmendedthat client aplications neke the
choice of linguistic preference available to theusa. If the choice is na made available, then the Accept-
Language headerifeld MUSTNOT be dven in the reqeest.

Note: When making thechoice of linguistic preference available to the use, we remind implementors of
thefact tha uses ae na familiar with the details of languaye matching a desaibed above, and shaild
provide agpropriate guidince. As an exarple, users mght assurathat o selecting &n-gb”, they will be
saved any kind of English document if British English is nd available. A use agent might suggst in sut
acase to add “en” to get the best matching behavior.
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145 Accept-Ranges

The Accept-Ranges resposeheader ffeld allows the serer to irdicate its acceptae ofrarge reqiests ér a
resouce:

Accept-Ranges ="Accept-Ranges" ":" acceptable-ranges
acceptable-ranges = 1#range-unit | "none"

Origin seners that accept bye-range requests MAY serd

Accept-Ranges: bytes
but are rot required to do so. lents MAY generate bye+arge requests vithout having received this header or the
resaurce involved. Rangeunits ae defined in section 3.12.

Seners that do ot accept ap kind of rarge request br a resotce MAY serd

Accept-Ranges : none
to advise the client nbto attenpt a range regpst.

146 Age

The Age resposeheader ffeld corveys the seider's estimate ofthe amount of time sirce the respose (or its
revalidation) was generated at th orign sener. A cacted respose is fresH if its age does ot exceed its feshess
lif etime. Age values are caldated as spedid insection13.2.3.

Age = "Age" ":" age-value

age-value = delta-seconds
Age values are on-negative decinal integers, represeting time in secouls.

If a cacle receies a \alue larger thanthe largest msitive integer it canrepresen, or if ary of its age calcuations
overflows, it MUST transnit an Age header vith a value 0f 2147483648 (2°31). AHTTP/1.1 srver thatincludesa
cacte MUST include anAge header ifeld in every respose gnerated fomits own cacte. Cackes SHOUID use an
arithmetic type of at least 2 hits of range.

14.7 Allow

The Allow ertity-header ifeld lists the st of methodssupported bythe resurce idetified bythe Request-URI
The purpose d this field is strictlyto inform the recipent d valid methods asseiatedwith the resarce. An Allow
header ffeld MUST be presenin a 405 (Metbd Not Alowed) respose.

Allow ="Allow" ":" #Method
Exanple of use:

Allow: GET, HEAD, PUT
This field canna prevent a clientrbm trying aher nethods. However, the indcations given ly theAllow header
field value SHOULD be bllowed. The actal set ofallowed methods is dahed bythe orign sener at tke time of
eachreqLest.

The Allow header ifeld MAY be provded with a PUTreqed to recommend the nethodsto be sipporied by the
new or nodified resurce. The srver isnot requred to sipport these methodsard SHOULD include anAllow
header i the reponrse giving the actal suppored methods

A proxy MUST NOT modify the Allow header ifeld ewenif it does ot understarl all the methods specikd, sirce
the wser agert might have other mears of conmunicating with the orign sener.

148 Authorization

A user agrt that wishes to atherticate itselfwith a serer-usually, bu not necessarilyafter receivng a 401
regporse--doesso by including anAuthorization reqestheader ifeld with the reqeest. The Authorization
field value corsists ofcredentials cortaining the auherticationinformation of the wser agert for the realmof
the resouce beim requested.
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Authorization = "Authorization credentials
HTTP access aterticationis described ifHTTP Authertlcanort Basic ard Digest Access Aithertication’ [43]. If
a regeest is atherticated ad arealm specifed, the sane credentials SHOULD be \dlid for all other reqrests
within thisrealm (assuning that the adhertication scheme itself does ot requre otherwise, sich as credetials that
vary accordig to a clallenge value or wsing synchronized clocls).

Whena slared cach (see sectioh3.7) receies a reqast comaining anAuthorization field, it MUSTNOT
return the correspoding respose as a replio ary other reqiest, unless oe ofthe following specifc exceptiors
holds:

1. If the respoge ircludes tke “s-maxage " cachte-cortrol directive, tte cacle MAY use that respoge in
replying to a stoseqent reqiest. Bit (if the specifed maximum age hes passed) a prgxcacte MUST first
revalidate it wth the aigin server, using the regstheacdkrs fom the newrequest toallow the aigin server
to auherticate tlke rew request. (This is the defned betavior for s-maxage .) If the respose ircludes ‘s-
maxage=0", the proxyy MUST always revalidate it bebre reusing it.

2. If the respoage ircludes tle “must-revalidate " cache-cortrol directive, tre cacle MAY use that
respoise inreplying to a sbseqent request. Bit if the respose is stale, all caels MUSTfirst revalidate it
with the aigin server, using the regstheadrs fom the newecuest toallow the aigin server to
auherticate tke rew request.

3. If the respoage ircludes tle “public
sutsequent request.

" cache-cortrol directive, it MAY be retuned inreplyto ary

149 Cache-Control

The Cache-Control  general-header ffeld is wsed to specif directives ttat MUST be obegd by all cacling
mecharisms alorg the reqest/respose clain. The directives specif betavior interded to preert caclkes fom
adwerselyinterfering with the reqeest or respase. These directies typically override tte defult cacting algorithms.
Cactle directives are nidirectiordl in that the preseoe ofa directive ina regest does ot imply that the sane
directive is tobe given in the resmse.

Note thrat HTTP/1.0 cacles might not implement Cache-Control
no-cache (see &cion 14.32).

ard might only implement Pragma:

Ceche directives MUST be passel through by a proxy or gaeway application, regardless d thdr significance to tha
application since tre directives might be applicable to all recipi&halorg the reqest/respose chain. It is not
possible to spegifa cacle-directive for a specifc cacle.

Cache-Control = "Cache-Control" ":" 1#cache-directive
cache-directive = cache-request-directive

| cache-response-directive
cache—request-directive =

"no-cache" ; Section 14.9.1
| "no-store" ; Section 14.9.2
| "max-age" "=" delta-seconds ; Section 14.9.3, 14.9.4
| "max-stale" [ "=" delta-seconds ] ; Section 14.9.3
| "min-fresh" "=" delta-seconds ; Section 14.9.3
| "no-transform" ; Section 14.9.5
| "only-if-cached" ; Section 14.9.4
| cache-extension ; Section 14.9.6

cache-response-directive =

|

| "no-store" ; Section 14.9.2
| "no-transform" ; Section 14.9.5
| "must-revalidate" ; Section 14.9.4
| "proxy-revalidate" ; Section 14.9.4
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| "max-age" "=" delta-seconds ; Section 14.9.3
| "s-maxage" "=" delta-seconds ; Section 14.9.3
| cache-extension ; Section 14.9.6

cache-extension = token [ "=" ( token | quoted-string ) ]

Whena directive appears ithout ary 1#field-name  parameter, the drective aplies tothe entire regest @
respoise. \hensich a directive appears ith al#field-name  paraneter, it aplies anly to the narad field or
fields ard not to the res of the reqees or reporse. This mechanism supportsextersibility ; implemertatiors of
future versions of the HTTP protocol might apply thes drecivesto header ifelds not defined in HTTP/1.1.

The cacle-cortrol directives carbe brolendown into these gneral categries:

* Restrictionrs onwhat are cackable; tlese nay only be inposed bythe orign sener.

* Restrictions onwhat may be stored by cacle; these nay be inposed byeither the orign sener or tre wser
agern.

« Modificatiors of the basic egirationmecharism; these nay be inposed byeither the orign sener or tre
user agn.

e Controls ower cacle redidation ard reload; tkese nay only be inposed bya wser agen.
e Control over transbrmation of entities.
e Extersionsto the cacling system

14.9.1 What is Cacheable

By default, a respogse is cachable ifthe reqirements ofthe reqest nethod, reqest leader ifelds, ad the respose
statis indicate that it is caclkable. Sectim 13.4 sunmarizes tlese @faults for cacteallity . The following Cache-
Control resmnse drectives allav anorigin sener tooverride the default cachealblity of a respnse:

public
Indicates tht the respose MAY be cacled byary cacte, ewenif it would normally be ron-cacteable or
cacteable oty within a ron-shared cach. (See alséuthorization , sectio 14.8, for additional cetails.)
private

Indicates tht all or part othe respoee nessag is intended for a sirgle wser ard MUST NOT be cackd bya
shared cach. This allows anorigin sener to state tht the specifed parts othe respose are iterded for only
one wser ard are ot a valid resporse br requests byother users. Aprivate (ron-shared) cacke MAY cactle the
resporee.

Note: This usage bthe word private  only cortrols where tte respoee nay be cackd, aml camot
ersue the privacy of the nessa@ cortert.

no-cache
If theno-cache directive does at specif/ a field-name, thena cacle MUSTNOT use the respoge to satisf
a sulsequent regest without successfl revalication with the aigin server. Tis allows an aigin server to
prevent cacling evenby cactles tlat have beencorfigured to retun stale respases to cliehrequests.

If the no-cache directive does spegifone or nore field-names, trena cacle MAY use the respoge to satisf
a sibseqgent reqiest, sbject to ay other restrictiors on cacting. However, the specifed field-name(s) MUST
NOT be sent in the regmse toa sulsequent regest wthout successfl revalication with the aigin server. his
allows anorigin sener toprevert the reuse d certainheacer fieldsin a respnse, while still allowing cacling of
the res of the reporse.

Note: Most HTTP/1.0 cactes wil not recaynize a obey this drective.
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14.9.2 What M ay be Stored by Caches

no-store
The pupo< ofthe no-store  directive is toprevent the inadertent releaseraetention of sensitive
information (for exanple, onbaclup tapes). ieno-store  directive applies to th erire messa@, ard MAY
be seneither ina respose or ina reqest. Ifsent in a reqeest, a caoch MUSTNOT store ag part ofeither ths
request or ag respose to it. Ifsert in a respose, a cach MUSTNOT store ag part ofeither this respose or
the requeest that elicited it. Tis directive applies to bothon-shared ad stared cacks. ‘MUST NOT store” in
this cantext mears that the cacle MUST NOT intertionally stare the information in non-volatile staage, amd
MUST make a lest-effort attenpt to renove the inbrmation from volatile stoage as pmptly as pssilde ater
forwarding it.

Even vhen this drective is asstatedwith a respnse, users mght expicitly stae such a resmse aitside d the
cachng system(e.g, with a “Save As’ dialog). Historybuffers MAY store sgh resposes as part dheir
normal operation

The pupose ofthis directiwe is to neet the stated reqremerts of certainusers au senice auhors who are
corcerred abou accidemal releases ahformationvia wanticipated accesses to cactlata strotures. While the
use d this drective might improve privacyin sane cases, & caution that it is NOTin anyway a relialte o
suficient mecharnism for ersuring privacy. In particdar, nalicious or conpromised cacls night not recoguize
or obeythis direcive, ard conmunicaions networks might be winerable o eavedropping.

14.9.3 Madifications of the Basic Expiration M echanism

The expration time d an entityMAY be specified by the a@igin server using thExpires header (see section
14.21). Alternatively, it MAY be specified using thenax-age directive ina respose. \\henthe max-age cacle-
cortrol directive is presenin a cacled respose, tle respose is stale ifts curent age is geater tlanthe ag vaue
given (in secomls) at the time ofa rew reqiest br that resouce. The max-age directive o a respnse inplies that
the respoge is cackable (i.e., public ") unless soraother, more restrictie cacle directie is also presén

If a respose ircludes bothanExpires header ad amax-age directive, the max-age direcive owerridesthe
Expires header, egnif the Expires heackr is nore restrictive. Tis rule allavs an aigin server tgprovide, for a
given respose, a loger expirationtime to anHTTP/1.1 (or later) caaghthanto anHTTP/1.0 cacle. This might be
useful if certainHTTP/1.0 cacles inproperlycalcuate ags or epirationtimes, peraps de to desgchronized
clocks.

Many HTTP/1.0 cacle inplemertations will treat anExpires  value that is less tham ecqual tothe respnseDate
value as being equivalent totheCache-Control  regorse direcive "no-cache ".If anHTTP/1.1 cacle receies
sich a respose, ad the respose does at include aCache-Control  header ffeld, it SHOULD corsider the
respnse tobe non-cactealle in order to retaincompatibility with HTTP/1.0 seners.

Note: An origin sener mght wishto use a relatiely new HTTP cacte corirol featue, sich as tte

“private " directive, ona retwork including older cachks tlat do ot understaml that featue. The orign
server vill needto combine the newfeature \ith anExpires field whose value is less tharmr equal tothe
Date value. This will prevert older cacles fom improperly cacling the respnse.

s-maxage
If a respose ircludes ars-maxage directive, trenfor a stared cach (bu not for a private cach), tre
maximum age specifed bythis directive owerrides tle meximum age specifed byeither the mex-age directive or
theExpires header. ies-maxage directive alsamplies the serantics d the proxy-revalidate
directive (see sectioh4.9.4), i.e., tht the stared cach rmust rot use the erry after it becones stale to respah
to a sulsequent reqgest without first revaliditing it with the aigin server. he s- maxage directive is alvays
ignored bya private cach.

Note that nmost older cacés, ot conpliant with this specifcation do rot implenenrt ary cacle-cortrol directives. A
origin sener wishing to use a cach-cortrol directive that restricts, budoes ot prewen, cacling by anHTTP/1.1-
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conpliant cacle MAY exploit the requremert that the max-age directive owerrides tle Expires header, ad the
fact that preHTTP/1.1-compliant cacles do ot obsere the max-age directive.

Other directives allowa wser agent to modify the basic egiration mecharism. These directies MAY be specifed on
areqest:

max-age
Indicates tht the cliert is willin g to accep a respnse whose ag is ro greater tlanthe specifiedtime in
secands. Unlessmax-stale  directive is alsancluded, the cliert is not willin g to accep a stale resmse.

min-fresh
Indicates tht the cliert is willin g to accep a respnse whose fresimess lifetime is ro less tlanits curert age
plus the spcifiedtime in secads. That is, the client ants a respnse that Wil still be fresh br at least the
specifed rumber ofsecols.

max-stale
Indicates tht the cliert is willin g to accep a respnse that has exceecakdits expiration time. If max-stale  is
assiged a value, thenthe client is willin g to accep a respnse that has exceeatdits expiration time by no more
thanthe specifed rumber ofsecouls. If no value is assiged tomax-stale , thenthe client is willin g to accep
a stale respae ofary ace.

If a cacle retuns a stale respae, eitler becage ofa nax-stale directie ona reqest, or becase tte cacle is
corfigured to oerride tte expirationtime ofa resposge, tle cacle MUST attachaWarning header to th stale
regporse, using Warring 110 (Reorse is sale).

A cacte MAY be corfigured to retun stale respases vithout validation, but only if this does ot corflict with ary
“MUST’-level requremerts corterring cacle walidation (e.g, a ‘must-revalidate " cache-cortrol directive).

If boththe rew request anl the cacled ertry include “max-age " directives, then the lessefr the two values is used
for deternining the freshness ofthe cacled enry for that reqeest.

14.9.4 Cache Revaldation and Reload Controls

Sornetimes a ger agert might want or need to isist that a cach rewalidate its cach eriry with the orign sener (ard
not just with the rext cacte alorg the pathto the orign sener), or to reload its caeheriry fromthe orign sener.
End-to-end revalidation might be recessaryf either the cacle or the orign sener has owerestinated tke expiration
time ofthe cacled respose. Ewl-to-end reload nay be recessaryf the cacle enry has becore corrupted br some
reason

End-to-end revalidation may be reqested eithr whenthe cliert does ot have its own local cacled copy in which
case w call it “unspecified eml-to-end revalidation’, or whenthe cliert does lave a local cacld copy in which case
we call it “specific endto-end revalidation.”

The cliert canspecif these tihee knds of actionusing Cache-Control  reqiest directies:

Endto-end reload
The reqest ircludes a ho-cache " cache-control directive a, for compatibility with HTTP/1.0 clients,
“Pragma: ro-cacte”. Field rames MUSTNOT be ircluded with the no-cache directive ina reqest. The
sener MUSTNOT use a cachd copywhenrespoiding to sich a reqeest.

Specifc erd-to-end rewalidation
The reqest ircludes a max-age =0" cacte-cortrol directive, which forces eacltacte alory the pathto the
origin sener torevalidate its avn ertry, if ary, with the rext cacte a sener. The initial request ircludes a
cacte-validating conditional with the cliert’s curert validatar.

Unspecifed eml-to-end revalidation
The reqest ircludes ‘max-age =0" cacle-cortrol directive, which forces eacltacte alorg the pathto the
origin sener torevalidate its avn ertry, if ary, with the rext cacke a sener. The intial request aes rot include
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a cacle-validating conditional; the first cacle alang the peth (if ary) that tolds a cach enry for this resarce
includes a cackvalidating conditional with its curert validatar.

max-age
Whenanintermediate cach is brced, bymears ofamax-age=0 directive, to rewalidate its ow cacte eriry,
andthe client has sygtied its own validatar in the regest, the sugied validatar might dffer from the valicatar
currertly stored vith the cacle enry. In this case, th cacle MAY use eitter validator in making its own request
without affecting serantic transarency

However, the cloice ofvalidator might affect perbrmance. The best approacis for the intermediate cach to
use its own validator whenmaking its reqest. Ifthe serer replies ith 304 (Not Modified), trenthe cacle can
return its nev validatedcopy to the client vith a 200 (OK) resmnse. Ifthe server rdes with a newentity and
cacte validator, however, the intermediate cach canconpare tte retuned \alidator with the ore provded in
the clients request, using the st canparisa function. If the clients validatar is equal tothe aigin servers,
thenthe intermediate cach smply returns 304 (Not Modifed). Otlerwise, it retuns the rew ertity with a 200
(OK) resposse.

If a reqest ircludes tke no-cache directive, it SHOULD NOT include min-fresh |, max-stale , ormax-
age.

only-if-cached
In some ca®s such astimesof extremely poor retwork comectivity, a cliert may want a cacle to retun ornly
thase respnses that it currentlipas stoed, andnat to reload or revalicate wth the aigin server. D do this, the
client may include theonly-if-cached directive ina reqest. Ifit receiwes this directive, a cace SHOULD
either respod using a cacled ertry that is cosistert with the otler corstraints ofthe request, or respahwith a
504 (Gateway Timeout) status. However, if a goup of caclesis beirg operated aa wified ystemwith good
internal comectivity, sich a reqest MAY be forwarded vithin that goup of cacles.

must-revalidate
Becaise a caoh MAY be corfigured to iqore a serer’s specifed eyirationtime, aml becage a cliehreqiest
MAY include amax-stale directive (which has a sinilar effect), tre protocol also icludes a nechansm for
the orign sener to reqire redlidation of a cack eriry onary sibseqent use. Whenthe must-revalidate
directive is presenin a respose receied bya cacle, that cacle MUSTNOT use the erry after it beconas stale
to respod to a sbseqent reqiest wthout first revalidating it with the orign sener. (l.e., tle cacle MUSTdo
an endto-end revalication everytime, if, basedsdely on the aigin servers Expires or max-age value, the
cacted respose is stale.)

The must-revalidate directve is necesary to supportreliable operabn for certin protocol featres In
all circumstarces arHTTP/1.1 caclke MUST obeythe must-revalidate directive; in @rticular, if the
cacte camot reachthe orign sener for ary reasonit MUST generate a 504Gatevay Timeout) respoise.

Seners SHOUID serd the must-revalidate directive ifandonly if failure torevalidate a regest m the
entity could result in incorect geration, such as a silentiynexecutedinancial transactim Recipents MUST
NOT take ary auomated actiorthat violates tlis directive, ard MUST NOT auomatically provide an
unvdidated copy of theentity if revalidation fails.

Although this is nbrecommended, use agents gperating under severe connectivity constraints MAY violate this
directive but, if so, MUST explicitly warn theuse tha an unvdidated response has been provided. The warning
MUST be provided on each unvalidtedaccess, an8HOULD require expicit userconfirmation.

proxy-revalidate
The proxy-revalidate directive hes the sane meanng as thke must-revalidate directive, exept that
it does ot applyto ron-shared ser agert cacles. It carbe wsed ona respose to arauherticated reqast to
permit the wser’s cacle to store ath later retun the respose wthout needirg to rewdlidate it (sirce it hes already
beenautherticatedonce ty that wser), while still requiring proxies that serice many users torevalidate each
time (in order to nake sure that eachuser hes beerautherticated). Note tat sich autherticated resposes also
need tle public cacle corrol directive inorder to allowthemto be cacéd at all.
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14.9.5 No-Transform Directive

no-transform
Implemertors d intermedate cacles (poxies) tave found it useful to convert the media type of certainertity
bodies A non-trarsparert proxy might, for exanple, corvert betweenimage formatsin order to ave cacle
space or to redwe the anount of traffic ona slowlink.

Seriows operatioml problens occur, however, whenthese trarsformations are applied to dity bodiesinterded
for certain king d applications. Fa exanple, agplications for medical imaging, scientit data analgis and
those wsing erd-to-end authertication all deped onreceivng anertity bodythat isbit for bit idertical to the
original entity-body.

Therebre, ifa messa@ includes tle no-transform directive, anintermediate cach or proy MUST NOT
charge those leaders tat are listed irsection13.5.2 as begpsibject to tke no-transform directive. This
impliesthat the cacle or proy MUST NOT charge ary agect ofthe enity-bodythat isspecified bythese
headersincluding the value ofthe erity-bodyitself.

14.9.6 Cache Control Extensions

The Cache-Control  headtrfield can ke extenadthrough the usefoone a more cacheextensim tokens, each
with anoptiorel assigied value. Irformatioral extersions (those which do rot require a ctarge in cacle belavior)
MAY be added whout charging the ssmantics of other direcives Belavioral exensions are deigned to work by
acting as nodifiers to tle exsting base otcacle directives. Both the rew directive ard the stawdard directie are
supplied, such that gglications which do nat understandhe newdirective will default to the kehaviar specified by
the standrd directive, andhose that undrstanahe newdirective wil recognize it as rdifying the regirements
associated ith the stawlard directie. Inthis way, exersions to the cacle-cortrol directives carbe made without
requring changes to the bag protocol.

This exersion mecharism depens onanHTTP cacte obeyng all of the cacle-cortrol directives deifned for its
native HTTP-versia, obeying certain extensits, andgnoring all drectives that it des nd understand

For exanple, comsider a lypothetical new respose directie calledcommunity which acts as a odifier to the
private  directive. We define this new directive tomeanthat, inaddition to ary non-sharedcacte, ary cacte
which is stared oty by members ofthe community named within its value mey cacle the respoge. An origin sener
wishing toallow theUCI community to use anotherwise private respose intheir stared cacl(s) cold do so by
including

Cache-Control: private, community="UCI"
A cacte seeig this heacer field will act carectly evenif the cacle does rot understaml the community cacte-
extensim, since it ill also see andinderstandtheprivate  directive andhus @fault to the sa¢ behaviar.

Unrecoguized cach-directives MUSTbe ighored; it is assmned that ary cacle-directive likely to be unrecogized
by anHTTP/1.1 cacle will be combined with starard directives (o the respnse’s default cackeablity ) such that
the cacle behavior will remain minimally correct exenif the cacle coes rot understanl the exersion(s).

1410 Connection

The Connection  general-header ffeld allows the semler to specif optiors that are desiredf that particliar
comectionard MUST NOT be conmunicated byproxies owr further comectiors.

The Connection header has thefollowing giammar:

Connection = "Connection" ":" 1#(connection-token)
connection-token = token

HTTP/1.1 proxes MUST par® the Connection header ifeld bebre a nessag is forwarded ad, for each
comectiontoken in this field, renove ary header ffeld(s) fom the messa@ with the sane name as tle comection
token. Connection optiors are sigidled bythe presece ofa comectiontoken in the Connection  header ffeld,
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not by anycorresnding adlitional heaér field(s), since the atitional heaér field may nat be sent ifthere are no
parangters associatedith that comectionoption

Message heauls listedn theConnection header MUSTNOT include erd-to-end headers, sth asCache-
Control

HTTP/1.1 defines the €lose " connectia option for the sendr tosignal that the amection will be closed after
conmpletion of the respore. For eanple,

Connection: close
in either the reqest or tle respose teader ifelds irdicates tat the comectionSHOULD NOT be cosidered
‘persisteti (section8.1) afer the curert request/respose is corplete.

HTTP/1.1 appicaions that do rot support persstent comecions MUST include the “close " connectio option in
every messag.

A systemreceivng anHTTP/1.0 (or lover-version) messa@ that includes aConnection  header MUST for each
comectionttoken in this field, renove ard ignore ary header ifeld(s) fom the messag with the sane name as tle
comectionttoken. This protects aginst mistaken forwarding of sich header ifelds bypreHTTP/1.1 proxes. See
secfon 19.6.2.

1411 Content-Encoding

The Content-Encoding entity-heacer field is usedas a mdifier tothe nedia-type. When pesent, its value
indicateswhat additioral contert codirgs have beenapplied to tle erity-body, ard thus what decodig mecharisms
must be appiled in order b obtain the media-type reérerced bythe Content-Type  header ifeld. Content-
Encoding is primarily usedto allow a dbcument tobe compressednithout losing the i@ntity of its uncerlying
media type.

Content-Encoding = "Content-Encoding" ":" 1#content-coding
Content codirgs are deifned in section3.5. An exanple ofits use is

Content-Encoding: gzip
The catenteoding is a characteristid ¢he entityidentified by theRequest-URI . Typically, the enity-bodyis
stored vith this ercoding ard is oy decoded befe rerdering or aralogous Lsage. However, a ron-transparet
proxy MAY modify the corert-coding if the rew coding is known to be acceptable todtrecipiem, unless tle “no-
transform " cache-cortrol directive is presenin the messag.

If the catentcoding d an entityis nd “identity ", thenthe respose MUSTinclude aContent-Encoding
entity-heacer (sectim 14.11) that lists the ne-identity contentcoding(s) used

If the cantert-coding of anertity in a reqiest nessa@ is ot accepable tothe aigin sener, the sener SHOULD
regpord with a gatus code 0f415 (Ursuppored Media Type).

If multiple encalings have gen aplied to an entity the caitent calings MUSThbe listedin the ader in which they
were aplied. Additional information atout the encding parameters MAY be provided by other entityheacer fields
not definedby this sgecification.

1412 Content-Language

The Content-Language  entity-header field desaibes thenaural languaye(s) of theintended audience for the
enclosed entity. Note tha this might nd be equivalent to al the languayes usel within the entity-body.

Content-Language = "Content-Language" ":" 1#language-tag
Languagetags ae defined in section 3.10. The primary purpose of Content-Language  is toallow a user to
identify anddifferentiate entities acading to the useis own preferred language. fus, ifthebodycortert is
intenced only for a Danishliterate au@ence, the gwopriate field is

Content-Language: da
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If no Content-Language is specified, the default is tha the content is intended for al language audiences. This
might mean tha the sender does nd consicer it to be specific to any naural languaye, or tha the sender does na
know for which languayeit is intended.

Multiple languayes MAY be listed for content tha is intended for multiple audiences. For example, arendition of the
“Treatyof Waitangi,” presentedimultaneausly in the agiginal Maai and English versias, would call for

Content-Language: mi, en
However, just because mitiple languages argresent vithin an entitydoes nd mean that it is interet for multiple
linguistic audiences. An example would be a beginne’s languaye primer, sud as “A First Lessm in Latin,” which is
clearlyintenced to be usedby an Englishliterate auéence. In this case, ti@ontent-Language  would propery
only include “en”.

Content-Language = MAY be applied to anymedia type -- it is na limited to textual @cuments.

1413 Content-Length

The Content-Length ertity-header ifeld indicatesthe sze ofthe enity-body; in decimal number of OCTETS,
sen to the recipiem or, inthe case ofhe HEADmethod, tre sze ofthe enity-bodythat would have beensent had the
reqest beeraGET.

Content-Length = "Content-Length" ":" 1*DIGIT
An exanple is

Content-Length: 3495
Applicatiors SHOULD use this field to irdicate tte trarsferdergth of the message-body, unless this is protibited by
the rules in sectin4.4.

Any Content-Length greater thanroequal tozerois a validvalue. Sectio 4.4 describes hav to determine the
length of a nessage-bodyif a Content-Length is nd given.

Note that the raaning 6 this field is signifcantly different from the caorespnding dfinition in MIME, where it is
anoptiord field uised within the “message/exterral-body’ contert-type. INHTTP, it SHOULD be &nt wherever the
messages length can b deternmined prior to being transérred unless this isqhibited by the rules in sectin4.4.

1414 Content-Location

The Content-Location entity-heacer field MAY be usedto supply the resarce Iccation for the entityenclcsed
in the messa@ whenthat erlity is accessile from a location sef@rate fom the reqiestedresairce’s URI. A sener
SHOULD provide aContent-Location for the variant coespnding tothe respnse entity esgecially in the
case \Were a resarce has mitiple entities assmatedwith it, andthaose entities actualljhave segrate lacations by
which they might be irdividually accessed, thserner SHOULD provide aContent-Location for the particular
variant which is returned

Content-Location = "Content-Location" ":
(‘absoluteURI | relativeURI )

The value of Content-Location alsodefines the bse URI br the entity

The Content-Location value is rot a replacerart for the orignal reqested UR it is only a staterart of the
location of the resarce caresmnding tothis particular entityat the tine o the reaqest. Future ragests MAY
specify the Content-Location URI as the regestURI if the dsire is toidentify the sairce d that mrticular
entity.

A cacte camot assmne that anertity with aContent-Location different fom the URI usedo retrieve it can
be usedto respnd to later regiests o thatContent-Location URI. However, the Content-Location can
be usedto differentiate letween nultiple entities retrievedrom a single regestedresairce, as éscribed in sectiam

13.6.

If the Content-Location is a relative URI, the relative URI is integpedrelative totheRequest-URI
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The mearing of the Content-Location header inPUT or POST requests is ndefined; serers arefiee to ignore
it in those cases.

1415 Content-MD5

The Content-MD5 ertity-header ffeld, asdefned in RFC 1864[23], isanMD5 digest of the enity-bodyfor the
purpos of providing anerd-to-end message integity check (MIC) of the enity-body. (Note: a MICis good for
detectig accidemal modificationof the enity-bodyin trarsit, but is not proofagainst malicious attacls.)

Content-MD5 = "Content-MD5" ":" md5-digest
md5-digest = <base64 of 128 bit MD5 digest as per RFC 1864>

The Content-MD5 header ffeld MAY be generated byanorigin sener or clier to function as anintegrity check of
the enity-body. Orly origin serversor clierts MAY generate the Content-MD5  header ifeld; prodes aml gateways
MUST NOT generate it, as thisould defeat its value as an eito-end integrity check. Ay recigent d the entity
body; including gateways ard proxes, MAY checkthat the digest value in this header ifeld maetches that of the
ertity-bodyasreceiwed.

The MD5 digest is conputed basd onthe cortert of the ernity-body, including ary cortent-coding that has been
applied, btinot including ary trarsfer-encoding applied to tle message-body. If the message is received with a
transfer-encoding, that ercoding MUST be renaved prior to clecking the Content-MD5  value aginst the
receiwed ertity.

This has the resllt that the digest is conputed onthe octetsof the enity-body exactly as ard in the order tht, trey
would be sent if no transfer-encoding were being gpplied.

HTTP extends RFC 1864 to perrit the digest to be corputed for MIME composte media-types(e.g, multipart/*
ard message/rfc822), bu this doesnot change how the digest is conputed asdefined in the precedig paragaph

There are everal corsequencesof this. The erity-bodyfor conposte typesMAY contain many body-parts each
with its own MIME and HTTP headers (inluding Content-MD5 , Content-Transfer-Encoding , ard
Content-Encoding header¥ If a bodypart has a Content-Transfer-Encoding or Content-

Encoding header,tiis asumed that the corert of the bodypart has had the ertoding appled, ard the bodypartis
includedin theContent-MD5 digest as is--i.e., afer the aplication. The Transfer-Encoding header ffeld is
not allowed within body-parts.

Conversionof all line break to (RLF MUST NOT be dor bebre conputing or checking the digest: the line break
conventian usedn the text actuallyransnitted MUST be left unalteredvhen canputing the dgest.

Note: while the definition of Content-MD5  is exacly the ssme for HTTP asin RFC 1864 br MIME
ertity-bodies there are averal ways in which the applicatiorof Content-MD5 to HTTP ertity-bodies
differs fromits applicationto MIME ertity-bodies Ore isthat HTTP, unlike MIME, doesnot use
Content-Transfer-Encoding , ard doesuse Transfer-Encoding ard Content-Encoding
Another is that HTP more frequently uses mary content types than MIME, sdt is worth naing that, in
sich cases, th byte order ged to corpute the digest is the trarsnissionbyte order defied for the type.
Lastly, HTTP allows transnission of text types with anyof several line teak cawventians andna just the
caronical form using CRLF.

1416 Content-Range

The Content-Range  enrtity-header issent with a partial etity-bodyto ecify where inthe full entity-bodythe
paria bodyshould be appled. Range units are deifned in secion 3.12.

Content-Range = "Content-Range" ":" content-range-spec

content-range-spec = byte-content-range-spec

byte-content-range-spec = bytes-unit SP
byte-range-resp-spec "/"
(instance-length | "*")

byte-range-resp-spec = (first-byte-pos "-" last-byte-pos)
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instance-length = 1*DIGIT
The header SHOUD indicate tte total lemgth of the full entity-body, unless this length is unknawn or diffic ult to
deternine. The asterisk*” character rears that the instance-length is unknavn & thetime when the
response was geneated
Unlike byte-ranges-specifier values (see sectiob4.35.1), dyte-range-resp-spec MUST only
specify one range, anlUST contain alsdute byte positions for both the frst andlast tyte d the range.
A byte-content-range-spec with abyte-range-resp-spec whose last-byte-pos value is less
than itsfirst-byte-pos value , or whose instance-length value is less tharr@qual toits last-
byte-pos value, is invalid The recipent d an invalidbyte-content-range-spec MUST ignore it ard ary

content transérredalong with it.

A sener sewling a respose wth statis code 416Requested rage not satisfable) SHOUID include aContent-
Range field with abyte-range-resp-spec of “*”. The instance-length specifes tke curent length of
the selected resote. Arespose wth statis code 20§ Partial Contert) MUST NOT include aContent-Range
field with abyte-range-resp-spec of “*”.

Exanples ofbyte-content-range-spec values asuming that the enity cortains a total 0f1234 byes

e The first 500 byes:
bytes 0-499/1234
e The ®cord 500 byes:
bytes 500-999/1234
e All exceptfor the first 500 byes:
bytes 500-1233/1234
e The last 500 byes:
bytes 734-1233/1234
WhenanHTTP messa@ includes tle corert of a sirgle rarge (for exanple, a respose to a regest br a sirgle
range, oto a reqiest br a set ranges that\erlapwithout anyhdes), this catent is transiitted with a
Content-Range header, ad aContent-Length header sbwing the rumber ofbytes actally trarsferred. For
exanple,

HTTP/1.1 206 Partial content

Date: Wed, 15 Nov 1995 06:25:24 GMT

Last-Modified: Wed, 15 Nov 1995 04:58:08 GMT

Content-Range: bytes 21010-47021/47022

Content-Length: 26012

Content-Type: image/gif
When an HTTP message inclues the cotent d multiple ranges @r exanple, a respnse toa reaiest br multiple
non-overlaping ranges), these are trarited as a mitipart message. fie multipart nedia type usedfor this
purpose is ‘multipart/byteranges” asefinedin afpendix 19.2. See apendix 19.6.3 for a canpatihility issue.

A resmnse toa reaiest br a single range MUSTNOT be sent using the dftipart/byteranges mdia type. A
respnse toa regiest br multiple ranges, Wose result is a single range, MAbe sent as a nitipart/byteranges
media type with one part. A client that canntodecade a multipart/byteranges mssage MUSTNOT ask br multiple
byterarges ina sirgle reqeest.

Whena cliert requests nltiple byte+anges in one reqiest, tle serer SHOULD retun themin the ader that they
appeared ithe request.

If the srver ighoresabyte-range-spec becase it is sytacticallyinvalid, the serer SHOULD treat tle request
as ifthe invalidRange header ifeld did rot exst. (Nornally, this mears retun a 200respose comaining the full
entity).

If the serer receies a reqast (otler thanore including anlf-Range  requestheader ifeld) with anunsatisfiable
Range reqestheader ifeld (thet is, all ofwhosebyte-range-spec values have afirst-byte-pos vaue
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greater tlanthe curert length of the selected resoce), it SHOUID retun a respose code o#416 (Requested rage
not satisfabe) (sectim 10.4.17).

Note: clients canniodepend on servers tesenda 416 (Requestedrange nbsatisfable) respnse insteaaf a
200 (OK) reporse for anunsatisfiable Range reqied-header, Bice rot all serversimplenment this requed-
header.

1417 Content-Type

The Content-Type ertity-header ffeld indicatesthe nmedia type ofthe enity-body sent to the recipiet or, inthe
case ofthe HEADmethod, the media type that would have beenser had the reqest beera GET.

Content-Type = "Content-Type" ":" media-type
Media types are défed in section3.7. An exanple ofthe field is

Content-Type: text/html; charset=1SO-8859-4
Further dscussio of methods for identifying the nedia type of an entityis providedin sectim 7.2.1.

1418 Date

The Date general-header ifeld represets the date ad time at which the messa@ was orignated, faving the sane
senantics asorig-date  in RFC 822. The field value isanHTTP-date , asderibed n secion 3.3.1;it MUST
be &nt in RFC 1123 [8]dat format

Date ="Date" ":" HTTP-date
An exanple is

Date: Tue, 15 Nov 1994 08:12:31 GMT
Origin seners MUSTinclude aDate header ifeld inall resposes, egept inthese cases:

1. If the reporse gatus code § 100 (@ntinue) or 101 (Svitching Probcoks), the reporse MAY include a
Date header ifeld, at tke serer’s option

2. If the reporse datus code comeys a srver error, €.9500 (Irterral Server Error) or 503 (8rvice
Unavailalbe), andit is incanvenient o imposside togenerate a valibate .

3. If the serer does at have a clockthat canprovide a reasaable approdnation of the curert time, its
resposes MUSTNOT include aDate header ifeld. Inthis case, ta rdes insection14.18.1 MUSTbe
followed.

A received messag that does ot have aDate header ifeld MUST be assiged ore bythe recipienif the messag
will be cacled by that recipert or gatewayed via a potocol which requires aDate . An HTTP implementation
without a clockMUST NOT cacle respoges vithout revalidating themon every use. An HTTP cacle, especiallya
shared cach, SHOUID use a nechanism, sich as NTP [28], to syichronize its clockwith a reliable eterral
stanard.

Clients SHOUILD only serd aDate header ifeld in messages that include anertity-body, asin the cag ofthe RUT
andPOST requests, anakven then it is jgtional. A client without a clack MUST NOT sendaDate header ifeld ina
regued.

The HTTP-date sehin aDate header SHOUD NOT represena date ad time sibseqent to the generation of the
messa@. It SHOULD representhe best aailable approdnation of the date ad time of messa@ generation unless
the inplementation has naneans 6 geneating a easmally accuete date andtime. In theay, the dite aught to
represent the iwment just kefore the entityis generatedn practice, the de can le generatect anytime during the
message dgination without affecting its semntic value.
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14.18.1 Clockless Origin Server Operation

Same origin server inplementatians mght nd have a clok availabbe. An origin server vithout a clack MUST NOT
assignExpires or Last -Modified values to a respae, unless tiese @ues were associated ith the resouce
by a systemor wser with a reliable clocklt MAY assigi anExpires value that isknown, at or befre srver
configuration time, tobe in the st (this allavs “pre-expiration” of respnses vithout staing se@rateExpires
values br eachresouce).

1419 ETag

The ETag respnseheacer field provides the current valud the entitytag or the regiestedvariant. The heaérs
usedwith entitytags are escribed in sectims 14.24, 14.26 and14.44. The entitytag MAY be usedfor comparism
with other entities fom the sare resairce (see sectinl3.3.3).

ETag = "ETag" ":" entity-tag
Exanples:

ETag: "xyzzy"
ETag: W/"xyzzy"
ETag: ™

1420 Expect

The Expect requestheader ifeld is wsed to irdicate that particlar serer befaviors are regued bythe cliert.

Expect "Expect” ":" 1#expectation

expectation "100-continue” | expectation-extension

expectation-extension = token [ "=" ( token | quoted-string )
*expect-params |

"=" (token | quoted-string ) ]

expect-params = ;" token [

A sener that does ot understaml or is wnable to conply with ary of the expectationvalues inthe Expect field of a
reques MUST repond with approprate error satus. The srver MUST repord with a 417 (Epectation Failed)
statis if ary of the expectatios camot be net or, if there are otér problens with the reqest, sore other 4xx statts.

This header ffeld is deined with extersible syntax to allowfor future exersions. If a serer receies a regest
containing a Expect field thatincludesanexpectton-extension thatit doesnot support it MUST regpord with a
417 (BExpectation Failed) gatus.

Comparison of expectationvaluesis ca®-insensitive for unquoted tolens (including the 100€ortinue token), ard is
casesensitive 6r quoted-string expectaticn-extensims.

The Expect mechanism is hop-by-hop: thatis, anHTTP/1.1 proxy MUST return a 417 (Epectton Faled) gatus
if it receives a reqast wth anexpectationthat it camot meet. Hovever, the Expect requestheader itselfs erd-to-
erd; it MUST be brwarded f the reqes is forwarded.

Many older HTTP/1.0 ad HTTP/1.1 applicatios do rot understaml the Expect header.
See gcion 8.2.3 br the wse ofthe 100 (cotinue) gatus.

1421 Expires

The Expires ertity-heacer field gives the date/time ater which the resjpnse is cosideredstale. Astale cach
ertry may not normally be retuned bya cacle (eitter a proy cacte or a ser agrn caclte) wnless it is iirst validated
with the arigin sener (a with anintermedate cacke that has a feshcopy of the ernity). See sectio 13.2 for further
discussion of the expiration model

The presece ofanExpires field does rot imply that the ariginal resairce will charge or cease t@xst at, tefore,
or after that tine.
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The format is anabsolie date ad time as déhed byHTTP-date insecion 3.3.1;it MUST be n RFC 1123 dag
format:

Expires = "Expires" ":" HTTP-date
An exanple ofits wse is

Expires: Thu, 01 Dec 1994 16:00:00 GMT
Note: if a respnse incluegs aCache-Control  field with themax-age directive (see sectioth4.9.3),
that directive owerrides tle Expires field.

HTTP/1.1 clierts ard cacles MUSTtreat otler invalid date brmats, especiallyncluding the value “0”, as inthe past
(i.e., “dreadyexpired”).

To mark a respose as dreadyexpired,” anorigin sener semls anExpires date that is egal totheDate header
value. (See the rulesrfexpration calculatios in sectia 13.2.4.)

To mark a respose as hever expires,” anorigin sener seis anExpires  dak approxmately one year fom the
time the respoge is sen HTTP/1.1 serers SHOUID NOT serd Expires  dates nore than oe year in the fiture.

The presece ofanExpires heacr field with a date value ® same time in the @iture an a respnse that therwise
would by default be ron-cacteable ilicates tht the respose is cackable, uless imlicated otlbrwise byaCache-
Control  header ffeld (sectioril4.9).

1422 From

The From requestheader ffeld, if given, SHOULD cortain aninterret emmail address dér the human user who
cortrols the reqestirg user agent. The address SHOUD be machine-usable, as défied by “mailbox ” in RFC &2
[9] asupdakd by RFC 1123 [8]:

From ="From" ":" mailbox
An exanple is:

From: webmaster@wa3.org
This header ffeld MAY be wsed for logging puposes ad as a rears for idertifying the souce ofinvalid or
unwarted reqests. It SHOUD NOT be sed as annsecue form of access protectiohe irterpretatiorof this
field is that the request is l@ing performed on behalf of the persan given, who acceps respnsihility for the method
performed. In particdar, robot agrts SHOULD include this header e that the persn regorsible for running the
robot carbe comacted ifproblens occu onthe receivng erd.

The Internet email address in thisield MAY be seprate fom the Internet hst which issuedhe regest. Fo
exanple, when a equest is gssedthrough a poxy the giginal issuers address SHOUD be used

The cliert SHOULD NOT serd the From heagr field without the users approval, as it night canflict with the
users privacy interests ptheir sites securitypolicy. It is strangly recanmendedthat the userdoale to disable,
erable, ad modify the value ofthis field at ay time prior to a regest.

1423 Host

TheHost requestheader ffeld speciffes the Interret host ard port umber ofthe resouce beimg requested, as
obtaired fromthe orignal URI given by the wser or reérring resouice (gererallyanHTTP URL, as described in
secion 3.2.2). TheHost field value MUSTrepesent the namg authoity of the aigin server o gatevay given ty
the aiginal URL. This allows the aigin server o gatevay to differentiate letween internallyambiguous URLs, such
as the rot “/” URL of a serverdr multiple host nanes a a single IPaddress.

Host = "Host" ":" host [ ":" port ] ; Section 3.2.2
A “host” without anytrailing port information implies the @fault port for the service ragested(e.g., ‘80" for an
HTTP URL). For exanple, a regast onthe orign sener for <http://www.w3.org/pub/WWW/ > would
propery include:

GET /pub/WWW/ HTTP/1.1
Host: www.w3.0rg
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A client MUST include aHost header feld inall HTTP/1.1 reqest nessa@s . If the reqested URdoes ot
include aninterret host nrame for the senice beirg requested, tenthe Host header ifeld MUST be gven with an
enpty value. An HTTP/1.1 proxy MUST ersure that ary reqlest nessag it forwards does cdain anappropriate
Host header ifeld that ideriifies the serice beirg requested bythe proy. All Interret-based HTTP/1.1 serers
MUST respou with a 400 (Ead Request) statacode to ap HTTP/1.1 reqeest nessa@ which lacks aHost header
field.

See ®cions 5.2 am 19.6.1.1 ér other requiremerts relating to Host .

1424 If-Match

Thelf-Match  requestheadbr field is usedwith a nethod to make it canditional. A client that hasme a more
entities peviously obtainedfrom the resarce can verif that e d those entities is currentybincluding a list d
their assoiatedentitytags in théf-Match ~ heackr field. Entity tags are efinedin section 311. The purpose o
this featue is to allowefficient updates otacked irformationwith a minimum anount of trarsactionoverhead. It is
also sed, onupdatirg requests, to preert inadvertert modificationof the wong version of a resotce. As a special
case, tB value “*” matches anyurrent entityof the resarce.

If-Match = "If-Match" ":" ("*" | 1#entity-tag )
If anyof the entitytags natch the entitytag d the entitythat would have teen returneéh the respnse toa sinilar
GET request (without thelf-Match  header) orthat resouce, or if“* ” is given andanycurrent entityexists br
that resouce, ttenthe serer MAY performthe reqested mathod as ifthe If-Match ~ header ifeld did rot exist.

A server MUSTuse the stnog canparisan function (see sectio 13.3.3) to compare the entityags inlf-Match

If none d the entitytags natch, a if “*” is given andno current entityexists, the server MUSNOT perform the
requestedmethod, andMUST return a 42 (Precandition Failed respnse. This behaviar is nmost usefil when the
client wants to preert anupdatirg method, sich as RJT, from modifying a resotce that hes charged sirce tre
client last retrievedt.

If the regiest would, without thelf-Match  header ifeld, resilt in arything other thana 2x or 412 atus, thenthe
If-Match  header MUSTbe ignored.

The mearing of “If-Match : * " is that the method SHOULD be perbrmed if the represetation selected byhe
origin sener (or bya cacle, possiblyusing the Vary mecharism, see sectioi4.44) eists, anl MUST NOT be
performed if the repesentatia does nd exist.

A request irterded to ypdate a resaue (e.g, a RJT) MAY include anlf-Match  header ifeld to sigal that the
request nethod MUST NOT be applied if the entitycorrespnding tothelf-Match  value (a single entitiag) is no
longer a repesentatia of that resarce. This allows the user tondicate that theyo nat wish the regest tobe
swecesdtl if the resouce has beercharged without their knowledge. Exanples:

If-Match: "xyzzy"

If-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"
If-Match: *

The result d arequest having both an If-Match  header ifeld ard eitrer anlf-None-Match  or anlf-
Modified-Since header ffelds is mdefined bythis specifcation

1425 If-Modified-Since

The If-Modified-Since requestheackr field is usedwith a method to make it canditional: if the regiested
variant has nibbeen nodified since the tira sgecifiedin this field, an entitywill not be returnedfrom the server;
instead, a 304 @t modified) reporse will be retuned without ary message-body.

If-Modified-Since = "If-Modified-Since" ":" HTTP-date
An exanple ofthe field is:

If-Modified-Since: Sat, 29 Oct 1994 19:43:31 GMT
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A GET method with anlf-Modified-Since header ad o Range heacr reqiests that the ehtified entity be
transerredonly if it has leen nodified since the ee given ly thelf-Modified-Since header. Te algrithm
for deternining this incluaes the éllowing cases:

a) If the regiest would narmally result in anthing aher than a @0 (OK) status, oif the pssedf-Modified-
Since date is invalid the respnse is exactlfthe sare as br a nomal GET. A date which is later than the
servers current tine is invalid

b) If the variant has beemmodified sirte tte If-Modified-Since date, the respnse is exactlyhe sare as br
a rormal GET
c) If the variant has ot beenmodified sirce a aid If-Modified-Since date, tle serner SHOUILD retun a

304 (NotModified) reporse.

The pupose ofthis featue is to allowefficient updates otacked irformationwith a mnimum anount of trarsaction
overhead.

Note: The Range reqestheader ifeld nodifies the meanng of If-Modified-Since ; see section
14.35for full detils.

Note: If-Modified-Since times are iterpreted bythe serer, whose clockmight not be syichronized
with the client.

Note: When handling an If-Modified-Since heacr field, same servers ¥l use an exactate
comparison function, rather thana less-than function, for decting whether to send a 304 (NotModified)
response.To get kest results vhen senidhg anlf-Modified-Since header ifeld for cacte validation,
clients are adised to ge the exact date strig received in a prevous Last-Modified header ifeld
wherever possible.

Note: If a client uses an dtkary date in thelf-Modified-Since header istead ofa date taén from
the Last-Modified header ér the sane request, tte cliert should be avare ofthe fact that ths date is
interpreted irthe serer’s understarling of time. The cliert should corsider utnsynchronized clocls ard
rounding problens de to the differert ercodings of time betveenthe cliert ard sener. This includes the
possiklity of race caditions if the document has charged betweenthe time it was first reqiestedard the
I--Modified-Since date d a sulsequent regest, andhe ssiklity of clock-skewrelatedproblens if
thelf-Modified-Since date is cerived from the clients clock without correction to the serves clock.
Correctiors for differert time bases beteenclient ard sener are at best apprioxate de to retwork
latency

The result d arequest having both an If-Modified-Since header ffeld ard either anlf-Match  or anlf-
Unmodified-Since header ifelds is udefined bythis specifcation

1426 If-None-Match

Thelf-None-Match  requestheacbr field is usedwith a nethod to make it canditional. A client that hasme o
more entities peviously obtainedfrom the resarce can verif that nme d those entities is currentybincluding a list
of their assoiatedentitytags in théf-None-Match  header ifeld. The pupose ofthis featue is to allowefficiert
updates otacted irformationwith a minimum anount of trarsactionoverhead. It is also $ed to preen a nmethod
(e.g PUT) frominadwertertly modifying anexsting resouce whenthe cliert beliewes that the resouce does at
exist.

As a special case,¢halue “*” matches anycurrent entityof the resarce.

If-None-Match = "If-None-Match" ":" ( "*" | 1#entity-tag )
If anyof the entitytags natch the entitytag d the entitythat would have leen returneéh the respnse toa sinilar
GET request (wthout thelf-None-Match  header) orthat resouce, or if**” is given andanycurrent entityexists
for that resouce, ttenthe serer MUST NOT perform the reqested nathod, wnless requed to do so becae tre
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resairce’s modification date fails to match that suplied in anlf-Modified-Since header ifeld inthe reqest.
Instead, ifthe reqest nethod was GETor HEAD, the serer SHOULD respoml with a 304(Not Modified)
respnse, ircluding the caclerelatedheackr fields (particuarly ETag) of one d the ertities that matched. For all
other reaqiest nethods, the server MUSTespnd with a status D412 (Precandition Failed.

See sectin 13.3.3 for rules m how to determine if two entities tags @ich. The weak canparisa function can aly
be wsed with GET or HEAD reqLeds.

If none d the entitytags natch, then the server MA perform the regiestedmethod as ifthelf-None-Match
header ffeld did rot exst, bu MUST also igiore ary If-Modified-Since header ffeld(s) inthe reqest. That is,
if no entitytags natch, then the server MUSNIOT return a 84 (Not Modified) respnse.

If the reqiest would, without thelf-None-Match ~ header ifeld, resilt in anything other thana 2x or 304 $atus,
then thdf-None-Match ~ header MUS be gnored. (e ®cion 13.3.4 br a discussion of server befavior when
both If-Modified-Since ard If-None-Match  appear irthe sane reqest.)

The mearing of “If-None-Match  : * " is that the method MUSTNOT be perbrmed if the represetation selected
by the orign sener (or bya cacle, possiblyusing the Vary mecharnism, see sectioi4.44) ejsts, al SHOULD be
performed if the represetation does ot exst. This featue is irtended tobe wseful in preverting races beteenPUT
operatons.

Exanples:

If-None-Match: "xyzzy"
If-None-Match: W/"xyzzy"

If-None-Match: "xyzzy", "r2d2xxxx", "c3piozzzz"
If-None-Match: W/"xyzzy", W/"r2d2xxxx", W/"c3piozzzz"
If-None-Match: *

The result d arequest having both an If-None-Match ~ header ffeld ard eitter anlf-Match  or anlf-
Unmodified-Since header ffelds is mdefined bythis specifcation

1427 If-Range

If a cliert has a rtial copy of anentity in its cacle, ar wishes tohave anup-to-date cqpy of the erire ertity in its
cacte, it coud use the Range requestheacr with a canditional GET (using either oboth of If-Unmodified-

Since ard If-Match .) However, if the candition fails becawse tle enity has beenmodified, the cliert would then
have to make a ®cord reqled to obtainthe ertire curert ertity-body:.

Thelf-Range heacbr allons a client to“short-circuit” the secad request. Inbrmally, its meaning isif the entity
is unchangedsendme the @rt(s) that | anmissing; dherwise, sendne the entire neventity.’

If-Range = "If-Range" ":" ( entity-tag | HTTP-date )
If the client has nentitytag fr an entity but does have d_ast-Modified date, it MAY use that dte in anif-
Range header. (The saver can distinguish letween avdid HTTP-date ard ary form of entity-tag by
examining no more thantwo characters.) fielf-Range  header SHOUD only be wsed togther with aRange
header, ad MUST be ighored if the reqest does ot include aRange header, orfithe srver doesot supportthe
sub-rarge operaion.

If the entitytag given in théf-Range headr netches the current entitag for the entity then the server
SHOULD provide the specified stb-rarge of the enity using a 206 (Partial cotert) resnse. Ifthe enity tagdoes
not match, thenthe sener SHOULD retun the erire ertity using a 20 (OK) resmpnse.

1428 If-Unm odified-Since

The If-Unmodified-Since requestheackr field is usedwith a method to make it canditional. If the reqiested
resouice tas ot beenmodified sirce tte time specifed inthis field, the serner SHOULD perform the reqested
operation as ifthelf-Unmodified-Since header vere rot presen
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If the reqeested ariant has beemmodified sirte tte specifed tinme, the serer MUSTNOT perform the reqested
operation, andMUST return a 42 (Precandition Failed.

If-Unmodified-Since = "If-Unmodified-Since" ":" HTTP-date
An exanple ofthe field is:

If-Unmodified-Since: Sat, 29 Oct 1994 19:43:31 GMT

If the regiest nemally (i.e., without thelf-Unmodified-Since header) would result in aything aher than a
2xx or 412 satus, the If-Unmodified-Since header SHOUD be ighored.

If the specified date is invalid the headr is ignoed

The result d arequest having both an If-Unmodified-Since header ffeld ard either anlf-None-Match  or
anlf-Modified-Since header ifelds is mdefined bythis specifcation

1429 Last-Modified

The Last-Modified entity-heacer field indicates the ae andtime at wich the aigin server lalieves the variant
was last nedified.

Last-Modified = "Last-Modified" ":" HTTP-date
An exanple ofits wse is

Last-Modified: Tue, 15 Nov 1994 12:45:26 GMT
The exact nearing of this header ffeld depeds onthe implemertation of the orign sener ard the rature ofthe
original resaurce. Fo files, it may be just the fle systemlastmodifiedtime. Fa entities vith dynamically included
parts, it nay be the nost recehof the set oflastmodify times br its conporent parts. For databasetgways, it may
be the lastupdate time stanp of the recod. Fa virtual dojects, it nay be the last tine the internal state changed

An origin server MUSTNOT send a Last-Modified date which is later than the servettime d message
origination In swch cases, hWere the resouce’s last nodificationwould indicate soratime inthe future, the serer
MUST replace tht date \ith the nessa@ originationdate.

An origin sener SHOULD obtainthe Last-Modified value d the entityas cl@e as pssilde tothe tine that it
generates theDate value d its respnse. This allows a recipert to make anaccuate assessent of the erity’s
modification time, esgcially if the entitychanges near the tarnthat the regpse is generated

HTTP/1.1 serers SHOUID serd Last-Modified wherever feasible.

1430 Location

TheLocation resposeheader ffeld is ised to redirect th recipiem to a locatiorother thanthe Request-URI

for conpletion of the request or idetification of a rew resouice. For 201Created) respaes, tle Location is that
of the rew resouice which was created byhe reqest. For 3x resposes, tle locationSHOULD indicate tle serer’s
preferred UR for auomeatic redirectionto the resouce. The field value corsists ofa sirgle absolte UR.

Location = "Location" ":" absoluteURI
An exanple is:

Location: http://www.w3.org/pub/WWW/People.html
Note: The Content-Location header ffeld (secion 14.14) difers fromLocation in that the
Content-Location identifies the oiginal location o the entityenclsedin the regest. It is theradre
possible &r a respose to cotain header ifelds br bothLocation ard Content-Location . Alsosee
section13.10 br cacle reqiremerts of sone methods.

1431 Max-Forwards

The Max-Forwards requestheader ifeld provdes a necharism with the TRACE (section9.8) ad OPTIONS
(sectian 9.2) methods to limit the nunier of proxies a gatevays that can érward the regeest tothe next inbund
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server. This canbe wseful whenthe cliert is attenpting to trace a reced chain which appeardo be &iling or loopirg
in mid-chain.
Max-Forwards = "Max-Forwards" ":" 1*DIGIT

The Max-Forwards value is a dcimel integer indcating the remining nunber of times this regest nessage ray
be forwarded.

Eachproxy or gateway recipien of a TRACE or OPTIONS reqest comaining aMax-Forwards header ifeld
MUST checkard update its @ue prior to brwarding the request. Ifthe receied value is zero (0), tl recipiem
MUST NOT forward tre reqest; irstead, it MUSTrespod as tke final recipiert. If the receied Max-Forwards
value is geater tlanzero, tkenthe forwarded nessag@ MUST cortain anupdatedviax-Forwards  field with a
value decrerarted byore (1).

The Max-Forwards header ffeld MAY be ignored for all other methodsdefined by this specificaion ard for ary
extensim methods for which it is nd exgdicitly referredto as @rt of that method definition.

1432 Pragma

The Ragma general-header ifeld is wsed to irclude inplementationspecifc directives that might applyto ary
recipiert alorg the reqeest/respose chain. All pragma directives specif optioral behavior from the viewpoint of the
protocol; however, sane systens MAY require that lehaviar be consistent with the drectives.

Pragma ="Pragma" ":" 1#pragma-directive
pragma-directive = "no-cache" | extension-pragma
extension-pragma = token [ "=" ( token | quoted-string ) ]

Whenthe no-cache directive is presenin a reqest nessag, anapplicationSHOULD forward the reqeest tovard
the orign sener ewenif it has a cachd copyof what is beig reqlested. This pragna directive tes the sane
senantics as theo-cache cacle-directive (see sectin14.9) ard is defined here for backward compatibility with
HTTP/1.0. Clieris SHOULD include bothheader ffelds whenano-cache request is sent ta server nbknown to
be HTTP/1.1 compliant.

Pragma directives MUST be passel through by a proxy or gaeway application, regardless d thdr significance to
that applicationsince the directives night be applicable to all recipienalomg the reqest/respose clain. It is not
possible to spegifa pragna for a specifc recipier; however, ary pragna directive rot relevant to a recipieh
SHOULD be ighored bythat recipiet.

HTTP/1.1 cacles SHOUID treat ‘Pragma: no-cache ” as if the cliert had sert “Cache-Control: no-
cache ". No new Pragma directives vill be definedin HTTP.

Note: becase tte nearing of “Pragma: ro-cacle” as a respae leader ifeld is rot actually specifed, it
does 1ot provide a reliable replaceant for “Cache-Control: no-cacte” in a respose.

1433 Proxy-Authenticate

The Proxy-Authenticate resposeheader ifeld MUST be ircluded as part o 407(Proxy Authertication
Required) respose. The field value corsists ofa challerge that indicates tke adhertication scheme ard paraneters
applicable tothe poxy for thisRequest-URI

Proxy-Authenticate = "Proxy-Authenticate" ":" 1#challenge
The HTTP access aherticationprocess is described TR TTP Autherticatiorn Basic ard Digest Access
Authentication” [43]. Unlike WWW-Authenticate , the Proxy-Authenticate heacr field applies anly to the

currert comectionard SHOULD NOT be passed oto downstreamclients. However, anintermediate proy might
need to obtairts own credetials byrequestirg themfrom the downstreamclient, which in sone circumstarces wil
appear as ithe proy is forwarding the Proxy-Authenticate header ifeld.
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1434 Proxy-Authorization

The Proxy-Authorization requestheackr field allows the client toidentify itself (or its user) toa proxy which
requres adhertication The Proxy-Authorization field value corsists ofcredemials coraining the
auherticationinformation of the wser agent for the proy ard/or realmof the resouce beig requested.

Proxy-Authorization = "Proxy-Authorization" ";" credentials
The HTTP access aherticationprocess is described TR TTP Autherticatiorn Basic ard Digest Access
Authentication” [43] . Unlike Authorization , the Proxy-Authorization heackr field applies anly to the
next outbound proxy tha demanded authentication using theProxy-Authenticate field. When multiple
proxes are ged ina chain, the Proxy-Authorization header ffeld is cosumed bythe first outbound proxy
that was expectirg to receie credetials. Aproxy MAY relaythe credetials fromthe cliert reqest to tle rext
proxy if thatis the mechansm by which the proxes cooperately auherticae a gven reqied.

1435 Range

14.35.1 Byte Ranges

Since all HTTP entities are regsentedn HTTP messages as saences bbytes, the cocep of a byte range is
meanngful for ary HTTP ertity. (However, rot all clierts ard srversneed to apport bye+arge operatioss.)

Byte rarge specificatiorsin HTTP applyto the ssquernce ofbytesin the ertity-body (not necesarily the same asthe
message-body).
A byte range peration MAY specify a single rangefdytes, @ a set 6 ranges \thin a single entity

ranges-specifier = byte-ranges-specifier
byte-ranges-specifier = bytes-unit "=" byte-range-set

byte-range-set = 1#( byte-range-spec | suffix-byte-range-spec )
byte-range-spec = first-byte-pos "-" [last-byte-pos]

first-byte-pos = 1*DIGIT

last-byte-pos = 1*DIGIT

The first-bytepos value in a terangespec gives the fte-offset o the irst byte in a range. fie lastbyte-pos value
gives the pte-offset d the last te in the range; that is, thgte positions sgcifiedare inclusive. Bte dfsets start
at zero.

If the lastbytepos value is pesent, it MUSTbe greater thanroequal tothe frst-byte-pos in that tyterangespec, o
the byterarge-spec is sytacticallyinvalid. The recipiem of a byterarge-set that includes ore or nore syntactically
invalid byterarge-spec \alues MUSTignore the header ifeld that includes ttat byterarge-set.

If the lag-byteposvalue isabent, or if the value isgreater tlanor equal to the curert length of the erity-body,
lag-byteposis taken to be eqdl to ore les thanthe curent length of the erity-bodyin bytes

By its chace d lastbytepos, a client can lirit the nunier of bytes retrievedvithout knowing the size bthe entity
suffix-byte-range-spec = "-" suffix-length
suffix-length = 1*DIGIT
A auffix-byte+arge-spec isused to pecify the auffix of the enity-body, of a lergth given by the siffix-length value.
(That is, this form specifiesthe lag N bytesof anertity-body!) If the erity is shorter tranthe pecified aiffix-length,
the erire enity-bodyis used.

If a syntacticallyvalid byte+angeset inclucks at leastme byterangespec whose first-byte{pos is less than the
currert length of the enity-body, or at leasore suffix-byte+ange-spec wth a ron-zero siffix-length, thenthe byte-
rangeset is satigshde. Othervise, the tetangeset is unsatigabe. If the kyterangeset is unsatisabe, the server
SHOULD retun a respoge with a statg of 416 (Requested rage not satisfable). Otlerwise, the serer SHOULD
retun a reporse with a datus of 206 (Rartial Contert) cortaining the stisfiable raiges of the enity-body.

Exanplesof byte+anges-specifier values (asuming anertity-body of length 10000):
e The first 500 byes (byte offsets 0-499, nclusive):
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bytes=0-499

e The cord 500 byes (byte offsets 500999, nclusive):
bytes=500-999

e The final 500 byes (byte offsets 95009999, hclusive):

bytes=-500

e Or
bytes=9500 -

e The first ard last bytes only (bytesO ard 9999):
bytes=0-0,-1

e Several legal bu not caronical specificaions of the scord 500 byes (byte offsets 500999, inclusive):
bytes=500-600,601-999
bytes=500-700,601-999

14.35.2 Range Retrieval Requests

HTTP retrieval regests using aaditional a uncaditional GETmethods MAY request cme a more subranges 6
the entity insteadof the entire entityusing theRange request headr, which agplies tothe entityreturnedas the
result d the regest:

Range = "Range" ":" ranges-specifier
A sener MAY ignore the Range heacr. However, HTTP/1.1 origin serers andintermedate cachesught to
supportbyte rarges when posible, $nce Range support efficiert recowery from parially failed trarsfers ard
supportsefficiert partial retriea of large enities.

If the srver suppors the Range headr andthe sgcified range o ranges are gpopriate for the entity

e The presece ofaRange heacr in an uncoditional GETmodifies what is returnedf the GETis
otherwise swccesdtl. In other words, the respore carries a staduwode of206 (Partial Contert) instead of

200 (OK).
e The presece ofaRange heactr in a coditional GET (a reaiest using ne a both of If-Modified-
Since ard If-None-Match , or ore or boh of If-Unmodified-Since ard If-Match ) modifies

what is returnedf the GETis aherwise successf andthe cadition is true. It des nd affect the 84 (Not
Modified respnse returnedf the canditional is flse.
In same cases, it night ke more appropriate touse thdf-Range  heaar (see sectin14.27) in addition tothe
Range header.

If a proy that sipportsrarges receives a Range request, brwards tke reqeest to arinbound sener, am receies an
ertire enity in redy, it SHOULD only retun the reqiestedrarge to its cliert. It SHOULD stae the enire receied
respoise inits cacle if that is comistert with its cacle allocationpolicies.

1436 Referer

The Referer [sic] requestheader ffeld allows the cliert to speciy, for the serer’s berefit, the address (UR of the
resouice fom which the Request-URI  was dotained (the “referrer”, dthough theheader field is mssglled.) The
Referer requestheacr allons a server t@enerate listsfdbackdinks to resairces or interest, lgging, gtimized
cachng, etc. It also allowobsolete or nistyped lirks to be traceddr mainterance. The Referer field MUST
NOT be ent if the Request-URI  was obtained from a ource hat doesnot have its own URI, such asinput from
the wser keyboard.

Referer = "Referer" ":" ( absoluteURI | relativeURI )
Exanmple:

Referer: http://www.w3.org/hypertext/DataSources/Overview.html
If the field value is a relatie URI, it SHOULD be irterpreted relatie to the Request-URI . The URI MUSTNOT
include a fagment. See sectiod5.1.3 br secuity corsideratiors.
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1437 Retry-After

The Retry-After resposeheader ifeld canbe wsed with a 503(Senice Uravailable) respose to irdicate tow
long the serice is exected to benavailable to the reqestirg cliert. This field MAY also be sed with ary 3xx
(Redirection respose to imdicate tke mnimum time the wser-agent is asled wait before issung the redirected
request. The value ofthis field canbe eitler anHTTP-date or aninteger number ofseconls (indecinal) after the
time d the respnse.

Retry-After = "Retry-After" ":" ( HTTP-date | delta-seconds )
Two exanples ofits use are

Retry-After: Fri, 31 Dec 1999 23:59:59 GMT
Retry-After: 120

In the latter exaple, the @lay is 2 minutes.

1438 Server

The Server respoeheader ifeld corains informationabou the sofware wsed bythe orign sener to fandle the
request. The field can cantain multiple product tokens (sectin 3.8) andcomments icentifying the server anany
significart stbprodicts. The prodet tokens are listed irorder oftheir significarce for idertifying the application

Server ="Server" ":" 1*( product | comment)
Exanple:

Server: CERN/3.0 libwww/2.17
If theresponseis being forwarded through aproxy, the proxy application MUST NOT modify the Server
respoiseheader. Istead, it SHOUD include aVia field (asderibed n secion 14.45).

Note: Revealing the specifc sotware version of the serer night allow the serer mactine to becora more
vulnerable to attack aguinst sotware that is known to cortain secuity holes. Serer inplenmertors are
ercouraged to nake this field a cofigurable option

1439 TE

The TE requestheackr field indicates vhat exersion trarsfer-codings it is willin g to accep in the respnse aul
whetheror nat it is willing to acceptrailer fields in a chunkedrans&r-coding. Its value nay consist d the keword
“trailers " and/or a corma-separated list oéxtersion trarsfer-coding names with optioral accept paraeters (as
de<ribed n secion 3.6).

TE ="TE" ":" #( t-codings )

t-codings = "trailers " | (transfer-extension [ accept-params ] )
The presece ofthe keyword “trailers " indicates that the client isiNing to acceptrailer fieldsin a chunked
transfer-coding, as defned in section3.6.1. This keyword is resergd for use with trarsfer-coding values eenthough
it does nd itself regresent a transf-coding.

Exanples ofits use are:

TE: deflate

TE:

TE: trailers, deflate;q=0.5
The TE header ifeld orly applies to tk inmediate comection Therebre, thre keyword MUST be syplied within a
Connection header ifeld (sectionl4.10) viherever TE is presehin anHTTP/1.1 nessag.

A sener tests \wether a trarsfer-coding is acceptable, accordjrio a TE field, wsing these riles:

1. The*“chunked " transfer-coding is always acceptable. Ithe keyword “trailers " is listed, the client
indicates that it is Wling to accep trailer fields in the chunkedesponse a behalf of itself andany
downstreanclients. The implication is that, ifgiven, the client is stating that either abwhstreamclients
are willin g to accep trailer fields in the forwarded respnse, @ that it will attempt to buffer the respnse m
betalf of downstreamrecpierts.
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Note: HTTP/1.1 does nd define any means tolimit the size of a chunked response sud tha a client can be
asured ofbuffering the ertire reporse.

2. If the trarsfer-coding beirg tested is oa of the trarsfer-codings listed inthe TE field, ttenit is acceptable
unless it is accopaned bya gwalue of 0. (As defned in section3.9, a galue of 0 mears “not acceptable.”)

3. If multiple trarsfer-codings are accefabe, thenthe accefbe trarsfer-coding with the Hghest ron-zero
gvalue is preerred. e “chunked " transfer-coding always has a qwalue of 1.

If the TE field-value is enpty or if no TE field is presety the oy trarsfer-coding is “‘chunked ”. A message \th
no trarsfer-coding is always acceptable.

1440 Trailer

TheTrailer  general field value indicates tht the gven set ofheader ffelds is preserin the trailer ofa messa@
encoded with chunked transfer-coding.

Trailer ="Trailer" ":" 1#field-name
An HTTP/1.1 nessa@ SHOULD include aTrailer  header field in amessaye using ciunked transfer-coding with
a ron-enpty trailer. Doirg so allovs the recipiem to know which header ifelds to epect inthe trailer.

If no Trailer  header ifeld is presety the trailer SHOUID NOT include ary header ifelds. See sectiod6.1 br
restrictins o the use btrailer fieldsin a “chunked ” transfer-coding.

Messag header ifelds listed inthe Trailer  header ifield MUST NOT include the following header ffelds:
e Transfer-Encoding
e Content-Length

e Trailer

1441 Transfer-Encoding

The Transfer-Encoding general-header ifeld indicates what (if ary) type oftrarsformation has beerapplied to
the message bodyin order b safely trarsfer it betveenthe sender ard the recpiert. This differs from the cortent-
coding in that the tranef-coding is a poperty of the message, niof the entity

Transfer-Encoding = "Transfer-Encoding" ":" 1#transfer-coding
Trarsfer-codings are defned in section3.6. An exanple is:

Transfer-Encoding: chunked
If multiple encalings have een aplied to an entity the transfr-codings MUSTbe listedin the ader in which they
were aplied. Additional information atout the encding parameters MAY be provided by other entityheacer fields
not definedby this sgecification.

Many older HTTP/1.0 applicatios do rot understanl the Transfer-Encoding header.

1442 Upgrade

The Upgrade general-header allow the cliert to ecify what additiom conmunicationprotocolsit supportsard
would like to use ifthe serverihds it appropriate toswitch protocols. The server MUSTuse théJpgrade header
field within a 101 (Svitching Probcols) regporse to indicate which protocol(s) are beng switched.

Upgrade ="Upgrade" ":" 1#product
For exanple,

Upgrade: HTTP/2.0, SHTTP/1.3, IRC/6.9, RTA/X11
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The Upgrade heacr field is intenadto provide a sinple mechanisnfor transition from HTTP/1.1 to same other,
incompatible protocol. It does soby allowing the client taadvertise its dsire touse anther gotocol, such as a later
version of HTTP with a highe mgjor version nunber, even though thecurrent request has been made using
HTTP/1.1. This eases theifficult transition between inconpatible protocols by allowing the client tanitiate a
reqed in the nore conmonly supporied probcol while indicaing to the srver tatit would like © use a ‘beter”
protocol ifavailable (where “better” is deterrmed bythe serer, possiblyaccordiny to the rature ofthe method
ard/or resurce beng requeded).

The Upgrade heactr field only applies toswitching agplication-layer protocols upn the existing transpt-layer
comection Upgrade camot be sed to irsist ona protocol chrge; its acceptace am use bythe serer is optioml.
The camhlities andnature 6 the aplication-ayer communicatian after the potocol change is entirelgependent
upon the new protocol chosen, dthough thefirst action &ter changing theprotocol MUST be aresponseto theinitial
HTTP request comaining the Upgrade header ffeld.

The Upgrade header ifeld orly applies to te immediate comection Therebre, the upgrade keyword MUST be
supplied within aConnection  header ifeld (sectioril4.10) vherever Upgrade is present in an HTP/1.1
message.

The Upgrade header iffeld camot be sed to irdicate a swich to a protocol ora differert comection For that
purpos, it is more appropite to use a 301, 302, 303, or 305 reztiion regporse.

This specificaion only defines the probcol name “HTTP” for use bythe family of Hyperext Trarsfer Probcolks, as
definedby the HTTP versio rules ¢ sectio 3.1 andfuture umlates tothis sgecification. Any token can b usedas a
protocol nare; however, it will only be usetil if both the client andgerver assmate the namwith the sare
protocol.

1443 User-Agent

The User-Agent requestheader ifeld conains informationabou the wser agrt originating the reqeest. This is for
statistical pirposes, the tracingfagprotocol violations, andautamated recanition of user agentf the sake b
tailoring resposses to awid particlar wser agert limitations. User agrts SHOULD include ths field with requests.
The field can cantain multiple product tokens (sectin 3.8) andcomments icentifying the agent anany sultproducts
which form a sigiificart part ofthe wser agrt. By corvention, the prodict tokens are listed irorder oftheir
significarce for identifying the application

User-Agent ="User-Agent" ";" 1*( product | comment )
Exanple:

User-Agent: CERN-LineMode/2.15 libwww/2.17b3
1444 Vary

The Vary field value indicates tk set ofreqestheader ifelds that fully deternines, while the respoge is fesh
whether a cacl is permitted to use the respnse torefy to a suibsequent request wthout revalidation. For
uncacleable or stale respses, te Vary field value advses tle user agernt abou the criteria tlat were wsed to select
the repesentatia. A Vary field value of“*” implies that a cach camot deternine fromthe reqest teaders oh
sutsequent regest vhether this respnse is the agropriate repesentatia. See sectiv 13.6 for use é theVary
header ffeld bycactes.

Vary ="Vary" ™" ("" | 1#field-name )
An HTTP/1.1 serer SHOULD include aVary header ifeld with ary cacleable respase that is sbject to serer-
driven negotiation. Doing so allovs a cacle to properlyinterpret fiture reqeests orthat resouce aml informs the
user agert abou the preseoe ofnegotiation onthat resouce. Asener MAY include aVary header ifeld with a
non-cacteable respase that is sibject to serer-driven negotiation, since this might provide the wser agert with
usefil information atout the dmensions over which the respnse varies at the tiend the respnse.

A Vary fieldvalue caisisting d a list d field-nanes signals that the regsentatia selectedor the respnse is
basedon a selectia algaithm which cansiders ONLY the listedrequestheadkr field values in selecting theast
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appropriate repesemation. A cacle MAY assume that the sane selectim will be made for future reqiests vith the
sane values ér the listedfield nanes, for the diration of time for which the respnse is fesh.

The field-names gven are rot limited to the set ofstardard reqestheader ffelds deifned bythis specifcation Field
names are cas@sensitive.

A Vary fieldvalue d “*” signals that unsgcified parameters na limited to the regiestheacrs (e.g., the netwk
address ofhe cliert), playa role inthe selectiorof the respogre represdation The “*” value MUSTNOT be
generated by a proy server; it may only be gnerated by anorigin server.

1445 Via

The Via general-header ifeld MUST be sed bygateways ard proxes to irdicate tte intermediate protocols ah
recipierts betveenthe wser agent ard the serer onrequests, ad betweenthe orign sener ard the cliert on
resporses. It is aalogous to the “Received” field of RFC 822[9] ard is interded to be ged for trackng messag
forwards awiding reqles loops ard idertifying the protocol capabilitiesf all sendersalorg the reqes/regporse
chain.

Via = "Via" ":" 1#( received-protocol received-by [ comment ] )
received-protocol = [ protocol-name "/" ] protocol-version
protocol-name = token

protocol-version = token

received-by = (host [ ™" port]) | pseudonym
pseudonym = token

The receied-protocol irdicates te protocol ersionof the nessa@ received bythe serer or cliert alorg each
segnent of the reqest/respose clain. The receied-protocol \ersionis appeded to tke Via field value whenthe
message isdrwarded sothat information alout the potocol capahlities of upstreamagplications renains viside to
all recipierts.

The protocolrane is optiorl if ard orly if it would be ‘HTTP". The receied-by field is rormally the host ard
optional port nunber of a recipent server oclient that susequently forwarded the nessage. Hwovever, if the real
host is casideredto be sersitive information, it MAY be redacedby a peuwdonym. If the port is not given, it MAY
be assmed to be tle defult port of the receied-protocol.

Multiple Via field values represdn eaclproxy or gateway that hes forwarded tle messa@. Eachrecipien MUST
appen its information swch that the erd resilt is ordered accordmto the seqerce offorwarding applicatiors.

Comments MAY be wsed inthe Via header ffeld to idetify the sofware ofthe recipiem proxy or gateway,
aralogous to thke User-Agent  ard Server header ifelds. Hovever, all conments inthe Via field are optiodl
ard MAY be renoved by ary recipiert prior to forwardirg the nmessag.

For exanple, a regast nessa@ codd be sehfromanHTTP/1.0 wser agrt to aninterral proxy codenamed “fred”,
which uses HTP/1.1 to forward the regiest toa public proxy at navhere.can, which canpletes the regest ty
forwarding it to the origin server at www.ics.uci.edu. The request received bywww.ics.uci.edu would then have the
following Via header ffeld:

Via: 1.0 fred, 1.1 nowhere.com (Apache/1.1)
Proxies andgatevays usedas a prtal through a netwrk firewall SHOULD NOT, by default, forward the nanes and
ports d hosts within the firewall region. This information SHOULD only be propagatedif explicitly erabed. If not
erabled, tle receied-by host of arny host belind the firewall SHOULD be replaced bgnappropriate pselonym for
that hest.

For organizatiors that have strorg privacyrequremerts for hiding interral strictures, a prox MAY combine an
ordered sbsqglence ofVia header ffeld ertries with idertical received-protocol \alues irto a simgle sich ertry. For
exanple,

Via: 1.0 ricky, 1.1 ethel, 1.1 fred, 1.0 lucy
coud be colapsd b

Via: 1.0 ricky, 1.1 mertz, 1.0 lucy
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Applications SHOULD NOT combine mrultiple ertries wnless tiey are all under the sane organizational control and
the hosts tave alreadybeenreplaced byseuonyms. Applicatiors MUST NOT conbine erries which have
different received-protocol \alues.

1446 Warning

TheWarning generalheactr field is usedo carryadiitional information atout the status otransbrmation of a
message Wich might nd be reflectedin the nessage. Tis information is typically usedto warn atout a pssibde
lack of semantic trarsparercy from caching operatioss or trarsformations applied to tke erity bodyof the message.

Warning headers ae sent with responses using:

Warning ="Warning" ":" 1#warning-value
warning-value = warn-code SP warn-agent SP warn-text
[SP warn-date]

warn-code = 3DIGIT

warn-agent = (host [ ":" port]) | pseudonym
; the name or pseudonym of the server adding
; the Warning header, for use in debugging
warn-text = gquoted-string
warn-date =<"> HTTP-date <">

A respose MAY carry more thranorne Warning header.

Thewarn-text ~SHOULD be in a natual language andhagcterset that is most likely to be intelligible tothe
human user receivng the respose. This decisionMAY be based oary available knowledge, sich as tle locationof
the cacle or wser, the Accept-Language  field ina reqest, tke Content-Language  field ina respose, etc.
The default languaye is English and the default character se is 1ISO-88594.

If a characer st other than1SO-88594 is used, t MUST be eroded n thewarn-text  using themethod
de<ribed n RFC 2047 [14].

Warning headers caim general be applied to ghmessag, however sone specifc warn-codes are specit to
cacles an canorly be applied to respse nessags. NewWarning headers SHOUD be added #ér ary exsting
Warning headers. Acacle MUSTNOT delete ap Warning header tht it receiwed with a messag. Hovever, if a
cacte succesdtlly validates a caahertry, it SHOULD renove ary Warning headers praeusly attacted to that
ertry except as spedid for specifc Warning codes. It MUSTthenadd ay Warning headers receéd in the
validating reporse. In other words Warning headers are tise ttat would be attacéd to tke nost recehrelevant
regorse.

When multiple Warning headers ae attached to aresponse the use agent ought toinform the use of as many of
themas pssile, in the oder that theyappear in the regmse. Ifit is na posside toinform the user ball of the
warnings, the wser agernt SHOULD follow these leuristics:

e Warnings that apear earlyin the respnse take gority over these appearing later in the respse.

 Warningsin the wer’s preferred claracter set takpriority over warnings in other character sets twith
idertical warn-codes ard warn-agents

Systens that generate uttiple Warning headers SHOUD order tremwith this user agent betavior in mind.
Requiremerts for the belavior of cacles with respect to Virnings are stated isection13.1.2.

This is a list & the currentlydefinedwarn-codes , eachwith a recormendedwarn-text  in English, anch
description o its meaning.

110 Resporseis sale
MUST be ircluded wherever the retuned respose is stale.
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111 Revalidation failed
MUST be ircluded if a cacle retuns a stale respge becase anattenpt to revalidate tre respore &iled, dwe
to aninakhility to reachthe serer.

112 Deconnecied operabn
SHOULD be ircluded if the cacle is irtertionally discomected fom the rest ofthe retwork for a period of
time.

113 Heuistic expiration
MUST be ircluded if the cacle reuristically chose a ffesimess lifetime geater tlan 24 fours ard the respore’s
ace is geater tlan 24 tours.

199 Miscellaneous warning
The warning text MAY include arbitraryinformationto be preseied to a imanuser, or logied. A system
receivng this warning MUST NOT take ary auomated actionbesides preséing the warning to the wser.

214 Trarsformation appled
MUST be added bgnintermediate cach or proy if it applies ag trarsformation charging the conert-codirg
(as specikd inthe Content-Encoding header) or redia-type (as spediéd inthe Content-Type  header)
of the reporse, or the enity-body of the reporse, unless this Warning code alreadwgppears ithe respose.

299 Miscellaneous persstent warning
The warning text MAY include arbitraryinformationto be preseied to a mmanuser, or logied. A system
receiving this warning MUST NOT take ary auomated action

If an inplementation send a nessage \ith one a more Warning headrs whose versiam is HTTP/1.0 or lower,
thenthe seder MUST include in eachwarning-value awarn-date that natches the de in the respnse.

If animplementationreceiwes a nessag@ with awarning-value that includes awarn-date , ard thatwarn-
date isdifferent from the Date value in the regmse, then thatvarning-value MUST be deéted from the
messa@ before storiry, forwarding, or wsing it. (This prewerts bad coseqences ofnaive caclng of Warning
header ffelds.) Ifall of the warning-value s are @letedfor this reasn, theWarning header MUSTbe deleted
as vell.

1447 WWW-Authenticate

The WWW-Authenticate resposeheader ffeld MUST be ircluded in401 (Unauthorized) respose nessags.
The field value corsists ofat least oachallenge that indicates tlke auherticationscheme(s) ard paraneters
applicable totheRequest-URI

WWW-Authenticate = "WWW-Authenticate" ":" 1#challenge
The HTTP access aberticationprocess is described TRHTTP Autherticatiort Basic ard Digest Access
Authertication’ [43]. User agnts are adised to tak special care iparsirg the WWW-Authenticate field vaue
as it might cortain more thanore ctallerge, or if more thanone WWW-Authenticate header ifeld is provded, the
corterts ofa clallenge itself cancortain a conma-separated list oéuthertication paraneters.

15 Secuity Considerations

This sectim is meant toinform application developers, information providers, andusers 6the securitjimitations in
HTTP/1.1 as ascribed by this dbcument. The dscussio does nd include dfinitive sdutions tothe poblenrs
revealed, though it dbes meke same suggstions fa reducing seurity risks.

151 Personal Information

HTTP clients are fien givy to large amunts d personal information (e.g. the uses’nane, location, mail address,
passwerds, ecryption keys, etc.), ad SHOULD be \ery carefil to preert unintertional leakage ofthis information
via the HTTP protocol to otlr souces. e very strorgly recormend that a coreniert interface be praded for the
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user tocontral dissenination of such inbrmation, andthat designers andmplenmentass ke particularly caretil in this
area. Historystows that errors irthis area aencreate seriasisectty ard/or privacy problens ard generate hghly
adwerse publicity for the implemertor’s conpary.

15.1.1 Abuse of Server log Information

A server is in thegsition to save prsonal data alout a users requests viich might identify their reathg patterns @
suljects d interest. his information is clearlyconfidential in nature ands handing can ke constrainedby law in
certaincowntries. Reople wsing the HTTP protocol to proide data are respsible for ersuring that sich material is
not distributed without the germission of anyindividuals that are ientifiable by the publishedresults.

15.1.2 Transfer of Sensitive Information

Like ary generic data trasfer protocol, HTTP camot regulate the corert of the data tht is trasferred, or is there
ary a priori method of deternining the sesitivity of ary particular dece & information within the cantext of ary
given reqLest. Therebre, applicatioa SHOULD supply as nuch cortrol over this informationas possible to th
provider ofthat ifformation Fou header ifelds are wrth special rention in this cortext: Server , Via , Referer
and From.

Revealing the speciifc sotware versionof the serer mght allow the serer machine to becora more winerable to
attacls aginst sotware that is known to cortain secuity holes. Inplemertors SHOULD make the Server header
field a cofigurable option

Proxies which sewe as a prtal though a netwrk firewall SHOULD take sgcial precautios egarding the tanser
of header ifiormationthat idernifies the hosts beind the firewall. In particdar, trey SHOULD renove, or replace
with sanitizedversias, anyia fields generated behind thefirewall.

The Referer header dlows reading patterns to be studed and reverse links drawn. Although it @n be very uséul,
its power can ke alusedif user @tails are nbsemratedfrom the inbrmation cantainedin theReferer . Evenwhen
the persoal information has beerrermoved, the Referer header right indicate a priate docment’s UR whose
publicaion would be napproprate.

The information sent in thé-rom field might canflict with the users privacy interests otheir sites securitypolicy,
ard hence it SHOULD NOT be trarsnitted without the wser being ale to disable, eralde, ard modify the caterts o
the field. The tser MUST be able to set éhcorierts ofthis field within a wer pregrerce or applicatiorefaults
configuration.

We suggest, thagh  nat require, that a covenient tggle inteface ke provided for the useto enalte or disalle
thesending of From ard Referer information.

The User-Agent  (secion 14.43) orServer (sectionl4.38) keader ifelds carsonetimes be ged to deterime
that a spcific client o server have agpticular securityhde which might be exdoited. Unfortunately this sare
information is dten usedor other valuabe purposes br which HTTP currentlyhas ndbetter nechanism

15.1.3 Encoding Sensitve Information in URI's

Because tte souce ofa link might be private irformationor mght reveal anotherwise private iformationsouce, it
is strorgly reconmended that the wser be able to selecthether or ot the Referer field is seh For exanple, a
browse client could have atoggle switch for browsing goenly/anonymously, which would respectively
enalte/disalle the senithg of Referer ard From information.

Clients SHOULD NOT include aReferer header ffeld ina (ron-secue) HTTP request ifthe refrring page was
trarsferred wth a cue probcol.

Authors ofsenices vhich use the HTTP protocol SHOUIDD NOT use GETbased drms for the submissionof
sersitive data, becawse this will cause tlis data tobe ercoded in the Request-URI . Mary exsting seners, projes,
ard user agerts will lo g the reqiest URI insame place vihere it mght be visible tothird parties. Serers caruse
POST-basedform submission instead
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15.1.4 Privacy Issues Conected toAccept Headers

Accept reqiestheaders careweal iformationabou the wser to all serers vhich are accessedhé Accept-
Language header inparticdar canrewveal irformationthe user would corsider to be ofa private rature, becase tle
understanding d particular languayes is dten stiongly correlated to the membership of a particular ethnic group.
User agnts which offer the optionto corfigure the conterts ofanAccept-Language  header to be s¢im every
reqlest are stragly ercouraged to let tle cordiguration process inlude a nessa@ which makes the wser avare ofthe
loss d privacy involved.

An approach that linits the Iess d privacy would be for a user agent tomit the senthg of Accept-Language
headers bylefault, and to askthe wser whether or ot to start seding Accept-Language  headers to a seev if it
detecs, by looking for ary Vary resposeheader ffelds generated bythe serer, that sich serding codd improve
the quality of service.

Elaborate ser-customizedaccep heacer fields sert in every request, inparticular if these irtlude quality values, can
be usedby servers as relativelgliade andlongdived user igntifiers. Such user @htifiers would allow content
providers todo click-trail tracking, andvould allow cdlaborating catent poviders tomatch crassserver clicktrails
or form submissions of individual users Note that for many usersnot betind a proy, the network addres of the host
running theuse agent will also seve as along-lived use identifier. In environments where proxies ae usel to
enhance pvacy, useragents aght tobe consewative in dfering accepheadr configuration options toenduses.
As anexrene frivacy measue, poxies calld filter the accepheacers inrelayed requests. Geeral purpose wser
agerts which provide a ligh degree d heacer canfigurahility SHOULD warn users alout the loss d privacywhich
canbe involved.

152 Attacks Based On File and Path Naes

Implementatiors of HTTP origin seners SHOUID be cardfil to restrict tie documerts retuned byHTTP requests
to be oty those ttat were interded bythe serer adninistrators. IfanHTTP sener trarslates HTTP URIs directly
into file systemcalls, the server MUSTake sgcial care npto serve iles that vere nd intended to be deliveredto
HTTP clients. For eanple, UNIX, Microsof Windows, ard other operatiig systens wse “..” as a patltonporert to
indicate a directorjevel abowe tre curert ore. Onswch a system anHTTP sener MUST disallowary swch
construct in theRequest-URI if it would otherwise allowaccess to a resme ouside those inerded to be
accessible ia the HTTP sener. Sinilarly, files interded for refererce ory interrally to the serer (sich as access
contrad files, canfiguration files, andscrig code) MUST be protectedfrom inappropriate retrieval, since thayight
contain sensitive irdrmation. Experience has shan that ninor bugs in such HTP server inplementations have
turnedinto securityrisks.

153 DNS Spoofing

Clients using HTP rely heavilyon the Danain Narre Service, andire thus generallgrone tosecurityattacks bsed
onthe deliberate ms-associatiorof IP addresses a@rDNS rames. Qients reed to be caious in assuing the
continuing vdidity of an IP nurber/DNS name assaiation.

In particdar, HTTP clierts SHOULD rely ontheir name resoler for corfirmation of anlP number/DNS rame
associatiopratrer than cacling the resit of previous host reme lookups. Mary platforms alreadycancacle host
name lookups locallywhenappropriate, aththey SHOULD be coffigured to do so. It is propeoif these lookips to
be cackd, lowever, only whenthe TTL (Time To Live) information reported bythe reme sener mekes it likely that
the cacledinformation will remain useful.

If HTTP clients cacle the resits of host rame lookups in order to acleve a perbrmance inproverert, they MUST
obserwe the TTL information repored by DNS.

If HTTP clients do rot obserwe this rule, they coud be poofed whena prevously-accesed srver’s IP addres
changes. Anetwork renunbering is exgectedto became increasinglycommon [24], the ssilility of this form of
attack wil grow. Observing this regirement thus redces this ptential securityulneralility .
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This requremert also inproves tte loadbalarcing behavior of clierts for replicated semrs sing the sane DNS
name ard redwcesthe likelihood ofa wser’s experiercing failure inaccesing steswhich use that drateg.

154 Location Headers and Spoofing

If a sngle srver supportsmultiple organizatiors that do rot trust one arother, thenit MUST checkthe valuesof
Location ard Content -Location headers imesposes tlat are gnerated under corrol of said orgnizatiors
to make sure that theglo nat attenpt to invalidate resarces @er which theyhave ncauthaity.

155 Content-Disposition Issues

RFC 1806 [35], fomwhich the otten implemerted Content-Disposition (see sectioi9.5.1) leader iIHTTP
is derived, has anumber of very se@ious seurity considerations. Content-Disposition is na part of the HTTP
stardard, btisince i iswidely implemerted, we are docmerting its use ard risks for implenmertors. See RFC 2183
[49] (which updaes RFC 1806) br detils.

156 Authentication Credentials and Idle dients

Existing HTTP clients anduser agents pycally retain authenticatioinformation indefinitely. HTTP/1.1. does nd
provide a nethod for a serer to direct cliets to discard thse cachd credetials. This is a sigificart defect that
requres further extersionsto HTTP. Circumstarces under which credetial cacling caninterfere with the
application’s securitymodel include kut are na limited to:

e Clients vhich have leen ide for an extendd period following which the server mght wish tocause the client to
repronpt the wser for credetials.

e Applications which incluce a sessiotermnation indcation (such as dogout’ or ‘commit’ button on a page)
after which the server sigof the application ‘knows' that there is néurther reaso for the client toretain the
credetials.

This is curertly under separate stly. There are aumber ofwork-arounds to parts ofhis problem ard we
encairage the usefgassword protection in screen savers,l@time-outs, andother methods which mitigate the
secuity problens inherert in this problem In particuar, wser agerts which cacle credetials are enouraged to
provide a readilyaccessible echarism for discardiny cacted credetials under wser corirol.

15.7 Proxies and Gching

By their very nature, HTTP proxies are nen-in-the-middle, aml represnt anopportinity for man-in-the-middle
attacls. Compromise ofthe systens onwhich the proxes run canrestt in seriots secuty and privacy problens.
Proxies have access to sedty-related ifiormation persoml information abou individual users ail organizatiors,
ard propretary information belonging to usersard cortert providers A conpromised proxy, or a proy
implemented or cofigured without regard to sectity ard privacy corsideratiors, might be 1sed inthe conmission
of a wide ramge of potertial atacks.

Proxy operatrs should protectthe g/sterms onwhich proxes run asthey would proectary systemthat cortains or
transprts sensitive indrmation. In particular, lag information gatheredat proxies dten catains highlysensitive
personal information, andor information alout organizatians. Log information shauld be carefilly guarded, and
approprate guidelinesfor use deeloped ad followed. (Secion 15.1.1).

Caching proxies govide adlitional potertial vulnerahlities, sirce the canterts o the cacle repesei anattractive
target for malicious exploitation Becawse cach conerts persist dér anHTTP reqiest is corplete, anattackonthe
cacte canreweal iformationlong after a ser beliees that the informationhas beerrenoved from the retwork.
Therebre, cacle catents should be protectedas sestive information.

Proxy implemertors slould corsider the privacyard secuity implicatiors of their design ard codirg decisiors, ar
of the canfiguration options theyprovide to proxy operatars (esgcially the default configuration).
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Users ofa proy need to be aare that they are ro trustworthier thanthe people Wo run the proy; HTTP itself
canna sdve this poblem

The judicious wse of cryptograply, whenappropriate, @y sufice to protect agjnst a broad rage of secuity ard
privacy attacls. Sich cryptograply is beynd the scope othe HTTP/1.1 specifcation

15.7.1 Denial of Service Attacks on Proxes

They exst. They are lard to deénd aginst. Researchcortinues. Beware.
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19 Appendices

191 Internet M edia Type nessage/http and application/http

In addition to defining the HTTP/1.1 protocol, this dbcument serves as theexgfication for the Internet redia type
“messag/http” and “applicationhttp”. The messag/http type carbe sed to eclose a sigle HTTP reqiest or
respnse nessage, pvidedthat it deys the MIME restrictims for all “message” tges regaréhg line length and
ercodings. The appicaion/http type carnbe wsed b erclose a ppeline ofore or more HTTP reqled or reporse

messages (ndnterrixed). The following is tobe registeredvith IANA [17].

Media Type name: message

Media subtype name: http

Required parameters: none

Optional parameters: version, msgtype

version: The HTTP-Version number of the enclosed message
(e.g., "1.1"). If not present, the version can be
determined from the first line of the body.
msgtype: The message type -- "request” or "response". If not
present, the type can be determined from the first
line of the body.
Encoding considerations: only "7hit", "8bit", or "binary" are
permitted
Security considerations: none
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Media Type name: application
Media subtype name: http
Required parameters: none
Optional parameters: version, msgtype

version: The HTTP-Version number of the enclosed messages
(e.g., "1.1"). If not present, the version can be
determined from the first line of the body.

msgtype: The message type -- "request"” or "response". If not
present, the type can be determined from the first
line of the body.

Encoding considerations: HTTP messages enclosed by this type
are in "binary" format; use of an appropriate
Content-Transfer-Encoding is required when
transmitted via E-mail.

Security considerations: none

192 Internet Media Type multipart/byteranges

June, 1999

WhenanHTTP 206 (Rartial Gontert) regponse message includesthe corert of multiple rarges (a reporse to a
reqed for multiple non-overlappirg rarges), these are traamitted asa multipart message-body. The nedia type for

this purpose is called'multipart/byteranges”.

The multipart/byterarges media type includes two or more perts, eachwith its ovn Content-Type  ard
Content-Range fields. The requred boundary paraneter specifes the boundary string used to separate each

body-part.
Media Type name: multipart
Media subtype name: byteranges
Required parameters: boundary
Optional parameters: none
Encoding considerations: only "7hit", "8bit", or "binary" are

permitted
Security considerations: none

For exanple:

HTTP/1.1 206 Partial Content
Date: Wed, 15 Nov 1995 06:25:24 GMT
Last-Modified: Wed, 15 Nov 1995 04:58:08 GMT

Content-type: multipart/byteranges; boundary=THIS_STRING_SEPARATES

--THIS_STRING_SEPARATES
Content-type: application/pdf
Content-range: bytes 500-999/8000

...the first range...
--THIS_STRING_SEPARATES
Content-type: application/pdf
Content-range: bytes 7000-7999/8000

...the second range
--THIS_STRING_SEPARATES- -

Notes:
1) Additional CRLFs nay precec the first boundary string in the enity.

2) Although RFC2046 [40] perrits the bowndary gring to be quted, $me exsting implementations

hande a quoted boundary string incrrectly.
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3) A number ofbrowsers and srverswere codeda anearly drat of the byterarges specificaion to use a
media type of multipart/x-byteranges, hich is alnmost, tut nat quite campatible with the versio
documentedin HTTP/1.1.

193 Tolerant Applications

Although this dcument specifies therequirements for the generation of HTTP/1.1 messaes, nat al applications will
be carrect in their inplementation. We therebre recanmend that gerational agplications ke tolerant d deviations
whenever thee deviations can k interpretedunanbiguously.

Clients SHOULD be tolerahin parsirg the Status-Line ard seners tolerahwhen parsirg the Request-
Line . In particdar, trey SHOULD accept ap armount of SP or HT characters between fields, even though anly a
singleSP is reqiired.

The line terninator for messa@-header ifelds is tle seqence CRLFE However, we recommend that applicatios,
when parsirg swch headers, recatze a sigle LF as a lire terninator am ignore the leadig CR

The character et of anertity-body SHOULD be labeled athe lowest common derominator of the ctaracter codes
used within that body with the exceptionthat rot labeling the erity is preferred oer labelirg the erity with the
labels US-ASCII or ISO-88594. Se &cion 3.7.1 ad 3.4.1.

Additional rules ér requirements @ parsing andencaling o dates andother potential problens with date encalings
include:

e HTTP/1.1 clients ard caclkes SHOUID assune that anRFC-850 date vhich appears to be one than 50
yearsin the future isin factin the pas (this helps solve the “year 2000 protm).

e AnHTTP/1.1implenentation MAY internally represent a arsedExpires  date as earlier than therqper
value, it MUST NOT internallyrepresent a arsedExpires  date as later than theqper value.

e All expiration-relatedcalculatiols MUSTbe done in GMT. The local time zane MUSTNOT influence the
calcuation or conparisonof anage or exyirationtime.

e If anHTTP header iworrectlycarries a dateaue with a time zore other than GMT, it MUST be cowerted
into GMT using themost mnsevative possille conversion.

194 Differences Between HTTP Entities and RFC 2045 Entities

HTTP/1.1 uses rany of the castructs @finedfor Internet Mail (RFC 82 [9]) andthe Multipurpose Internet Mail
Extensims (MIME [7]) to allow entities tobe transnitted in an gen varietyof representatios andwith extensilte
mechanisms. However, RFC 2045 dscusses mail, ard HTTP has a few feauresthat are diferert from those
degribed n RFC 2045. Thex differenceswere carefilly chosento opimize perbrmance ower binary comecions,
to allowgreater feedomin the use of new media types, to rake date comarisors easier, ahto ackowledge the
practice ofsorre earlyHTTP seners aw clierts.

This appenix desribesspecific areasvhere HTT P differs from RFC 2045. Proies ard gateways to strict MIME
ervironmerts SHOULD be avare ofthese difererces ad provde the appropriate carersiors where recessary
Proxies am gateways from MIME ervironmerts to HTTP also reed to be aare ofthe differerces becase sore
conversions mght ke required.

19.4.1 MIME-Version

HTTP is not a MIME-compliant protocol. Hovever, HTTP/1.1 nessag@s MAY include a sigle MIME-Version
general-header ifeld to irdicate vihat version of the MIME protocol vas wsed to costruct the messa@. Use ofthe
MIME-Version header ifeld indicates tht the messag is in full compliance with the MIME protocol (as défied
in RFC 2045[7]). Prokes/gateways are reporsible for ersuring full conpliance (where posible) whenexporting
HTTP messags to strict MIME erironmerts.

MIME-Version = "MIME-Version" ":" 1*DIGIT "." 1*DIGIT

Fielding, etal StardardsTrack [Page 102]



RFC 2616 HTTP/1.1 June, 1999

MIME version“1.0 " is the default for use in HTTP/1.1. However, HTTP/1.1 message grsing andsenantics are
defined bythis documert ard not the MIME specifcation

19.4.2 Conversion to Canonical Form

RFC 2045 [7] reqiresthat aninterret el entity be cowerted to caonical form prior to beiry trarsferred, as
degribed n secion 4 of RFC 2049 [48]. &cion 3.7.1 ofthis documert degribesthe forms allowed for subtypesof
the “text” media type whentrarsmitted over HTTP. RFC 2046 reqiresthat cortert with a type of“text” repreen
line break as RLF ard forbids tre use of CR or LF ouside ofline breakseqerces. HTTP allows CRLF, bare ®,
andbare LF to indicate a line beak wthin text cantent vhen a nessage is transitted over HTTP.

Where it is possible, a prgror gateway fromHTTP to a strict MIME emironmernt SHOULD trarslate all lire
breals within the text media typesdesribed n secion 3.7.1 ofthis docunert to the RFC 2049 cannical form of
CRLF Note, lowever, that tHs might be conplicated bythe preseae ofaContent-Encoding ard bythe fact
that HTTP allows the wse of sone character sets kch do rot use octets 13 ah10 to represe¢rCRard LF, asis the
case br same multi- byte character sets.

Implementas shaild nate that caversion will break anycryptographic checksuraapplied to the aiginal cantent
unless tle orignal cortert is alreadyin caronical form. Therebre, the camnical form is reconmended for ary
cortert that wses seh checksumsin HTTP.

19.4.3 Conversion of Date Fornats

HTTP/1.1 uses a restricteskt ¢ date formats (sectia 3.3.1) to simplify the pocess 6 date canparism. Proxies and
gateways from other protocols SHOUD ersue that ary Date header ifeld presenin a nessag corforms to ore of
the HTTP/1.1 formats andewite the dite if necessary

19.4.4 Introduction of Content-Encoding

RFC 2045 doesiot include ary corceptequivaent to HTTP/1.1's Content-Encoding header ffeld. Sirce ths
act asa nodifier onthe nedia type, proxes ard gateways from HTTP to MIME-compliant protocols MUST either
charge the value ofthe Content-Type  header ifeld or decode #herity-bodybefore forwarding the message.
(Sorre experimental applicatiols of Content-Type  for Interret nail have used a nedia-type parareter of
“;conversions=<content-coding> " to perform afundion equivalent to Content-Encoding . However,
this paraneter is not partof RFC 2045.)

19.4.5 No Content-Transfer-Encoding

HTTP doesnot use the Content-Trarsfer-Encoding (CTE) field of RFC 2045. Prokes ard gateways from MIME-
compliant protocols toHTTP MUST renpve anynon-identity CTE (“quoted-printabe” or “base@”) encaling rior
to delivering the respnse nessage t@an HTTP client.

Proxies ard gateways from HTTP to MIME-compliant protocols are reporsible for ersuring that the nmessage isin
the correct brmat ard ercoding for sak trarsport onthat protocol, viere ‘safe trarsport” is deined by the
limitations of the protocol beig used. Sieh a proy or gateway SHOULD label the data ith anappropriate
Contert-Trarsfer-Encoding if doing so will im prowe tre likelihood of safe trarsport ower the desination protocol.

19.4.6 Introduction of Transfer-Encoding

HTTP/1.1 introduces theTransfer-Encoding header ifeld (sectiorl4.41). Poxies/cateways MUST renove
ary trarsfer-coding prior to orwardirg a messa@ via a MIME-compliant protocol.

A process fa decoding the“chunked” transfer-coding (section 3.6) can be represented in pseudo-code as:

length :=0
read chunk-size, chunk-extension (if any) and CRLF
while (chunk-size > 0) {
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read chunk-data and CRLF
append chunk-data to entity-body
length := length + chunk-size
read chunk-size and CRLF

read entity-header

while (entity-header not empty) {
append entity-header to existing header fields
read entity-header

Content-Length := length
Remove "chunked" from Transfer-Encoding

19.4.7 MHTML and Line Length Limitations

HTTP implementations which share code vth MHTML [45] implementatiors need to be aare of MIME line lergth
limitations. Since HTP does nd have this lintation, HTTP does nd fold long lines. MHTML messages &ing
transrted by HTTP follow all conventions @ MHTML, includng line length linitations andfolding,
caronicalizaton, etc., sSnce HTTP trarsports all message-bodiesaspayoad (®e ®cion 3.7.2) and doesnot interpret
the cortert or ary MIME header lires that mght be comained therein

195 Additional Features

RFC 1945 and RFC 2068 docmert proocol elerrerts used bysome existing HTTP implemertations, but not
corsistertly ard correctlyacross rast HTTP/1.1 applicatios. Implemertors are adised to be aare ofthese
features, bt canna rely upon their resence in, ointergoerahility with, other HTTP/1.1 applications. Sane of these
deribe propoed exyerimental featires ard some deribe featuresthat experimental depbyment found lacking
that are ow addressed ithe base HTP/1.1 speciitation

A number ofother headers, sth asContent-Disposition ard Title , from SMTP ard MIME are also d&n
implemented (e RFC 2076 [37]).

19.5.1 Content-Disposition

The Content-Disposition regporse-header ifeld has beenpropo&d asa nears for the origin server o suggest
a default filename if the user regests that the edent is savedb a fle. This usage is eived from the dfinition of
Content-Disposition in RFC 1806 [35].

content-disposition = "Content-Disposition" ":

disposition-type *( ;" disposition-parm )
disposition-type = "attachment” | disp-extension-token
disposition-parm = filename-parm | disp-extension-parm
filename-parm = "filename" "=" quoted-string
disp-extension-token = token
disp-extension-parm = token

An exanple is

(token | quoted-string )

Content-Disposition: attachment; filename="fname.ext"
The receivng user agent SHOULD NOT respect andirectorypathinformation presehin the filename-parm
parameter, which is the aly parameter believedto apply to HTTP implementatians at this tine. The filenarre
SHOULD be treated as a teimal conporert only.

If this headr is usedn a respnse wth theapplication/octet-stream content-type, theimplied suggstion
is that the wser agert should not display the reporse, bu directly erter a save reporse as..’ dialog

See sectiod5.5 br Content-Disposition secuity isstes.
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196 Compatibility w ith Previous Versions

It is beyond the scpe of a protocol specification to mandate canpliance with previous versims. HTTP/1.1 was
deliberaely desgned, however, to make supporing previous versions eay. It is worth noting that, atthe ime of
commposng this specificaion (1996), ve would expectcommercial HTTP/1.1 srversto:

e recoquize tte format ofthe Requestiine for HTTP/0.9, 1.0, ad 1.1 reqests;
e underdard ary valid reqied in the format of HTTP/0.9, 1.0, or 1.1;

* resmnd aporopriately with a message in the saaimajor versian usedby the client.
And we would expect HTTP/1.1 clients to

e recoqize tte format ofthe Stats-Line for HTTP/1.0 ar 1.1 resposes;

e underdard ary valid regporse in the format of HTTP/0.9, 1.0, or 1.1.

For nost implementatiors of HTTP/1.0, eaclcomectionis establisbd bythe client prior to the reqest an closed
by the server &ér senéhg the respnse. Sme implementations inplenment theKeep-Alive  versim of persistent
comecions degribed h secion 19.7.1 ofRFC 2068 [33].

19.6.1 Changesfrom HTTP/1.0
This sectionsummarizes najor differerces betwenversiors HTTP/1.0 ad HTTP/1.1.

19.6.1.1 Changes to Simplify Multi-homed Web Seners and Conserve IP Addresses

The requremerts that clients and serverssupportthe Host requestheader, report aarror ifthe Host reqied-
header (sectioi4.23) is nssirg fromanHTTP/1.1 reqest, ad accept absotea URs (section5.1.2) are awng the
most important changesefinedby this sgecification.

Older HTTP/1.0 clients asumed a ore-to-one relationship of IP addreses ard servers there was no other
established mechanism for distinguishing thentended sever of arequest than the P address towhich tha request
was drected The changesulined alove will allow the Internet, nce dder HTTP clients are ndonger canmon, to
support multiple Web stesfrom a s$ngle IPaddres, greatly smplifying large operatioal Web srvers where
allocation of many IP addresses t@ single het has createserias problens. The Internet Wil also be ade to
recower the IPaddresses #t have beenallocated ér the sole pypose ofallowing specialpurpose dorain names to
be wsed nrootlevel HTTP URLs. Given the rak of growth of the Web, ad the rumber ofserversalreadydepbyed,
it is extrenely important that all inplementatios d HTTP (includng uplates toexisting HTTP/1.0 applications)
correctlyimplemert these requemerts:

Both clients ard serversMUST supportthe Host requestheader.
e Aclient that senls anHTTP/1.1 reqest MUSTserd aHost header.

e Seners MUSTreport a 400 (Bd Request) error ifanHTTP/1.1 reqest does ot include aHost reqles-
header.

e Seners MUSTaccept absote URSs.

19.6.2 Compatibility with HTTP/1.0 Persistent Canections

Same clients andservers right wish tobe compatible with samne previous inplementations d persistent canections
in HTTP/1.0 clients andservers. Brsistent conectios in HTTP/1.0 are ex(ficitly negdiatedas theyare nd the
default behaviar. HTTP/1.0 experimental implenmentations d persistent conectios are &ulty, andthe newfacilities
in HTTP/1.1 are asignedto rectify these poblens. The problemwas that sme existing 10 clients nay be sendng
Keep-Alive  to a proy sener that doesit understam Connection , which would then erroeausly forwardit to
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the next inbound sever, which would establish theKeep-Alive  connection and result in ahung HI'TP/1.0 proxy
waiting for the clse m the respnse. The result is that HTP/1.0 clients nust be preventedrom usingKeep-
Alive when talking toproxies.

However, talking toproxies is the rost important use bpersistent conectios, sothat pohibition is clearly
unacceptable. fierebre, we need sora other mecharism for indicating a persisteincomectionis desired, Wwich is
sak to uise exenwhentalking to anold prox that ighoresConnection . Persistent canectios are the efault for
HTTP/1.1 messages; we introduce a ew keyword (Connection:  close ) for declaring nan-persistence. See
secfon 14.10.

The aiginal HTTP/1.0 form of persistent canectios (theConnection: Keep-Alive ard Keep-Alive
header) $ documerted in RFC 2068. [33]

19.6.3 Changesfrom RFC 2068

This specificaion has beencaretilly audited to correctard disambiguate key word usage; RFC 2068 tad many
problens in regectto the corventions laid out in RFC 2119 [34].

Clarified which error code shuld be sed for inbound sener failures (e.g DNS falures). (Sectiori0.5.5)
CREATE had a race tht reqired anEtag be sehwhena resotce is frst created. (Sectioh0.2.2)

Content-Base was ddletedfrom the sgcification: it was nd implementedwidely, andthere is nsinple, saé
way to introduce it without a rdbust extensia mechanismin adition, it is usedn a sinilar, but nat identical Bshion
in MHTML [45].

Transfer-coding and messaye lengths #l interact in ways that required fixing exactly when chunked encoding is usd
(to allow for trans&r encaling that nay nat be self delimiting); it was inportant tostraighten at exactlyhow
message lengths are computed. (Scions 3.6, 4.4, 7.2.2, 13.5.2, 14.13, 14.16)

A cortert-codirg of “identity " was introduced, to sole problens discoered incaching. (Section3.5)

Quality Values & zeroshalld indicate that I' don’t want sanething” to allow clients torefuse a repesentatia.
(Secion 3.9)

The wse ard interpretation of HTTP version numbershas beenclarified by RFC 2145. Rquire proxes to upgrade
reqeds to highest protocol version they supportto dealwith problens discovered n HTTP/1.0 implemertations
(Secion 3.1).

Charset vildcarding is introduced to awvid explosionof character setames inaccept kaders. (Sectioh4.2)

A case was missed inthe Cache-Control  model of HTTP/1.1; s-maxage was intraducedto add this nissing
ca®. (®cions 13.4, 14.8, 14.9, 14.9.3)

The Cache-Control: max-age directve was not propery defined for regporses. (Secion 14.9.3)

There are sitatiors where a serer (especiallya prox/) does ot know the full length of a respoge bui is capable of
sening a byterarge request. We therebre reed a recharismto allow byterarges with a cortert-rarge not indicating
the ull length d the nessage. (Sectin14.16)

Range reqest resposes vould becone very verbose ifall meta-data were always retuned; byallowing the serer to
only send needed baderdn a 206 regorse, this problkemcanbe awided. (®cion 10.2.7, 13.5.3, ah14.27)

Fix problemwith unsatisfable range regests; there are twcases: sytactic poblens, andrange desn't exist in the
documert. The 416 statsicode vas reeded to resoévthis anbiguity needed to idicate arerror or a byte ramge
reqed thatfalls ouside ofthe actial corterts of a docunert. (Secion 10.4.17, 14.16)

Rewrite of message transission requirements tomake it much harer for implementas toget it wong, as the
corseqlences oferrors tere canhave significart impact onthe Interret, am to deal \vith the following problens:

1. Changing HTTP/1.1 or later” to“HTTP/1.1", in contexts vhere this vas incarectly placing a regirement
on the kehaviar of an inplementation of a future versian of HTTP/1.x
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2. Madke it clear that usemgents shald retry requests, no*“clients” in general.

3. Converted reqiremerts for clients to ignore unexpecied 100 (©@ntinue) regporses, ard for proxesto
forward 100 regorses, into a general requremert for 1xx reporses.

4. Modified sane TCP-specific language, to make it clearer tha non-TCP transports ae possille for HTTP.

5. Require thatthe origin server MUST NOT wait for the reqes bodybefore it sends a reqired 100
(Cortinue) regporse.

6. Allow, rather thanrequre, a grver o omit 100 (®ntinue) if it has alreadyseensome of the reqes body.

7. Allow seners to defnd against denal-of-service attack ard brolenclierts.

This charge adds tle Expect header ad 417 statacode. he nessag trarsmssionrequremerts fixes are in
secions 8.2, 10.4.18, 8.1.2.2, 13.11,caib4.20.

Proxes shoud be abé to addContent-Length ~ whenapproprate. (Secion 13.5.2)
Cleanup corfusion betveen403 aml 404 reporses. (Secton 10.4.4, 10.4.5, ah10.4.11)

Warnings codd be cachd ircorrectly or rot updated appropriatelySection13.1.2, 13.2.4, 13.5.2, 13.5.3, 14.9.3,
ard 14.46). Warning also reeded to be aegeral header, as BT or other methods nay have need br it in requests.

Transfer-coding hal significant problems, particularly with interactions with chunked encoding. The sdution is tha
transfer-codings becone as fill fledged as cotert-codings. This involves addig anlANA regstry for trarsfer-
codings (separaterbm cortert codirgs), a rew header ffeld (TE) ard erabling trailer headers irthe future. Trarsfer
encoding is amajor performance ben€fit, soit was worth fixing [39]. TE also soles amther, obscue, dowward
interoperability problem tha could have occurred due to interactions ketween authentication trailers, chunked
erncoding ard HTTP/1.0 clients.(Secion 3.6, 3.6.1, ath 14.39)

The PATCH, LINK, UNLINK methods were cefinedbut nat commonly implenmentedin previous versios d this
specfificaion. See RFC 2068 [33].

TheAlternates , Content-Version , Derived-From , Link , URI, Public ard Content-Base header
fieldswere defned in previous versions of this specificaion, but not commonly implemerted. See RFC 2068 [33].
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20 Full Copyright Statement

Copyright (C) The Internet Society (1999). Al Rights Reserved.

This document ard trarslations of it may be copéd aml furnished to others, ard deriative works that comment on or
otherwise explain it or asist in its implementation may be prepared, copd, pulished ard distributed, in whole or n
part, without restrictionof ary kind, provided that the aboe copyight notice ard this paragaphare ircluded onall
sich copies ad deriwative works. However, this documert itself may not be rmodified inary way, sich as by
rermoving the copyight notice or reérerces to tle Interret Societyor otler Interret organizatiors, except as aeded
for the pupose ofdeeloping Interret stawdards inwhich case tk procedtes br copyrights defned in the Interret
Standards process nust ke followed, or as required to translate it into languages aher than English.

The limited permissions garted atove are prpetual and will not be revoked by the Irterret Sciety or its siccessos
or assigns.

This docunent ard the information cortained hereinis prouded onan“AS IS” basis ad THE INTERNET
SOQETY AND THE INTERNET ENGINEERNG TASK FORCE DISCLAIMS ALL WARRANTIES, EXFRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF HE
INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR APARTICULAR PURPOSE
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byte-rarge-rep-spec, 75, 76
byte-rangesd, 85
byte-rarge-spec, 44, 76, 85
byterarges-specifer, 85
bytes, 66
bytesunit, 21
caclable,9
cacle,9
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calcuating the ag ofa respose, 51
combining byte ranges, 59
combining headers, 59
combining negadiatedresmnses,
constiucting responses, 57
correctress, 48
disanbiguaing expiration vdues, 53
disanbiguating multiple respnses, 3
ertity tags usedas cach validata's, 54
entryvalidation, 53
errorsor inconplete reporses, 61
expration calculatia, 52
exgicit expiration time, 3
GET ard HEAD camot affect cacing, 61
heuristic expration, 51
history list behavior, 62
invalidation cannd be complete, 6.
Last-Modified values sed as dlidators, 54
mechanisms, 49
replaceren of cacted resposes, 62
shared ad non-shared, 60
Warnings, 49
weakard strorg cacle validators, 54
write-through mandatory, 61
Cacte-Control, 23, 36, 39, 40, 41, 42, 49, 50, 51, 52,
583, 54, 57, 58, 61, 67, 68, 69, 70, 73, 79, 84
cacle-extersion, 67
extensims, 72
max-age, 51, 52, 53, 57, 67, 689, 70, 71, 79, 106
max-stale, 49, 67, 70, 71
min-fresh, 67, 70
must+evalidate, 67, 7071
no-cacte, 48, 53, 6768, 69, 70, 71, 84
no-store, 48, 6769
no-transfam, 67, 72, 73
only-if-cacted, 67,71
private, 57, 6768, 69, 72
proxy-revalidate, 57, 6771
public, 49, 57, 6768, 69, 71
s-mexage, 53, 57, 67, 68,69, 106
cacle-directive, 67, 72, 84
cactereqiestdirective, 48, 67
Charges fromHTTP/1.0. SeeRFC 1945 ad RFC
2068
Hog requrenen, 105
CHAR, 12
charset,16, 64
chunk,18
chunk-ckta, 18
chunked, 87, 88
Chunkel-Body, 18
chunk-etension, 18
chunk-et-name, 18
chunk-ext-val, 18
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chunk-siz, 18
client,8
codings, 64
comment, 13, 89, 90
Compatibility
missing chaset, 16
multipart/x-byteranges, Q2
Compatibility with previous HTTP versias, 105
CONNECT, 24, 25.Se€[44].
comection 8
Connection, 23, 30, 31, 5872, 73, 87, 89, 105, 106
close,30, 73, 106
KeepAlive, 106.SeeRFC 2068
connection-token, 72, 73
Content Cadings
compress,17
deflate,17
gzp, 17
identity, 17
content negtation, 8
Content Negtiation, 46
Contert-Bas, 106.SeeRFC 2068
contert-cncoding, 73
cortert-codirg, 16, 17, 18, 19, 46, 64, 65, 73, 88, 92,
107
identity, 106
new tokens SHOULD be regstered vith IANA, 17
gvalues usel with, 65
contentdisposition, 104
ContentDisposition, 9%, 98, 104
Contert-Encoding, 16, 17, 28, 29, 5&3, 75, 92, 103
Content-Languaye, 20, 28, 73, 74, 91
Contert-Length, 22, 23, 28, 32, 34, 35, 39, 44, 59,
61,74, 76, 88, 104, 107
Content-Locaion, 28, 39, 41, 58, 60, 6¥4, 83, 95
Contert-MD5, 28, 35, 5875, 98
Content-Range, 39, 40, 5775
cortert-range-spec,75
Content-Trarsfer-Encoding, 17, 75,103
Contert-Type, 16, 18, 28, 29, 34, 37, 38, 39, 40, 43,
58, 73, 7677, 92, 101, 103
ContentVersion. SeeRFC 2068
CR,12, 19, 24, 26, 27,102, 103
CRLF 11,12, 13, 18, 19, 21, 24, 26, 75, 102, 103
ctex, 13
CTL, 12
Date, 23, 39, 41, 51, 53, 55, 57, 60, 62, 89, 79,
83, 92, 103
dael, 15
dae2, 15
da€3, 15
DELETE, 24, 3436, 61
delta-secands, 16, 87
Derived-From. SeeRFC 2068
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Differerces betwenMIME and HTTP, 102
caronical form, 103
Content-Encoding, 103
Content-Transfer-Encoding, 103
dat formats, 103
MIME-Version 102
TrarsferEncoding, 103

Digest Authentication, 53. Seg[43]

DIGIT , 11, 12, 13, 15, 20, 84, 102

disp-extersion-token, 104

disposition-parm, 104

disposition-type, 104

DNS, 94, 95, 106
HTTP applications MUSTobey TTL information,

94

downstream 10

End-to-end headers58

entity, 8

Entity, 28

Entity body, 29

Entity Tags, 20, 54

ertity-body, 29

entity-heackr, 24, 26, 28

Entity-heacer fields, 28

entity-length, ®, 59

entity-tag,21, 81, 82

Etag , 106

ETag 20, 28, 35, 38, 39, 41, 54, 58, 59, 88,82

Expect 26, 32, 33, 37, 45,8, 107

expectation 78

expectationextersion, 78

expectparans, 78

Expires 28, 36, 39, 40, 41, 42, 51, 52, 53, 57, 58, 69,
70,71, 78, 79, 102

expicit expiration time, 9

extensim-code, 27

extersion-header28

extensim-pragns, 84

fieldcortert, 22
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filename-parm, 104

first-byte-pos 44, 76, 85

first-hand, 9

fresh, 9

freshness ldtime, 9

freshnesdif etime, 53

From, 26, 31,79, 93

gaeway, 9

Gereral Header Field23

general-header, 23, 24, 26

generic-messaye, 21

GET, 14, 24, 25, 3435, 38, 39, 40, 41, 42, 44, 54,
55, 56, 61, 66, 74, 77, 80, 81, 82, 86, 93
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HEAD, 22, 23, 24, 3435, 38, 40, 41, 42, 43, 45, 61,
66, 74, 77, 82
Headers
erd-to-end, 58, 59, 73, 78
hop-by-hop, 10,58
non-modifiable readers58
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heuristic expration time, 9
HEX, 13, 15, 18
Hop-by-hop headers58
host, 14, 90, 91
Hog, 25, 26, 3379, 80, 105
HT, 11,12, 13, 22, 102
http_ URL, 14
HTTP-date, 15, 77, 79, 80, 82, 83, 87, 91
HTTP-message, 21
HTTP-Version, 13, 24, 26
IANA, 16,17, 19, 20, 63, 100
identity, 17, 64, 65, 73, 106
If-Match, 20, 26, 35, 5630, 81, 82, 86
If-Modified-Since, 26, 35, 55, 56, 80, 81, 82, 83, 86
If-None-Match, 20, 26, 35, 56, 60, 881, 82, 83, 86
If-Rarge, 20, 26, 35, 39, 44, 56, 782, 86
If-Unmodified-Since, 26, 35, 55, 56, 81, 82, 83, 86
If-Unmodified-Since, 83
implied *LWS, 12
inbound, 10
instarcedength, 76
ISO-10646, 99
ISO-2022, 16
ISO-3166, 20
ISO-639, 20
ISO-8859,98
ISO-88594, 13, 16, 19, 64, 91, 102
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KeepAlive, 31, 58, 105, 106GeeRFC 2068
Languaye Tags, 20
languayerange 65
language-tag, 20, 65
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last-bytepos 76, 85
last-chunk, 18
Last-Modified, 10, 28, 35, 39, 51, 53, 54, 55, 56, 57,
58, 59, 78, 81, 883
LF, 12,19, 24, 26, 27, 102, 103
lifeime, 9, 51, 52, 53, 66, 70, 92
Link. SeeRFC 2068
LINK. SeeRFC 2068
LOALPHA, 12
Locaion, 28, 36, 38, 40, 41, 42, 61, 83, 95
LWS 11,12, 13, 22
Max-Forwards, 26, 34, 3783, 84
MAY, 7
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media type, 12, 16, 19, 23, 29, 38, 40, 43, 46, 63, 72,
73,74, 77,100, 101, 102, 103
Media Types,18
media-range 62
media-type,18, 19, 73, 75, 92
messages
Message Bdy, 22
Messag Headers21
Messaye Length,23
Message Tansnission Requirenments,31
Message ¥pes, 21
message-body, 21,22, 24, 26, 29
messa@-header, 2122, 28
Method, 24, 66
Methad Definitions, 33
Methods
Idenpotert, 34
Sak ard Idenpoten, 33
MIME, 7, 10, 16, 17, 19, 74, 75, 96, 97, 99, 102,
103, 104
multipart, 19
MIME-Version 102
month, 15
multipart/byteranges, 9, 23, 39, 45, 76, 101
multipart/x-byteranges, 02
MUST, 7
MUST NOT, 7
N rule, 12
name, 11
non-shared cach, 60, 68, 72
non-transparem proxy. Seeproxy: non-trarsparem
OCTET, 12, 29
opaqe-tag, 21
OPTIONAL, 7
OPTIONS, 24, 25, 34, 83, 84
origin server8
other-range-unit, 21
outbouwnd, 10
parangter, 17
PATCH. SeeRFC 2068
Paul J. Leach 100
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Overall Operation30
Pupos, 29
Use ofConnectionHeader, 30
Pipelining, 30
port, 14, 90, 91
POST, 20, 21, 24, 32, 3485, 36, 38, 40, 41, 44, 61,
77,93
Pragna, 23, 67, 7084
no-cacte, 48, 53, 67, 84
pragna-directive, 84
primary-tag, 20
prodict, 20, 89
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Product tokens, 20

prodwct-verson, 20

protocokname, 90

protocokverdon, 90

proxy, 9
non-trarsparern, 9, 59, 72, 73
tramsparen, 9, 29, 58

Proxy-Autherticak, 28, 43, 5884, 85

Proxy-Authorizaton, 26, 43, 5885

pssudorym, 90, 91

Public. SeeRFC 2068

public cacle, 46, 47

PUT, 24, 32, 3436, 43, 61, 66, 77, 80, 82

gdex, 13

Quality Values,20

query, 14

guoted-pair, 13

guotedstring, 12,13, 18, 21, 22, 62, 68, 78, 84, 91,
104

gvalue, 20, 62, 64

Range, 21, 26, 28, 35, 36, 39, 40, 44, 45, 57, 58, 59,
76, 77, 81, 82385, 86, 101

RangeUnits, 21

rarges-specifer, 76,85, 86

rangeunit, 21, 66

ReasorPhrase, 26, 27
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received-protocol, 90, 91
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Refererces, 97

Referer, 26,86, 93

rel_pah, 14, 61

relativeURI,14, 74, 86

representatio, 8
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reqlestheader, 2426

Requed-Line, 21, 24, 25, 35, 43, 102, 105
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attacks bagd onpat names, 94
Authentication Crecentials anddle Clients, %
be carefl abou peronal information, 92
ContentDisposition Heacetr, b
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GET method, 93
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Referer header, 93
sensitive heaglrs, 3
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Via header, 93
selectiry requestheaders, 60
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Sewer, 20, 28,87, 90, 93
SHALL, 7
SHALL NOT, 7
shared cachs, 60, 69
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startline, 21
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Status-Code, 26, 27, 37
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ST 11
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use lowest conmon derominator of character set, URI-refererce, 14
102 USASCII, 12, 16, 102
TRACE, 24, 3437, 38, 83, 84 user ager, 8
trailer, 18 User-Agent, 20, 26, 47,89, 90, 93
Trailer, 18, 23,88 validatars, 10, 21, 49, 53, 54, 55, 56, 57, 59
trailers, & rules onuse of, 56
Trailers, B value, 17
Trarsfer Ercoding variant, 8
chunked, 17 Vary, 28, 39, 41, 47, 60, 80, 829, 94
transfer-coding Via, 24, 37, 8790, 93
chunked, 17 warn-agent, 91
deflate, 17 warn-code, 59, 91
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106, 107 Warnings
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compress, 17 112 Disconnecied operdbn, 92
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